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AHHOTALMUA

Hactoawmnn [OKYMEHT $BNAeTCd pYyKOBOACTBOM O YCTaHOBKe MoAynNs
pasrpaHunyeHns goctyna K vCenter n ESXi — nporpaMMHo-annapaTHOro KomrJekca
(NAK) «CermeHT-B.» Vv.1.3 (ganee no TekcTty - <«CerMeHT-B.» unAM KOMMJIeEKC),
npeaHasHa4YeHHoOro Ang 3awWuTbl MHEPaCTPYKTypbl BUpTyasM3auuMm Ha OCHOBE
VMware vSphere Bepcunn 5.1, 5.5, 6.0.

[JOKyMeHT npeaHasHavyeH AnA8 aAMUHUCTPATOpPOB —  AO/MKHOCTHbIX vl
obnagaroWwnx 3HAHUSAMM M MOJIHOMOYMSAMM  AOCTATOYHbIMW AN  TOro, 4tobbl
HacTpamBaTb W ynpasensaTb MHGpPACTPyKTypon BupTyanunsaumm VMware vSphere.

B AOokyMeHTe npuBedeHbl OMNMCaHMA 23TanoB YCTAHOBKUM U HACTPOWKU
KoMnnekca «CermeHT-B.».

MNepen ycTaHOBKOW M 3kcnnyatauuein  «CermMeHT-B.»  pekoMeHayeTcs
BHMUMATENIbHO 03HAaKOMUTbLCS C HAaCTOSALWMUM PyKOBOACTBOM.

NMpumeHeHne moayna «CermMeHT-B.» [AO/MKHO A0NOAHATBCA O6WMMKM MepaMu
NpefoCTOPOXHOCTU U Pusnyeckom 6e30nacHoOCTU.



NMPUHATbLIE TEPMUHbI, OBO3HAYEHUA U COKPALLUEHUA

AamuHucTtparop bU (nnanm ABHM) - agmunHucTpatop 6e30nacHOCTU
nHdopMaLmm, NpuBUAErMpOBaHHbIM MNOSb30BaTe b - AO/HKHOCTHOE MU0, MMelollee
ocobbi cTaTtyc U abcontoTHble nonHomouuns (cynepsusopa). AammHuctpaTop BU
OopraHusyeT YCTaHOBKY KoMmrsiekca B [19BM, HacTpoOnKy 3aWMTHbIX MexaHW3MOB
KOMMJjieKca B COOTBETCTBMM C MpaBaMu [AOCTyna nofib3oBaTesien, OCyWecTBnseT
KOHTPOJIb 3@ NpaBu/ibHbIM MCNO/b30BaHMeM [MOBM c ycTaHOBAEHHbIM KOMMIEKCOM U
nepnoanyeckoe TeCTMpoBaHMe CpeacTB 3alnTbl KOMIMJIEeKCa.

AamuHucTtpatop BU (nan ABU) - agMUHUCTpPATOp  BUPTYasibHOM
MHDPACTPYKTYpbl, MPUBUIErMpPOBaHHbIM MNONb30BaTeNb - AO/DKHOCTHOE /unuo,
oTBevatlllee 3a HAaCTPOMKY 1 obcnyxumBaHue BUpTyanbHOM MHGPACTPYKTYpbI.

APM - aBTOMaTU3nMpoBaHHOe paboyee MecTo.

BupryanbHass MawmnHa (M BM) - NONHOCTBIO  M30JIMPOBaHHbLIN
NMPOrpaMMHbIN  KOHTEWHEP, KOTOpbih paboTtaeT Cc cob6CTBEHHOM oOMNepaunoHHOMN
CUCTEMOMN N MPUTOXKEHNAMU NOAO0OHO HDU3NYECKOMY KOMMbLIOTEPY.

CepBep BUpTyannsaymm (nnn XOCT) - 0b6beKkT BMPTYasbHOWN
MHDPACTPYKTYpbl, NpeaoCTaBAAOWMM  AOCTYyNn K nnatdpopme BupTyanmsaumm
(rmnepsBu3opy) NOCpPeACTBOM KOMaHA yrnpaBneHus.

CepBep ynpaBsieHuss BHUPTyaJIbHOM wuHpacTpykTypoi (vCenter) —
cepBep CO cneumanusmpoBaHHbIM MNporpaMMHbIM obecrneyeHneM, OTBedvalLlMn 3a
pacnpeneneHne Harpyskm B aBTOMATUUYECKOM pexmnMme, nepeMelleHune BuUpTyasbHbIX
MawnH (MUrpaumnio) U HaACTPOWKY BCeX KOMMOHEHTOB BUpTyanm3aumm nocpencTtBoM
NOCbINKW KOMaHA ynpaBneHus OCTasIbHbIM 3/1IeMeHTaM BUPTYyanbHOMN
MHDPACTPYKTYPpblI.

CereBoe ycTpo#ucTBo (ceTb, rpynna noproB) — CETb, pa3aensseMas Mexay
XOCTaMu U/MNn BUPTYyanbHbIMWU MalUMHAMK,; MOXET 6bITb puanyeckon (NoakrOHeHa
K dmsnyeckon ceteson kapte) unm norndeckon (VLAN).

XpaHunuwje - BupTyanbHoe rnpeacTtaBneHne GOU3NYecKoro XpaHwnuuia,
ABNSIETCA MeCTOM XpaHeHus (hannoB BUPTyasbHbIX MalWH. XpaHunuuwe CKpbiBaeT
ocobeHHOCTU cBoen m3nyeckom peanmsaunm U NpeaocTaBnseT eanHyo Moaenb ANs
XPaHeHUS BUPTyasibHbIX MALUWH.

MNMonb3oBaresnib — cybbekT Aoctyna K obbekTtam (pecypcaMm) BUPTYasbHOM
WHMPACTPYKTYPHbI.

Ownbkn - wvHdoOpMauKMsa, BbIBOAMMAS Ha AUCNJEeN, YyKasbiBaklwass Ha
HenpaBWIbHOCTb AeNCTBUn, cbon, aBapmun KOMMekca.

lNMpnMeyaHnss — 3aMe4yaHUs B OMNMCAHUM HEKOTOPbIX KOMaHA, coAepxaliue
pekoMeHAaumMn aamMuHmucTpatopy BW no nopsaaky MCNoNb30BaHMA 3TUX KOMaHA.
NMossiCHeHUs BblAeNeHbl MENKUM LLUPUPTOM.

CoobweHns - nHdopmaums, BbIBOAMMASA HaA AUCNNen, KoTopas coobuwaer o
AencrTemax, Tpebyemblx OT Nosib3oBaTesid, 0 COCTOSAHUM MPOrpaMMbl U O KOPPEKTHO
3aBEpLUIEHHbIX AENCTBUSX.
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1. O6bwme cBeaeHuns

1.1. HazHauyeHue KoOMIuJieKca

MporpaMMHoO-annapaTHbin  koMmnnekc «CerMeHT-B.» npeaHasHayeH Ans
3alNTbl  MHDPACTPYKTYp BMpTyanusauum, MNOCTPOEHHbIX Ha 6ase nnatgopm
BUPTYanunsaumn:

— VMware vSphere 5.1;
— VMware vSphere 5.5;
— VMware vSphere 6.0.

Komnnekc npeacrasnser cobon COBOKYIMHOCTb TEXHUYECKNX MU MPOrpaMMHbIX
cpeacrtse, npeaHa3Ha4€eHHbIX ANnA BbINO/IHEHNA OCHOBHbIX (bYHKLI,VIVI 3awmTbl ot HC/
Ha OCHOBE!:

— MAeHTUdMKaumm u ayTeHTUdMKauMm cybbekToB A[0CTyrna UM O06beKToB
JI0CTyNna B BUPTYanbHOW MHMPACTPyKType, B TOM 4uC/e aAMUHUCTPATOPOB
yrnpaB/ieHUsl CPeACTBaMU BUPTyain3aunu.

— ynpasneHus A[OCTynoMm cybbekToB pAoctyna K obbektaM p[octyna B
BUPTyanbHOW MHMpPACTPYyKTYype.

— peructpaunn cobbitu 6e30nacHOCTU B BUPTYaSIbHOW MHMPACTPYKTYpeE.

— ynpaBfeHuUs NepeMeweHneM BUPTYanbHbIX MawWH (KOHTEMHEPOB) WU
obpabaTbiBaeMbIX Ha HUX AAHHbIX.

— pa3bueHunsa snpTyanbHON MHMPACTPYKTYpPbl HA CErMeHTbl (CErMEeHTUPOBaHUS
BUPTYyanbHON WHOPaACTPYKTypbl) Ana obpaboTkn nHdopMmaumm oTAeNbHbIM
nonb3oBarteneM un (Mnn) rpynnomn nosb3oBaTesnen.

1.2. CocTtaB NAK «CermeHT-B.»

MAK «CermeHT-B.» npeacraBnsger cobon  KOMMAEKC MPOrpaMMHbIX W
annapaTHbIX  CpeacTB, NpeAHa3Ha4YeHHbIn  ANna  pasrpaHuyeHus  AocTyna
nonb3oBatenen K obbekTaM MHEpPACTpyKTypbl BUpTyanusaumnm VMware vSphere.
Mpu 3TOM KOMMieKC obecneymBaeT 3alUNTy OT yTedyek MHMOpMauUnn, npeaocrasnsas
BO3MOXHOCTb paboTbl No4 OAHOW YYEeTHOM 3anucbld C pPas3/IMYHbIMM CerMeHTaMu
BMPTYanbHOM MHdpacTpykTypsbl (BWN), 3anpewas nx cmewmsaHume.

OCHOBY KOMMNeKca COCTaBNseT MpOoKCU-cepBep, YyCTaHaB/IMBAaeMbl B pa3pbiB
mexay vCenter cepBepoM un paboymMMm MeCTOM aaAMUHUCTpPaATOpa BUPTYaIbHOM
nHdpacTpykTypbl (ABW). Takum obpasoM, ana paboTbl C KOMMNIEKCOM HeobxoaAnMOo
BblAesieHNne ABYX CErMeHTOB CEeTWU: BHeWHeEN WU BHYTpeHHen (OpraHuM3oBaHbl pa3Hble
noaceTn, pUCyHoOK 1).
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MpoKcu-cepsep vCenter/ESXi
«CermeHT-B.»

Mponyck monoko
paspeweHHbix delicmeuil

PucyHok 1 - Cxema opraH1msaLluMm ceTv npu mcnosibsosaHumn «CermeHt-B.»

Mpokcn-cepsep npeacrtaBneH B CeAyWmMX UCNOTHEHNUSX

1)annapaTtHoe ncnonHeHune: GuU3nNYeCcKnin cepeep C npeaycraHoBieHHbIM M0O;
2)nporpamMmMHoe ncnonHeHue: ISO-o6pa3s, npeaHa3HaAYEHHbIN:

— Anga yctaHoBku B BM;

— AN YCTaHOBKW Ha CTOPOHHUI CcepBep opraHmn3aunmn-3akasymka.

BHMMAHME! B cnyyae Mcnosib30BaHUA BapuaHTa UCMOMHEHUSA, NpeaHa3HAYeHHOoro
AN YCTAHOBKW Ha CTOPOHHWW cepBep opraHum3aumm-3akasudumka, cneayeTt yumTbiBaTh,
4YTO annapaTHas 4yacTb CTOPOHHEro cepBepa AOJ/KHa 6blTb coBMecTMMa C 6a30BOWM
cbopkon CentOS 6.5 n nogaepxumnsatb paboTty c «Akkopa-AM3».

«CermeHT-B.» He TpebyeT ycTtaHoBku pgononHutenbHoro MO Ha APM
aAMUHUCTPATOPOB BUPTYyanbHOM WHOPACTPYKTYpbl M No3BONseT «b6ecloBHO»
WHTEerpmpoBaTb CUCTEMY 3aWMTbl B MHPPACTPYKTYpy BUpTyanusaumm vSphere. MNpu
3TOM nopaepxuBaetca pexum Linked mode pgna vCenter, a TakXe coxpaHsaeTcs
BO3MOXHOCTb Ucnonb3oBaHusa vCenter B kayectse BM (B ToM uncne VCSA - VMware
vCenter Server Appliance).

MAK «CermeHT-B.» COCTOUT M3 annapaTHbIX U MPOrpaMMHbIX CPeACTB.

1.2.1. AnnapaTtHble cpeacTBa

AnnapaTHble cpeactBa [1AK «CermeHT-B.» BKAOYalT B cebs cnepywouwme
KOMMOHEHTbI:
— dusnyeckmn cepsep Aquarius T40 S24 (onuMOHaANbHO; BO3MOXHbI
BapuaHTbl UCMOSIb30BaHUSA COHBCTBEHHbIX CEPBEPOB);
— ycTaHoBneHHasa B cepBep (Aquarius T40 S24 unm cobCTBEHHbLIN cepBep)
nnata «Akkopa-AMA3» cemencrea GX (noapobHee CM. AOKYMEHTauMIO Ha
«Akkopa-AMI3»);




— usb -> Ethernet apanTtep - noctaBnsetrca (OnuuMoOHaNbLHO) B COCTaBe
pelweHnsa ans uMcnosb3oBaHusa dyHKUMOHaNa oTkasoycrtonumsoctu (High
Availability).

1.2.2. NMporpaMmMHble cpeacTBa

MporpammHble cpeactea [MAK «CermeHT-B.» BKAO4WaT B cebsa cnepywouwme
KOMMOHEHTbI:

1) moaynm CINO «CermeHT-B.»:

a)l10 ynpasneHns komriiekcom Segment-V. (exe), ycraHaBiMBaeMoe Ha
APM ApamuHuctpatopa bBW (APM ABW), npeaHasHadyeHHoOe ANs  HACTPOMKMU
pasrpaHnyeHuns A4octyna K BUPTyasibHOW MHPPaCTpyKType. MoXeT ycTaHaB/IMBaATbLCA
OTAENbHO MNM Kak pacwunpeHue «CIMO Akkopa-B.». BkniouvaeT B ceba cnegytowmne
YTUAUTDI:.

— «Segment-V.» - yTunuTa ynpassieHusa KoMmnaekcom «CermeHT-B.»;

— «Installer-V.» — ytunuta HacTpounkm coeaumHeHuss ¢ vCenter, a Takxe
Toyek cbopa cobbITMM C npokcu-cepBepoB (B CNy4vae COBMECTHOro
MCMoNb30BaHNA C <«AKKopA-B.» wucnonb3lyetrca Takxe A YyCTaHOBKMU
areHToB «Akkopa-B.» Ha ESXi);

— «LogViewer-V.» — yTunuta npocMoTpa 3aperncTtpmpoBaHHbIX COObITUN.

6) cepsuc perncrpaummn cobbiTnii, yctaHasnmsaembln Ha APM ABU wnn B OC
OTAeNbHOro cepBepa (pekoMeHAYyeMbIN BapuaHT), npeaHasHadeHHbln ana cbopa
cobbITn MHppacTpykTypbl VMware vSphere, a Takxe C areHToB «Akkopa-B.» Ha
ESXi (ans ycrtaHoBku cepBuca peructpaumm cobeitun B OC npegHasHaydeHa
BCcnomorartenbHasa ytunuta LogServicelnstaller);

2) Segment-V. Module (iso) - rpoKkcn-cepBep — crneuvanbHoO
HacCTpOeHHbIn 06pa3 onepauMoHHOMW CUCTEMbI, YyCTaHaB/IMBAEMbIM Ha (U3NYECKUin
cepBep wan BHYTpb BM, npeaHa3sHauyeHHbI ANns nepexBaTta KOMaHZ ynpaBneHus
vCenter/ESXi wn opraHmsaumm pasrpaHuUyeHmss [O0CTyrna Ha OCHOBe 3apaHee
3af4aHHbIX npasun. Segment-V. Module Bknwuaetr B ceba CINO <«Akkopag-X»,
NnpUMEHeHMe KOTOPOro Ha MNpoKcu-cepBepe obecrneumBaeT BbINOSHEHME Npoueayp
naeHTMdUKauMnm u ayteHTUdUKauum nonb3oBaTenem root M accord, a Takxe
BblIMO/THEHNE [AMHAMUYECKOro KOHTPONS LENOCTHOCTU WCMNONHAEMbIX ¢annos U3
coctaBa [AK «CermeHT-B.».

lMpnmeyaHne: B cnydyae nporpaMMHOro wvcriosiHeHus (BM), B cuiay HEBO3MOXHOCTU MCI0/1b30BaHUS
KOHTpO/171epoB «Akkopa-AM/3», pekomeHayeTcs ncriosib3oBaTtk [MAK «Akkopa-B.».

1.3. TexHn4yeckue ycinoBusa nNnpuMeHeHUs KOMIJieKca

Ana  yctaHoBkn  komnnekca  «CermeHT-B.»  Tpebyetca  cneaywoowmm
MUHUMAJIbHbIN COCTaB TEXHUYECKUX N MPOrpaMMHbIX CpeacTB:

— Hanmume MHPpPaCTpPyKTypbl BUPTYyanusaumm, NoCTpoeHHon Ha 6a3e oaHOM M3
nogAep>XuBaembixX naaTgopM BMPTYyanusaumm, CIMCOK KOTOPbIX NMpuBeaeH B
nogpasgene 1.1;

— peanusaums APM ABW B Buae dumsnyeckon maliunHbl nog ynpasneHnem OC
Windows, B KOTOPOW yCTaHOBJIEHbI:
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— nporpamMmMHas nnatdopma Microsoft .NET Framework 3.5;

— pacnpocTpaHsieMble nakeTbl (Redistributable Package)
Microsoft Visual C++ 2008 (x86) u Microsoft Visual C++ 2010 (x86);

HanMuyMe pecypcoB Ha cepBepe Ans co3aaHus BM un ycraHoBku B Hee OC
MpoKkcuM-cepBepa WAM Hannume x86-64 coBMecTUMOro cepsepa’ c
Tpe60BaHMAMU, aHANOMMYHBIMU NPeabABASEMbIM K BM.

MWHMUManbHble CUCTEMHbIE TpeboBaHUA K BM:

ABYyXbsaepHbI npoueccop, 2 6 O3Y, 16 '6 ceBoboaHOro Mecta Ha AUCKe;

nse ceteBblXx KapTbl (E1000) — B cny4ae mMCnNonb30BaHUS OAHOMO MPOKCU-
cepBepa;

Tpn ceTeBblX KapTbl (E1000) - B cny4Yae MCNONb30BaHUS MexXaHW3MOB
pe3epBUpPOBaAHUS;

USB KoHTponnep - 419 MNOAK/OYEHUS  YCTPOMCTBA  XPaHeHus C
ceptudmnkaTamm;

Ona  KoppekTHoOM  paboTbl cepBuca  pernctpauum  CcobbITUA  MOXeT
notpeboBaTtbcsa (noapobHee cM. 3.8.3), uTob6bl APM, Ha KOTOPOM OH 3anyLweH, 6bin
BKtOUeH B goMeH (ecnn APM coenagaet ¢ vCenter, TO BO3MOXHO MCMOJSIb30BaHMe
NOKaNbHOW YYeTHOM 3anucun).

HeobxoanMo opraHm3oBaTb CXEMY MOAK/IHOYEHUSA, MPU KOTOPOW BCE 3amnpochbl K
vCenter n ESXi 6yayT npoxoanTb 4yepe3 npokcu-cepsep (4Tob6bl He cyliecTBoBasno
nyten B obxon moayns «CermeHT-B.»).

b JdaHHble KOMNOHEHTbI BKAKOYEHbl B KoMniekT noctasnsaemoro MO MNMAK «CerMeHT-B.»

2) B 3aBMCMMOCTU OT BapumaHTa mncnosiHeHns MNAK «CermeHT-B.», MOXeT BXOAUTb B KOMMIEKT

NOCTaBKK
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2. Hayano pab6oTtbl

2.1. ApxuteKktypa cucrteMbl 6e30nacHOCTM

BHUMAHME! APM ABW He MoOXeT OblTb peanM3oBaHO B BuAE BUPTYanbHOM
MaLUWNHbI.

Mepen HavanoM ycTtaHoBKWM W HacTponkm [MAK «CermeHT-B.» Heobxoammo
onpenennTbCa C apxXUTEKTYpOn pa3BepTbiBaeMON MHPPACTPYKTYpPbl BUPTyanmnsauum,
a TakXXe NpoBecTu psaa NoArOTOBUTENbHbLIX MepPONpUSTUNA.

Anda aToro cnepyert oTBETUTb Ha cnefyrowme Bonpochl:

1. B BuptyanbHon uMH@pacTpyktype ucnosnb3lyerca vCenter mnm oHa
nocrpoeHa Ha otaenbHbix (standalone) ESXi? NpumeHnsatorca nm vCenter B
pexxume Linked Mode?

B cnyyae ecnn uvH@pacTpyKTypa BupTyanm3aumm MOCTpOEHa Ha OTAeNbHbIX
ESXi (6bonee ogHOro) wnm B Hen wucnonb3ykTca vCenter, cBsA3aHHble pPeEXWUMOM
Linked Mode, npu wuHUUManNM3aumm MoAaynss Ha MNPOKCU-cepBepe HeobxoamMmo
BKIIOUUTL pexnM Linked Mode (nogpobHee cM. 3.5.2, nyHKT 3. HacTponka ceTeBbIX
MHTepdencos).

lMpumeyaHue: B c/lydae HECKOJIbKMX HECBS3aHHbIXx vCenter Heo6xoAnMO MCro/1b30BaTb OTAEJIbHbIE
MPOKCH-CEPBEPHI.

2. Kakum ob6pasom, B cny4yae MCNOJIb30BaHMA vCenter,
npeanonaraerca orpaHnumntb aoctyn ABU k ESXi?

B cuny TOro 4to yHUKasnbHble MAeHTUDUKATOPbI OAHMUX U TEX Xe 0O6BbEKTOB npu
aoctyne 4dyepe3 ESXi n yepes vCenter pasnumuyaroTca, peKoOMeHAYyeTCs WUCMosb30BaTbh
TONbKO OAMH Tun poctyna ABW K BupTyanbHOM WHOPaACTpPyKType, a BTOpPOMU —
6noknposaTtb (B NepByto ovepenb, 4NS YNpOLWEeHNs npouecca HaCTPOMKK).

Mpumepbl peanusaymu:

l)ucnonb3oBaHue MexaHusMa Lockdown Mode (npumevyaHune, «CermeHT-B.»
NO3BOJISET OrpaHMuMBaTb WUCMOSIb30BaHWE AAaHHOrMO0 MexaHu3Ma agMWHUCTpaTopamu
BW);

2)nepeHanpasneHne Tpaduka ynpasneHns ESXi uyepe3 npokcu-cepsep WU
6bnoknpoBaHme BXxoAda YYeTHbIM 3anuUcsM MoJsib3oBaTenen, 3aperncTpmpoBaHHbIX Ha
ESXi.

3. Coenaparor aim APM ABU wn APM ABMUN, wvwan pna paboTtbl
ApmuHuctpaTtopa BU npeanonaraerca oraenbHoe APM?

PaccmoTpum BapuaHT, korga APM ABWN/ABW coBMeLLEHO M HA HEM YCTAHOBNEHO
CMNoO «CermeHT-B.».

BHUMAHME! Ha APM ABM (BHe 3aBMCMMOCTK OT TOro, coemelleH oH ¢ APM ABU
UM HeT) Ans OoCywecTBAeHuss pasrpaHudeHmss pgoctyna k CIMO ynpasneHus
kKoMmnsekcoM «CermeHT-B.» ©n MO ynpaBneHnss BUPTyasibHOWM WHGMPACTPYKTYpOK
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AOJKHbI 6biTb ycTaHOBNEHbl «Akkopa-AMA3» u MAK «Akkopa-Win32»/
NAK «Akkopa-Win64».

Mpwn Takon peanumsaummn BO3MOXHbI ABa BapmaHTa paboThbl:
1)ABU n ABWN paboTatoT nokanbHO Ha gaHHoM CBT;

2)ABN n ABW paboTatoT yganeHHo, noaknw4dasacbs kK CBT no npotokonam RDP
mnn ICA. B TakoM cnydyae, npu wucnonb3oBaHumm CIO pasrpaHuyeHuUs [ocTtyna
(NAK «Akkopa-Win32 TSE»/ MNMAK «Akkopa-Win64 TSE») Ha APM, c koToporo 6yaet
NPOMUCXOAUTb NOAKMAYEHMe, A0/MKEH OblTb YCTAHOB/IEH TEpPMUHANbHbIN KIAWEHT
«AkKopa-TK».

Mpu 3TOM Ha coBMmeleHHOM APM Heo6xoaMMo 4TObbI:

— Aaoctyn K no aAMUHUCTPUPOBAHNA NAK «Akkopa-Win32 TSE»/
MAK «Akkopa-Win64 TSE», MO «CermMeHT-B.» 6b171 TONBKO Y ABWU;

— poctyn K vClient 6b1n1 y ABU (npu Heobxoanmoctu, n y ABWN).

lpumMeyaHue: npumep HacCTPOUMKW pasrpaHudyeHus [ocTyrna Ha cosBmeLljeHHom APM ABU/ABU cm B
pasgesne 3.10.

4. Kakne cpeactBa 6yayT ucnosb3oBaTbCA OIS NepeHanpasB/ieHus
Tpacduka, nayuiero Ha 3almulaeMblie cepBepa Yepes NpoKcu-cepeep?

TpeboBaHMe K peanusauum noakaodeHuin k vCenter yepes NpoKcu-cepsep
«CermMeHT-B.» MOXET 6bITb BbIMOJIHEHO Pa3/IMUYHbIMK CNOCO6aMM, B YACTHOCTMU:

— HacTpomnkon route-map Ha obopyaosaHum Cisco;
— NpONMCbIBaHMEM MapLpPYTOB B KOMAHAHOM CTPOKeE;
— YykasbiBaHmeM IP-agpeca npokcu-cepsepa B kadectse default gateway.

MoapobHee Cc MexaHM3MaMM peanm3aumm  MOXHO  O3HaKOMUTbCS B
noapasgene 3.11.

5. NMpokcu-cepesep npeanosiaraercsa B annapatHOM MUCMNOJIHEHUU UM B
KauyecTtBe BM?

BHe 3aBMCMMOCTM OT BapuaHTa WCMNOJIHEHUS MNPOKCU-CepBepa HeobxoanMo
npeaBapuTesibHO BblAE/INTb:

— BHELUHIO CeTb, U3 KoTopoun byayT nogkntoyatbca ABU;
— BHYTPEHHIOK CeTb — CeTb YnpaBJieHUs, KOTopas rnpeaHa3HadeHa A4
«management»-Tpaduka vCenter n ESXi.
JononHuTenbHO (OMNUMOHANbLHO) pPEeKOMeHAYEeTCs npeaBapuTenbHO HaCTPOUTb
npasuia MmapwpyTtmsaumm (NpuMepsbl CM. B nogpasgene 3.11).

BHUMAHME! BHe 3aBUMCMMOCTM OT BapuaHTa WCMNOJIHEHUSA NPOKCU-cepBepa
(annapatHoe wunu BM) pekomeHayeTcs 3apaHee 3anucatb MAC-agpeca ceTeBbliX
KapT, T.K. 3T AaHHble noTpebyloTcsa npu NnepBoHavaabHOM MHULManmM3aumm!

B cnyyae annmapaTHOro MCMNOJIHEHMS MPOKCU-CepBepa HeOb6Xx0AMMO BbIAENUTb
MeCcTo B CTOMKE NnoA cepBep, a TakKxXe, B CNy4dae HeobxoanmMOCTU, MOABECTU
AOMOJSIHUTENbHYIO CETb AN YAANIEHHOro yrnpaBaeHnusi CepBepoM.
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MockonbKy annapaTtHOe WCMOoSIHEHWE MNpPOKCU-CepBepa MocTaBnseTca C
KoMniekcoM <«Akkopa-AMA3» (TY 4012-038-11443195-2011), nepea Hadanom
paboTbl He06XoAMMO O3HAKOMUTbCSA C 6a30BbIMM MNpuHUMNAMKU paboTbl C HUM (CM.
KOMMAEKT 3KCM/yaTauMOHHOM [AOKYMEeHTauuu, BXOASWMM B KOMMJIEKT MNOCTaBKMU
«Akkopa-AM/3»).

B cnyyae yctaHOBKWM NpoKkcu-cepeepa B BM Heob6xoanMMo co3aaTb NMOPTrpynmbl
ONS BHeEWHeW W BHYTPeHHeWn ceTen (U CeTUn OTKA30yCTOMUYMBOCTM — B Cliyyae
HeobxoAMMOCTM), a Takxe co3gatb camMy BM ¢ pecypcamu, ykKasaHHbIMKM B
noapasgene 1.3.

6. Byaer nu oCywWecCcTB/ATbLCA pe3epBMpoOBaHME/OTKa30yCTOMUYUBOCTb
npokcu-cepsepa?

CyLlwecTBylOT pa3finmyHble cnocobbl MOCTPOEHUS OTKA30yCTOMYMBOro pelueHus
(B TOM yuncne ans pasnnyHbix uenen). lNMoa paccmaTpmBaeMon O0TKa3oyCTOMUYMBOCTbIO
noapasymeBaeTcs 3awuta oT cboeB obopypoBaHus. Ecnm  obecnedeHune
OTKa30yCTOMUYMBOCTU ByAeT OCyLEeCTBNATbCA C MOMOLWbIO cpeacTts «CermeHT-B.», TO
TpebyloTca ABa NPOKCU-CeEpBEpPA, KaXXAblM U3 KOTOPbIX UMeeT:

— Tpu ceTu (B cny4yae ucnoaHeHusa Ha BM) nnu
— Tpu ceTeBblX aganTtepa (B Ciydae annapaTHOro UCMNOJSIHEHUS).
MoaopobHee cM. nogpasgen 3.6.

7. «CerMmeHT-B.» ucnonb3lyerca otTaenbHoO wnam coBMecTtHOo ¢ [MAK
«Akkopa-B.»?

BHMMAHME! CoBMecTHasa ycTtaHoBka «CermeHT-B.» u”n <«Akkopa-B.» BO3MOXHa
TO/IbKO MpW COBMageHnnN Bepcmm nx AncTpnbyTmneos.

Ecnn npeanonaraetcd COBMeCTHOe  Ucnosib3oBaHue  «CermMeHT-B.» U
«AKkopa-B.», HeobxoAMMO CHayana NpouU3BECTU YCTaHOBKY <«AKKkopAa-B.», nayums
COOTBETCTBYHOLYIO AOKYMEHTALUMUIO, @ 3aTEM NEPENTU K yCcTaHOBKE «CerMeHT-B.».

8. Kakmm o6pasom 6yaer ocyuwecrBnatbca c6op cobbitTmn? B cnyuae
ncnosb3oBaHUA cpeacrB «CermeHT-B.» rpae 6yaer pacnonaraTtbCsa cCepBMC
perncrpaumm cobbitun: Ha vCenter/ Ha ortpenbHoM APM (Hanpumep, Ha
APM ABWN)/ B BM)?

B coctaB komnnekca «CermeHT-B.» BXOAMUT cepBUC perncrpaunm cobbiTun,
npeaHasHa4vyeHHblM ans cbopa cobbIThii:

— c vCenter;
— C npokcu-cepeepa «CermMeHT-B.».

Kpome TOro, cobbitnsg «CermeHT-B.» M areHToB «AKKopAa-B.» Ha ESXi Takxe
aybnupytotca B syslog. B cB3n € 3TUM, ecnm B UHGPPACTPYKTYpe UCMNONb3YHTCH
LEeHTpann3oBaHHbIe CUCTEMbl perncrpaumm cobbltun (B TOM 4ucne ymewwme
cobmpaTtb cobbiTa o1 vCenter), oOT cepBuca permcTpaumm cobbITUA MOXHO
OTKa3aTbCA.

B cnyyae wucnonb3oBaHWa CcepBMCa perucTpaumm  cobbITUiA  KOMMIeKca
«CermMeHT-B» BO3MOXHbI pasnMyHble BapMaHTbl ero pacrnooXeHns:
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1. Ha oaHoMm APM c APM ABN;
2. Ha otaenbHoM APM ot APM ABU (B ToM uncne 3to MoxeT b6biTb 1 vCenter).

BHUMAHME! [lpn onpegeneHnn MecTopacrosioXXeHns cepBuca perncrpauymm
cobbITUn HeobxoaMMO yuuTbiBaTb crneayruwee TpeboBaHue: Heobxoammo (B TOM
ymcne opraHmsauMoHHbIMM MepaMn) obecrieunTb becriepeboriHoCcTb pabotel APM, Ha
KOTOpOM 6yAeT yCTaHOBJIEH CEPBUC pernucTpaumm cobbitui (AaHHbIA CEPBUC HUKOrAa
He JO0JIKEH BbIK/IOYATLCA), MOCKOJIbKY B MPOTUBHOM Cilyyae Co6bITUS, MONyYEeHHbIE C
vCenter, MoryT 6bITb NpoOnyLUeHbl.

2.2. NMpuMep pasBepTbiBaeMON MH(PPACTPYKTYPbl

MpuMep TMNOBOM WHOPAcCTpyKTypbl (A0 BHeapeHusa C3WM) npeacrtaBneH Ha
pUCyHKe 2.

BHUMAHME! B npouecce co3gaHusa BUPTYyasbHbIX MalWH cneayeTt yuyuTbiBaTb, UTO
MMS BUPTYasIbHOM MalMHbl HE AO/HXKHO coAepXaTb CUMBOJIOB KUPUANNLbI.

KnueHnt. BM APM

KITMEHTOB

Cetb BM

©VMware, W0

vCenter
(Windows)—

CeTb ynpaBneHus

APM ABWABM

PucyHok 2 - NMpumep pa3BepTbiBaeMoOn MH(PPACTPYKTYPbl
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2.3. Oco6eHHOCTH paboTbl C KOMMJZIEKCOM

Mpn pabote <c «CermeHT-B.» HeobxoaMMO yuuTbIBaTb cneaywouwme
ocobeHHoCTU:

AEeNCTBMSA MOJSib30BaTeNen pasrpaHNYMBaAlOTCA TONbKO MpU OpraHusauuu
noctyna 4yepe3 vClient/PowerCLI/vCLI; B cnyyae pgoctyna C MNOMOLLbIO
WebClient pasrpaHnvyeHuns He NPOUCXOANT, NO3TOMY cnepyet
3abnokunposatb goctyn K ESXi/vCenter yepe3 WebClient (cooTBeTcTBYlOLWas
HacTponka «CermeHT-B.» 3a4aeTcs Npu nepBoHa4yYasibHOW MHMUMANMU3aLUN
mMoayns);

AOCTyn K oTaenbHbIM ESXi, ecnn OoHM pa3BepHyTbl U paboTatoT COBMECTHO C
vCenter, no yMOM4aHMIO He pa3srpaHuumBaeTca (NpegnonaraeTcs
ncrnonb3oBaHne Lockdown Mode, nogpobHee cM. noapasgen 2.1 NyHKT 8).
Mpu 3TOM BO3MOXEH BapuaHT 3awwnTbl Standalone ESXi (6e3 vCenter);

pasrpaHuyeHune AocTyna npu paboTe co cHanwoTamMm BM, HasHaueHue npas
B vClient ocyuwiecTBnseTca ¢ NoMoLLbO MOMHOMO 3anpeLleHnst/paspeLleHuns,
a He Ha OCHOBE MaHAATHOW MOJIUTUKN;

OMOBELLEHNA O 3anpeTe AocTyna He nossnsioTca B vClient npu 3anpete
BK/IlOUEHUS BM, a Take nNpu U3MeHEeHUN HacTpPoeK NopTrpynn;

ANs He3apernctpmpoBaHHbiX B O «CerMeHT-B.» 06bEKTOB MX WMMeHa B
cobbITMAX He oTob6bpaxatTcsa (Mo yMONYaHUIO Takue [AeUCTBUA Takxke
610KNPYIOTCS) — YKa3bIBAETCS TOSIbKO TUM OOBLEKTOB.
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3. YCTaHOBKa M HaCTpOﬁKa KOMMNOHEHTOB KOMIJieKCa

3.1. Obwime cBegeHun

MO, Bxoasee B cocTtaB koMnnaekca «CerMeHT-B.», fOMKHO 6bITb YCTAHOBEHO
Ha APM ABW n npokcun-cepeep cneayowmnm obpasom (CM. pUCyHOK 3):

1)na APM ABWM pomxHa 6biTb yCTaHOBNEHa cucTeMa aAMWHUCTPUPOBAHUSA
«CermMeHT-B.»;

2)Ha npokcu-cepBep <«CermMeHT-B.» ycCTaHaBnmBaeTCcsa npeaBapUTESIbHO
HACTpOeHHas ornepauuoHHasd cucTema, coAepxawas MoAy/u TMPUHATUSA peLLUEHUS,
cepBuc paboTbl ¢ cobbITUAMKN U cepBUC HAcTporku MO «CermeHT-B.».

jou

Mpokcu-cepsep «CermeHT-B.»

|
J

APM ABU

ymuaumel HacmpoliKu
KomnaeKkca

J

APM ABU
vClient

> Cepsuc Hacmpoliku
> Modynb npuHamusa peweHuli ————»> vyCenter/ESXi

Cepsuc 3ypHanuposaHusa

;{

i

P

APM Perucrpauyuu

3ape3epBUPOBAHHDbIN co6bITuii
NPoKcu-cepeep Cepsuc peaucmpayuu
cobbimuii

PucyHok 3 - O6uwian cxeMa pewieHus

3.2. MopAaoOK YCTAaHOBKU U HAaCTPoOuku komnnekca «CermeHt-B.»

YcTaHoBKa M HacTtponka kKoMnoHeHToB [MAK «CermMeHT-B.» ocyllecTBnseTcs B
COOTBETCTBUM C MOPSAKOM, YKasaHHbIM B Tabnuue 1.
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Ta6nuua 1 - NMNopssaok yctaHoBKKU U HacTpoiku NAK «CermeHT-B.»

N?2 Fpe HanTHn
noapo6Hoe
onucaHue

rae BbiNnonHAeTca aencreme

O6uee

APM ABMA

Mpokcu-cepsep

1 Moapasaen 3.3

MpeaBaputenbHble
AoencTeus

2 Moapasgen 3.4

YcraHoska 10
ynpaBneHus
KOMIMJIEKCOM
«CermeHT-B.»

3 Moapasaen 3.5

YcTaHoBKa
«CermeHT-B.» Ha
NpoOKCcn-cepeep

4 Moapasaen 3.6 HacTpolika HacTpolika
OTKa30yCTOMNYMBOCTH OTKa30yCTOMYMBOCTU
peleHuns peLieHus

5 Moppasaen 3.7 YcTtaHoBKa 1

KOHdUrypnpoBaHume

CMNO «Akkopa-X»

6 Moppasgen 3.8

HacTpoiika MO
yhnpaBneHus
KOMIMJ/1IEKCOM
«CermeHT-B.»

7 Moapasgen 3.9

HacTpolika
pa3rpaHnyeHus
poctyna Kk BU

8 Moapasaen 3.10

HacTpolika
pa3rpaHnyeHus
[OCTyna Ha
coBMeuweHHoM APM
ABWN/ABU

9 Mogpasgen 3.11

MpumMep HacTporku
ceTeBoOro
obopypnosaHus (mnm
MapLlpyTusauum B
ceTtn)

3.3. MpeaBaputenbHble AE€NUCTBUA

Mocne

paccMoTpeHus
pPAcCCTAHOBKM 3NEMEHTOB  3alUUThI

6a30BbIX

BOMpocoes B

pasgene 2
M nxX pexuma paboTbl) A0S YMeHbLUeHUs

(onpeneneHus

3aTpayMBaeMoro BpEMEHW B MpoLecce pas3BepTbiBaHUSA Heo6X0AMMO MPOBECTU psn
JIOMNOJTHUTENbHbIX NMPEBEHTUBHbIX AENCTBUIA:

0. PaccMoTpeTb BONPOChI U3 pa3aena 2, ecnm oH 6bi1 NponyLueH.
1. MNpeaBapuTtenbHO BblaennTb IP-agpeca ansa npokcun-cepsepa (pUCYHOK 4):

— BHeLWHMnM nHtepdenc (No o4gHOMY Ha Kaxkabli cepsep);

— BHYTPEHHUN MHTepdenc (No 0gHOMY Ha KaxAbl cepsep);

— BUWpTYanbHbIN
OTKa30yCTONYMBOCTH

BHYTPEHHWI

(obwume) -

M BHEWHUM
HeobxoanMmbl

0TKa30yCTOMUMBOCTU NPOKCU-CEPBEPA;
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— C€o3paTb  CeTb  penaukaumu  Mexay  npokcu-cepBepamm  (npwu
NCMNONIb30BaHUN pexuma 0TKA30yCTOMYMBOCTH). PekomMeHayeTcs
06bEeANHATL CEPBEPLI HAMPSAMYIO.

OCHOBHOM MPOKCU-CEPBEP 5
«CermeHT-B.»

i

4

BHelwHAA ceTb v BHyTpeHHAA ceTb
CeTb penankaumm

PesepBHbIit MpOKCU-cepeep 5
«CermeHT-B.»

1

PucyHok 4 - Heo6xoaumbie IP-agpeca

2. HacTpouTb MaplpyTmM3aumio B COOTBETCTBMM C BblBpaHHbIM MeXaHW3MOM
(npumMepsbl B nogpaspene 3.11).

3. Co3patb Heob6xoAMMbIX AN HaydanbHOM HACTponMkm u paboTbl KoMMaekca
nonb3oBatenen B pamkax VMware vSphere:

— nokanbHoro (o6szatenbHo!) - accord. BO3MOXHbl cneayrowue
BapuWaHThl BbIMNOIHEHUS npoueaypbl co34aHus NOKanbHOro
nosb3oBaTens:

— B cnydae vCenter Ha Windows — co3aaTtb nonb3osaTtensa B OC;

- B cnydyae VCSA Bepcun 5.x - B shell wucnonb3oBaTb KOMaHAy
useradd accord —p [napo/ib];

- B cnydyae VCSA Bepcun 6 — B shell wcnonbsoBaTb KoMaHay
user.add -username accord —-password.

- B C/lydae ucCnosb3oBaHuUs oTaenbHbiX (standalone) ESXi - co3patb
nosb3oBaTensa 4yepes cooTBeTCTBYOLWYO BkAaaky B vClient (Local Users
& Groups).

B pamkax vSphere Heo6xoanMMO Ha3HauYuTb NoJsb3oBaTento accord
npaBa «Read Only» c¢ HacnepoBaHMeM Ha KOPHEBOW Kartanor
(vCenter).

BHUMAHME! lNepBoHa4yanbHbIX 3anyCcK YTUIUT yNpaBAeHUS KOMMNJIEKCOM BO3MOXEH
TONIbKO OT MMEHM y4deTHoOM 3anucu accord. Ee co3gaHune aBnsaetcs obszaTtenbHbIM
yCOBMEM YCTAaHOBKM U HAacTponkun komnnekca «CerMeHT-B.».

— pomeHHoro (Heo6si3atenbHo)! - logservice (unu nwboe apyroe
nms). CosgaHme 3TOro nosib3oBatenss HeobxoaAMMO B TOM ciydae, ecnu

Y nogpobHee cm. 3.8.3
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NaHNPYETCS MCNO/Ib30BaHME CepBUCa perucrpaumm cobbiTuii B cocTaBe
komnnekca «CermeHT-B.», — OoT ero wmmeHm O6yapetr pabortaTb cepBUC
(cepBucHas y4yeTHas 3anuchb).

B pamkax vSphere Ha3HaunTb 3TOMY nonb3oBaTento npasa «Read Only»
C HacnegoBaHMeM Ha KopHeBon kaTtanor (Ha vCenter, B cnyyae ero
MCNONb30BaHUA, WAM HA Kaxablh U3 oTaenbHblx ESXi). Takxe
peKkoMeHAYyeTCHa 3apaHee co3aaTb nonb3oBaTtenien ABU/ABU (He BaxHO,
6yayT OHM NOKaNbHbIMU UAWU AOMEHHbLIMW).

4. BoigenuTb 3aliMuiaeMble cermeHTbl (CM. npuMmep B nogpasgene 3.9) wu
onucatb Bxoasiwme B HMX o0bbekTbl (BM/WwabnoHbl/nopTrpynnbl/XpaHnaniwa/xocTbl).
NMpoBecTn COOTBETCTBME MNOJIb30BaTesien AOCTYMNHbIM UM CerMeHTaM. YKasaTb, Kakue
UM OTBeAeHbl poanM, W B COOTBETCTBMM C 3STUM YyKasaTb MNepeyeHb npas,
Heob6XxoAMMbIX M AOCTATOYHbIX MOMb30BaTENtO AN BbIMNOJHEHUS WUX LOJKHOCTHbIX
obs3aHHOCTEN.

5. MNoarotoButb USB-HocuTenb (dannosas cuctema NTFS) ana konmpoBaHus
cepTndmnKaTos.

6. B 3aknouyeHne, HaCToATENbHO pekoMeHayeTcs cdopMupoBaTb Cnocob
MMeHOBaHUS O0OBLEKTOB B BUPTyalbHOM WHOpacTpykType (haming convection) B
COOTBETCTBUMN C CErMEHTaAUMEN N NPUAEPXKMUBATLCA €ro B AasbHenwem (3To ynpoCcTuT
He TOoNnbKO HacTponky u4epe3 [10 ynpasBneHuma «CermeHT-B.», HO u paboTy cC
BUPTYyasibHON MHMPACTPYKTYpoOn).

Hanpumep: 4N BCeX 3/IEMEHTOB, OTHOCSALWIMXCS K MepCOHasibHbIM AaHHbIM,
ncnonb3oBaTb NpuctaBky _PD (Datastore_PD, WinServer_VM_PD, Net_PD)

3.4. YcTaHOBKa M HacTpoika MO ynpaBneHusi KOMMNJIEKCOM

3.4.1. Hauyano npoueaypbl YCTAaHOBKMU

BHMUMAHME! [llpeanonaraercsd, 4YTO cCUCTEMA BUpPTyanus3auum yxe yCTaHOBSIEHA U
COOTBETCTBYIOLMM 06pa3oM CKOH(pUrypMpoBaHa aAMUHUCTPATOPOM BUPTYyasIbHOM

MHDPACTPYKTYPbI.

BHMUMAHME! 110 vynpaBneHuns «CermMeHT-B.» uncnosb3yetr ANd CcoeAuHeHus
npotokon SSL, Mo3TOMy, ecnin BpeMs Mexay HUM U MNPOKCU-CEPBEPOM
PaCCUHXPOHM3NPOBAHO, KOMMOHEHTbl HEe CMOryT YCTaHOBUTb COEeAMHEHWE MexAay
cobon!

B cnyyae ecnu BpeMs He CMHXPOHU3MPOBAHO, HEOBXOAMMO Ha NMPOKCU-CepBepe
NepekItoYNTbCA Ha HOBYHK KOHCONb (<Alt>+<F2>) 1 BbINONHUTL BXOA4 OT WMEHMU
CUCTEMHOM yd4yeTHOW 3anucum root. llocne ycnewHoOW onepaunm nNoruvHa cnepyer
BbINONMHUTL KOMaHAay date -s [BepHoe Bpemsi]. Hanpumep, «date -s="20151019
09:17:00”». Nocne 3TOro 3aBepLlNTb CECCUID, BbIMOSIHUB KOMaHAy exit.

YTob6bI HauyaTb YCTAaHOBKY CWUCTEMbI YyrnpaBfeHus, HeobxoauMMo 3anyCTuTb C
npasaMm aAMUHUCTpaTopa ucnosHsembln dann  Segment-V.exe, KOTOpbIn
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HaxoAMUTCA Ha AUCKe C AUCTpubyTUBOM, U AaTb COrnacve Ha BHeCeHue NporpaMmon
M3MEHEHNI B KOMMbIOTEPE.

BHayane Ha 3KpaH BbIBOAMUTCH OKHO Bblbopa si3blka (pUCYHOK 5). B AaHHbIN
MOMEHT MOAAEPXMBAETCH BapuWaHT uHCTannaumm (U aanbHenwen paboTbl Bcex
NMPOrpaMMHbIX KOMMOHEHTOB) Ha ABYX $£A3blkaX — PYCCKOM U  @HIIMACKOM.
Heobxoanmo onpenennTbCs C BbIGOPOM M HaxkaTb KHONKY <OK>.

(Ty) YcTaHoBka Segment-V. -

MOoMANYACTE, BeIGEpUTE ASHIK:
Ga ||:|1,-'|:|:K.|a1|.'-'1 (Pocoua) V|
E 3

| Ok | | OTMeHa |

PucyHok 5 - Bbi6op si3bika

Mocne Bbibopa A3bika Ha4yHeTCsa npouecc yctaHosku MM0O.

B nosaBmBLIMXCSA B npouLecce yCTaHOBKW OKHaxX YCTaHOBKW pacrpoCcTpaHseMoro
naketa Microsoft Visual C++ 2010 (x86)' cneayeT 03HaKOMWUTBLCS C IMLEH3MOHHbIM
COrslaleHneM, NpPUHSATb €ro NocpeacTBOM YCTAaHOBKM rasioukm B COOTBETCTBYHOLIEM
nosie, HaxaTb KHOMKY <YCTaHOBUTb> (PUCYHOK 6), A0XAATbCA OKOHYaHMS npouecca
YCTAaHOBKM MaKeTa M HaXxaTb KHOMKY <[0TOBO> (PUCYHOK 7).

D pacnpoctpaHsiemble naketbl (Redistributable Package) Microsoft Visual C++ 2008 (x86) u
Microsoft Visual C++ 2010 (x86) Bkato4eHbl B KoMnnekT noctasnsemoro MO MAK «CermeHT-B.»
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YCTaHoBKa pacnpocT paHAemblx yacT el Microsoft Visual C++ 2010 x86
YUrofiel NPOAoMHATE, MPUMATE YCNOEMA MALEHSMOHHOMD COrMALWLEHIA, w

CNOBWA NULUEH3WK HA WCNONbB3OBAHWE

NMPOrPAMMHOIO OBECNEYEHWA MICROSOFT =
V]

L

[w] A MPEUMTAR M MPMHUMEKD YCNOBMA NHLEH3MOHHOMO COrNELWEHMA.,

[ ]Aa, oTnpaeuTe CBEAEHNA O MOMX AEACTBMAX MPK YCTEHOBKE B KOPNOPELMKID
MalkpocodT,

JInA NONYYEHUA AONOMHATENEHLIX CEEAEHMA 03HAKOMBTECL C NONUTMEDNA ciopa

AEHHbIX,

Ycra—mrrh|| OTMeHa

PucyHok 6 - YcTaHOBKa pacnpocTtpaHsieMbix naketoB Windows
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“ PacnpocTpaHfaeMble yactu Microsoft Visual C++ 2010 .., M

YcTaHoBKa 3aBepLUeHa

Mi:msuﬂ;'lﬁ PacnpocTpaHAenele HacTk Microsoft Visual C4++ 2010 x36

Visual Studio YCTEHOBNEHE,

Ma#HO NPOBEPMTE HaNKYWe Bones HOBLIX BEPCMIA 3TOro
nakeTa Ha Befb-cailTe Microsoft Visual Shudic,

[oToBO

PuUcyHok 7 - 3aBeplLueHue npoueaypbl yCTAaHOBKM pacnpocTpaHseMbix naketoB Windows

[anee cneagyeT nepenTn K nNpoueaype yCTaHoBKM Moaynen «CerMeHT-B.».

3.4.2. YcraHoBKa mopayJsien «CermeHt-B.»

B nosasuBwEMCA panee OKHe creayetr O03HAaKOMWUTbCA C  JIMUEH3UOHHbIM
cornaweHueM, NpuHAaTb ero nocpeacTtBOM YCTAaHOBKWM rasiouKM B COOTBETCTBYHOLLEM
rnosie N HaxaTtb KHOMKy <[lanee> (pucyHoK 8).
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OKE CAMNP

¥ CermeHT-B.

Heobxoammao NMPWMHATE YCAOBWMA AMUEHZIMOHHONO COrnalleHMA

A NpMHMMaK YCNOBWA NMUEHIWOHHOMO CoOrnalleHuna.

Odanee

PucyHok 8 - OkHO NMPpUHATUA YCHOBMﬁ JIMUEH3MOHHOro cornaweHusa

[anee cneayet BblibpaTb PEXUM YCTaHOBKM (PUCYHOK 9).

YCcTaHOBKa BO3MOXHa B [BYX BapuauMax: B KayecTBE CaMOCTOSATESIbHOro
NpoAyKTa UM B KAUYecTBe pacluMpeHmns «Akkopa-B.».

BHMMAHME! YctaHoBka «CermeHT-B.» B KayecTtBe pacwumpeHusa <«Akkopa-B.»
BO3MOXHa TOJIbKO Mocse YyCTaHOBKM «AKKOpA-B.» 1 ToNbKO npu coBnageHun Bepcumn
cbopok «Akkopa-B.» n «CermeHT-B.».
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OKE Canp

I’) CermenT-B.

Bribepete BAapWaHT YCTAHOBKW

® YcTaHOBWTL Kak OTAENbHbIR npoaykr

O YcTaHoBMTh COBMECTHO © Akkopa-B.

Hazapg Oanee

PucyHok 9 - Bbi6bop pexxnMa ycTaHOBKMU

[anee Heo6xoAMMO yKasaTb MyTb K KaTanory ycTaHoBku (pucyHok 10).

Mo yMON4YaHuIO YCTaHOBKA BCEX MPOrpaMMHbIX KOMMOHEHTOB BbIMNOJHSAETCS B
katanor C:\Program Files (x86)\OKB SAPR\Segment-V.

B cnyyae ycTaHOBKM COBMECTHO C <«Akkopa-B.» B KauyecTBe KaTasjora
yCTaHOBKM A0/KeH O6biTb BbibpaH KaTasor, B KOTOPOM pacnonoxeH «AkKkopa-B.».
YcTaHoOBKa «AKKopa-B.» no YMOTYAHUIO BbINOJIHSIETCS B KaTanor
C:\Program Files (x86)\OKB SAPR\Accord-V.

KaTanor, npeanaraeMbli N0 YMOSYaHUIO, MOXET 6blTb M3MEHEH NnocpeaCcTBOM
pPYYHOro pefakTUpOBaHMA WAM  3ajaH C  MNOMOLWbK CTaHAApPTHOro Auvanora
OC Windows, BbI3blBaeMOro no HaxaTtum KHomnku <O0630p...>. Ecnm ykasaHHbIN
KaTanor He cylwecTsyeT, oH byaeT co3aaH NporpaMMon YCTaHOBKM aBTOMATUYECKH.
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OKE CAMP

I’) CermeHT-B.

¥cTaHoeka notpebyet 57 MB B

CoProgram Files [x36NOKB SAPR\Segment

Hasapg Odanee

PucyHok 10 - Bbi6op nyT yCTaHOBKM

Nanee HeobxoamMo BblbpaTb KOMMOHEHTblI ycTaHaBnuBaemoro MO u HaxaTb
KHOMKY <YCTaHOBUTb> (PUCYHOK 11).

Ecnn B KayecTBe pacnosioXeHus cepsBuca permcrpaumm cobbitn  6bi10
BbibpaHo oTaenbHoe APM (He APM ABW), Ha AaHHOM 3Tane cneayeTr BbINOJHUTb
yctaHoBky 1O 6e3 cepBuca peructpauum cobbiTuin (AaHHas npoueaypa 6yaer
BbIMOJIHEHA MO3Xe — cM. 3.8.3).
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OKB CAMP

P CermeHT-B. ¥ CermeHT-B.

OKBE CAMNP

KOMI'IOHEHTI:I| Bribop nmankW HasHaueHuA | KOMHDHEHTbI| Buibop nanku HasHayeHuA
BuibepuTe KOMMNOHEHTbI ANA VCTAHOBKW CermeHT-B. ByaeT yCTaHOBAEH Ha Ballem KOMMbHTEDE.
[lna ycTaHoBKW B APYroe MecTo, BEEAWTE ero Hixe
4 (A&, Nonnas ycraHoska Y oy
&.) MO ynpaeneHWa KOMMNASKCOM (C\Program Files (x36/\OKB SAPR\Segment-\\

A& Cepsuc pervcTpaumu cobuITHA
P P P O6wee npocTtpaHcteo 57 MB

[octynHoe 25 GB
OcTaslweeca 25 GB
Hasapg, ¥ YcTaHOBMTD Hasag % YctaHoBUTL

PucyHok 11 - Bbi6Oop KOMMOHEHTOB YCTAHOBKM M NankKu HasHavYeHus

HauyHeTca yctaHoBka [10, no 3aBeplieHnn KOTOopon Ha pabouem crtone OC
CO34at0TCA APNbIKU CeayoLwWnx yTUnmT:

- «Installer-V.» - ytunuta HacTponkmn coeamHeHusa ¢ vCenter, a Takxe
Toyek cbopa cobbiITMN C npokcu-cepBepoB (B Clydyae COBMECTHOro
MCNONb30BaHMA C <«AKKopAa-B.» wucnonb3yeTcsa Takxke ANs  YCTaHOBKM
areHtoB «Akkopa-B.» Ha ESXi);

- «Segment-V.» - yTunmnTta ynpasneHus KoMnaekcom «CerMeHT-B.»;
- «LogViewer-V.» — yTuinTa NpocMOTpa 3aperncTpupoBaHHbIX COObITUNA.

[flo OKOH4YaHuMM npouecca YCTAaHOBKM Ha 3KpaH BbIBOAUTCA OKHO C
COOTBETCTBYHOLLUNM coobuieHunemM, B KOTOPOM cnefyeT Ha)aTb KHOMKY <[ oToBO>.
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OKE CAMP

I’) CermenT-B.

[Mpunoxernwe CermenT-B. ycnewHo ycTaHoeneHo.

[oToBO

PucyHok 12 - OkoH4YaHue npouecca yctaHoBku NO «CermeHT-B.»

Mocne ycTaHOBKM HEOBXO0AMMO HACTPOUTb MpaBa AOCTyrna aAMUHUCTpaTopam
6€e30nacHOCTU, yUnTbIiBas cneaytollee:

l1)nonb3oBaTenb, 3anyckawwmn «LogViewer-V.», poskeH MMeTb MpaBa Ha
3annucb B dann LogConfig.xml un uyteHue/ucnonHeHne ¢annoe B KaTasnore c
yCcTaHoBneHHbIM 10 «CermMeHT-B.»;

2)nonb3oBaTtenb, 3anyckawwmm «Segment-V.», [O/KEH WMMETb MpaBa Ha
3anucb B ManagedDatabase.db, Ha uTeHuMe wn co3paHue dannoB B Kartanore c
ycTaHoBNeHHbIM MO «CermMeHT-B.»;

3)3anyck  yTunuTbl ycTaHoBKW  cepBuca (LogServicelnstall) Tpebyet
aAMUHUCTPATMBHBbIX Npas;

4)nonb3oBaTtenb, 3anyckamowmn «Installer-V.», pomkeH wuMeTb npaBa Ha
3anucb B dann Config.xml, a Takxe Ha 4yTeHue/ucnonHeHne dhannoB B KaTanore c
yCTaHoBNeHHbIM 10 «CermMeHT-B.»;

5)ans Bxoga B «Segment-V.» Ao/XHa MCNoAb30BaTbCs y4yeTHas 3anucb ABN,
nMerLwas NoAHbIN AOCTYN K MHMPACTPYKType B pexuMme TONbKO ANns uTteHus (ang
vCenter B pa3sgene HacTpoek «Permissions» cneayet yCTaHOBWUTb TuUM A0CTyna
«Read only» c ¢pnarom «Propagate»).
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3.4.3. MpeabsaBneHne NMUEeH3UMM Ha paboTy C KOMIJIEKCOM

Ana pab6otbl ¢ MO «CermeHT-B.» Tpebyetca nuueH3ns. OHa BbINUCbIBaeTCs
npousBoAnTENIEM U MNOCTABAAETCA Ha AUCKE.

Ona npeavsBneHnss nuueHsnm notpebyeTcs ckonupoBaTb C Aucka dann
NNLUEH3NN license-v.lic B KOp€eHb nanku C YCTAHOB/IEHHbIM Nno:
C:\Program Files (x86)\OKB SAPR\Segment-V (unn C:\Program Files (x86)\
OKB SAPR\Accord-V).

I'Io,u,po6Hee O CUCTeMe SIMLEH3UPOBAHNSA CM. B pa3aene 5.

3.4.4. C60p Heob6xoaMMBIX cepTUdukaToB Ha USB-HocuTtenb

NMepen TeM Kak nepentn K yctaHoBke MO Ha npokcu-cepBep, Heob6xoaAMMO
noAroTOBUTb BblAeNeHHblh paHee USB-HocuTenb (OH AO/MKEH WMCNOAb30BaTb
dannosyto cuctemy NTFS!). Oinsa atoro TpebyeTca cKonnmpoBaTb Ha YCTPOMCTBO ABa
BMAa ceptudunkatoB: ceptudumnkatol «CermeHT-B.» n ceptndukatol vCenter.

TaknMm 06pa3oM, AaHHbIK 3Tan COCTOUT U3 CliefyoLWKnX YacTen:

A) KonupoBaHue ceptupmkaros «CermeHTt-B.>».

Cnepyet BbINONMHUTL BXoA Ha APM ABU n nepentn B nanky, B KOTOpyt 6bin
ycTtaHoBneH «CermeHT-B.»:

— no ymon4yaHuto: C:\Program Files (x86)\OKB SAPR\Segment-V;
— B C/ly4yae YCTaHOBKM COBMeCTHO C «Akkopa-B.»: C:\Program Files (x86)\
OKB SAPR\Accord-V.

[Nanee Heobxoaumo co3gaTb cepTudukaTbl, 3anyctme ytunmty GenCerts.exe
M3 KOMaHAHOWM CTpokM C napametpoM -h (GenCerts.exe -h), nocne 3Toro
CKOMMpoBaTb Nanky certs 13 Tekywen gupektopnmn Ha USB-ycTpoiicTso.

b) KonupoBaHue ceptudpukaros vCenter.
6.1 B Cnyyae vCenter Ha Windows:

Cnenyet BbINONHUTL BXOo4 Ha vCenter, nepentm B nanky C:\Program
Data\VMware\VMware VirtualCenter\SSL, ckonupoBaTb M3 Hee dannbl rui.crt mn
rui.key Ha USB-ycTponcTBO B nanky certs (B KOTOPOM yXe& HaxoasaTcs cepTudukaThbl
«CermMeHT-B.»).

b.2 B cnhyyae VCSA Bepcuun 5.x:

Cnenyet ypnoctoBeputbcs, 4To ssh Ha VCSA oTkpbIT. Ong 3TOro Heobxoanmmo
OTKpbITb B 6pay3epe naHenb ynpasnenus VCSA: https://[ip wan fqdn vcsa]:5480,
aBTOPM30BaTbCA M B OTKPbIBLWIEMCS OKHE NepenTn BO BKAAAKY admin; napaMmeTp
«Administrator SSH login enabled» ponxeH 6bITb YCTAHOBNEH B 3HA4YeHUE «yes»
(pucyHok 13).

HNanee mn3 nanku /etc/vmware-vpx/ssl B yxe co3gaHHy Ha USB-HocuTene
nanky certs cnegyet ckonupoBaTb gannbl rui.crt v rui.key.

Mo 3aBeplieHMM KOMMPOBaAHUA 3aKpbiTb ssh (napametp «Administrator SSH
login enabled» ponmxeH 6bITb YCTAHOB/IEH B 3HAYEHUNE «NO»).
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O.QQ VMware vCenter Server Appliance

Administration settings.

Current administrator password: ] |

New administrator password: ] \

Retype the new password: ] \

Administrator password expires: ® Yes O No

If yes, provide an emsil address

Administrator password validity (days): !90

Email for expiration warning: | J/
The vCenter SMTP configurstion will be used. /
Administrator SSH login enabled: @ Yes O No

PucyHok 13 - BknroueHue ssh Ha VCSA 5.x

5.3 B cnydyae VCSA Bepcuun 6.0:

Cnenyet oTKpbITb KOHCONb VCSA, nepentn B NyHKT «Troubleshooting options»,
oTKpbITb shell n ssh. 3atem, HaxaB knasmwmn <Alt>+<F1>, nepemectutbcs B shell u
aBTOpU30BaTbCA OT Nosb3oBaTtesnia root. HabpaTe KoMmaHAay shell 1 nepeMecTUTLCH B
COOTBETCTBYIOLLUMA pEeXUM. 3aTeM aKTMBMPOBATb BO3MOXHOCTb MNOAKJKOYEHUS C
ncnonb3oBaHneM npoTtokona sftp (komanpa chsh —-s “/bin/sh” root) n NOAKNOYNTLCS
npun nomowm cooteetcreytowero NO (Hanpumep WinSCP) k Bawemy VCSA. [lanee B
yXXe co3gaHHyt Ha USB-HocuTene nanky certs cnepgyeT ckonupoBaTb dannbl rui.crt
n rui.key (13 nanku /etc/vmware-vpx/ssl).

[0 OKOHYaHWUW KOMUPOBAHUS BEPHYTbCA B KOHCOSIb VCSA n BepHYTb BCE B
ncxogHoe nonoxeHwe: HabpatTb kKomaHay chsh -s “/bin/appliancesh” root ; 3atem
exit (2 pa3za) n oTkN4YNTb BO BKagke troubleshooting options shell u ssh.

3.5. YcTtaHoBKa moayna «CermeHT-B.>» Ha NpoKcu-cepeep

YctaHoBKka mMoaynsa «CerMeHT-B.» BbINONHAETCS HEMNOCPEACTBEHHO Ha KaXAbli
NpoKCUM-cepBep MNYyTEM YCTAaHOBKM COOTBETCTBYHOLWEro o6pasa onepaumoHHoOM
cucTeMbl (B annapaTHOM UCMOJIHEHMW KOMMIEKCa MoAy/lb NpeaycTaHoBneH!).

3.5.1. YcraHoBka OC Ha npokcu-cepsep

Ons yctaHoBkn OC Ha npokcu-cepeep HeobxogmMo CMOHTUpoBaTb 06pas
onepauuoHHon cuctembl Segment-V. Module.iso wvnAuM BCTaBuTb AUCK C
onepaunoHHon cuctemon B CD/DVD-npuBon cepsepa, yCTaHOBUTb B HACTpoMKax
BIOS nopsagok 3arpy3km ¢ CD/DVD, pooxaatbCsl NosiBfieHUs OKHa Bblbopa BapuaHTa
YCTaHOBKM.
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NMocne nosiBNeHMs CcnuMcka creanyeTt yaoCTOBepuUTbCA B TOM, 4TO BbibpaH
BapuaHT «Install Segment-V Module», u HaxaTb knasumwy <Enter> - HauHeTCs
npouecc yCTaHOBKM onepaunoHHOW CUCTEMDI.

Welcome to Segment-U Module!

[install Segment-U Module

Press [Tabl to edit options

Automatic boot in 59 seconds...

PucyHok 14 - Hayano ycraHoBku OC Ha npokcu-cepsep

B npouecce ycTaHOBKW B rpacpuyeckoMm pexume byaeTt 3anpoleH naponb Ans
y4yeTHOM 3anmcu root, KOTopbin ByaeT MCNonb30BaTbCs B AajibHEWLWEM A8 BXOoAa B
OC TONbKO B C/lyyae BHeWTaTHbIX CUTyauuin, — B COOTBETCTBYHOLWMX MNONSAX AN
BBOAA HeobxoaMMO 3a4aTb U NOATBEPAUTL Naposb (pUCYHOK 15).
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The root account is used for administering
>4 the system. Enter a password for the root
7 user.

Root Password:

Confirm: l |

=y Next

PucyHok 15 - YcTaHOBKa Naposia yyeTHoi 3anucum root

BHUMAHME! T[locne 3aBepleHns YCTaHOBKM He 3abyabTe CMEeHUTb MNopsaaok
3arpy3ku B BIOS nnu nseneub gnck n3 CD/DVD-npusoaa.

Mo OKOHYaHWM mpouecca yCTaHOBKW Moayns Heobxoammo nepesarpy3utb OC
(kHonka <Reboot>, cM. pucyHOK 16) W p[oXaaTbCa 3anpoca Ha asTopu3auuio
nonb3osatens (cMm. 3.5.2).
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Congratulations, your Segment-V installation is complete.

Please reboot to use the installed system. Note that updates may be
available to ensure the proper functioning of your system and installation of

these updates is recommended after the reboot.

w] Reboot

PucyHok 16 - Coo6uweHne 06 okoH4YaHuM npouecca yctaHoBku OC Ha npoKkcu-cepBep

3.5.2. MepBuyHaa MHMLUMaAN3auuAa NpPoKCcU-cepBepa

Mo 3aBeplleHUN YCTAaHOBKM W Mepe3arpy3kun cepsBepa Ha 3KpaH BbIBOAUTCS
3anpoc Ha BXO4 B cucTeMmy, Tpebylowunn BBOAA AaHHbLIX Y4YeTHOM 3anucum accord,
npeaycraHoBsneHHoOM B obpase.

BHMMAHME! [na ydyeTHOM 3anmcu accord nmo yMONYaHUIO YCTAHOBMIEH Maposb
P@sswOrd, koTopbii cnegyeT MCNosib3oBaTb ANS MepBOro Bxoda B CUCTEMY U
Heo6XxoAUMMO CMEHMUTD.

Mocne ycnewHoOro BxoZa B CUCTEMY BbINOJIHAETCS aBTOMaTU4YeCKMM 3anyck
CKpUMTa HACTPOMKW MNpoKcu-cepsepa. [lpn nepBMYHOM YyCTaHOBKe Heobxoammo
Bbi6bpaTb NYHKT «0 — Full Installation».

HaunHaeTcs npouecc YCTaHOBKM W HACTPOWKK, BKA4Yawwum B cebs
HEeCKO/bKO 3TaroB:

1. N\3ameHeHMe napoJis y4eTHOM 3anmcm accord.

Mocne Bblbopa nyHkTa «0 - Full Installation» Ha 3KpaH BbIBOAMUTCSA 3anpocC Ha
CMeHy napons Ans yyYeTHowm 3anucu accord:

Do you want to change Segment-V. user password? (Y/N)

Cnepyet BbibpaTb «Y» M BbINONHUTbL NpoUeaypy CMEHbl Napons, BBeAS HOBbIN
naponb rnonb3oBaTens. [aHHyl npoueaypy MOXHO BbIMOMHUTbL M NO34Hee, MO
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3aBepuweHnmn Hactporku MO (cm. 3.5.3). OgHako B NwboM cnyyae cneayeT NOMHUTDL
O TOM, YTO OCTaBJIATb NApPO/1b N0 YMOJIYaHUIO Hebe3zonacHo!

2. YcTaHOBKa AOMNOJIHUTENbHbIX MaKeToB, Heo6xoauMbIX Ans paboTbi
npoKcu-cepBepa.
[laHHbIN 3Tan BbINO/HAETCS B aBTOMAaTUYECKOM PEXUME.

3. HacTtpo#ka ceTteBbiX MUHTEp(hEencoB.

MepBbiM  3TanoM  Heob6XoAMMO  BbINOAHWUTb  YCTA@HOBKY  MapaMeTpoB
BHYTpPeHHero nHrepdemnca («Enter inner interface name»), To ecTb UHTepdeNca,
MOAK/IOYEHHOr0 KO BHYTPEHHen, 3awuwaeMmon, cetu. [LOna 3Toro cnepyetr
BbIMO/IHUTb YCTAHOBKY CleAylLwWwnx napamMeTpos:

— wnMAa nHTepdenca (0bbiuHO eth0 vnu ethl), KOTOpoe AO/MKHO cCoBnaaaTth C
MMeHeM BHYTpeHHero MHTepdenca cepsepa (4519 TOro 4tobbl onpenennTb
HeobXxoANMYIO A1 3TOro CEeTEBYI KapTy cneayeT CpaBHUTb oTobpa)kaemble
B npouecce Hactpoukun MAC-agpeca pAna Kaxaoro wuHtepdgenca cC
napamMeTpaMu, 3anmncaHHbIMK paHee);

— TUN NONYYEeHUN HaCTpoeK («Enter inner interface type»):. CTaTU4eCcKui
nnn DHCP. B cnydae static ip cneayet ykasaTtb IP-agapec ans BblbpaHHOro
nHtepdenca («Enter ip for ethX»);

— MackKy noacetum («Enter netmask for ethx»).

3aTeM aHanoruyHbiM o6bpa3oM cnenyeT BbINOJHUTb HACTPOMKY BHeLWIHero

nHrepdgenca («Enter outer interface name»).

BHUMAHME! PekoMeHayeTCcsa 3agaBaTb cTaTudyeckme IP-agpeca BHYTpPEHHEro u
BHeELWHero nHTepdencos npokcu-cepeepa.

[Nanee cnepyeT BbINOMHUTb HACTpoWKy IP-agpecoB 3aluiuvlaeMbliX CepBepoB
(vCenter nnu otaencHble ESXi), K KOTOPbIM pa3srpaHn4nBaeTcs 4OCTYn.
lMpumeyaHune: ykasbiBatb IP agpeca ESXi, cBsi3aHHbix ¢ vCenter He HyXHO. /[JoCTaTtoyHO yKasaTb
aapec vCenter.

B oTtBeT Ha 3anpoc «Enter vCenter ip» cnepnyet BeBectu IP-agpec 3awmuwaemMoro
cepsepa.

B cnyyae ecnn B UWH@PpACTpyKType MWCNONb3yrTCA Heckonbko vCenter B
pexunme Linked Mode unu Heckonbko oTtaenbHbiX (standalone) ESXi 6e3 cBaA3u C
vCenter (cMm. nogpasgen 2.1, sonpoc 1), Heob6xoaMMO NoATBEPAUTL UCMOJSIb30BaHUe
pexuma Linked Mode (B oTBeT Ha 3anpoc «Do you want to use vCenter in Linked
Mode?»).

Hanee cneanyet ykasaTb umncno vCenter n/mnun ESXi, ona KoTopbix He06X0ANMO
pasrpaHnyunTb goctyn, u ux IP agpeca.

Hanpumep, ecnn B UHpacTpykType ucnonbsyetcs Tpu vCenter B pexume
Linked Mode, cneayeT cHa4dana 3aaaTtb IP-agpec nepsoro (nwboro) vCenter, 3atem
ykaszatb uumcno vCenter, uMHdOpMaums O KOTOpbIX ele He 3aJaHa Ha MNpOKCu-
cepsepe (2), nocne 4yero 3agaTtb agpeca ocraswmnxcsa apyx vCenter.
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[anee cnepyeTt ykasaTb, €CTb M HeE06XoAMMOCTb B 6/IOKMPOBKE AOCTyna K
vCenter npu nomowm WebClient (B oTBeT Ha 3anpoc «Do you want to block
WebClient Access to vCenter?»).

BHMMAHME! TAK «CermeHT-B.» Bepcuu 1.3 He pasrpaHuumBaeT n[OCTyn K
WebClient! Bo3moxeH nmbo nonHbin 3anpeTt, n1nbo nonHoe paspeweHue Ha paboTy
ABW uepes WebClient.

B cnyuae 6nokmposku gocrtyna dyepe3 WebClient Heo6xoanMo ykasaThb:

— IP-agpec cepBepa, Ha KOTOpOM ycTtaHoBneH vSphere Web Client (3anpoc
«Webclient ip»);

— nopT (3anpoc «Enter webclient port») — Nno ymon4daHuto aT1o 9443.

BHMMAHME! IP-agpec Web Client moxeTt oTtnmnyatbcs oT IP-agpeca vCenter (ecnmu
OH YCTaAHOBJIEH OTAEJIbHO).

B 3aBepuweHne HacCTpoOMKKM ceTeBOn 4YacTn Heobxoammo ykasaTb IP-agpec DNS-
cepBepa BO BHYTpeHHen ceTun (3anpoc «Enter DNS server ip:»).

BHUMAHME! B cny4ae otcytctBus DNS-cepBepa HeobxoanmMmo nob6aBuTb 3anucum
ansa vCenter n ESXi B pann hosts Ha npokcu-cepsepe n Ha APM ABMN.

4. KonnpoBaHue ceptudpukartos.

Mo 3aBepweHNUM HaACTPOMKM CeTU Ha 3KpaH BbIBOAMUTCA 3anpoc Ha
noakntoyeHne USB-ycTponctBa, C KOToporo 6yayT CKOMMpOBaHbl cepTuUduKaTbl
(onucaHne NoAroToBKKM YCTPOMCTBA pacCMOTPEHO B noapa3saene 3.4.4):

Please, insert USB device, with certs folder

CnepyeT nNOAKNKOYUTb YCTPOMCTBO W A0XAATbCS 3aBepLIEHUs npouecca
KONMMPOBaHUS.

O6bpatuTe BHMMaHME: eCcaIn B Mpouecce KOMMpoBaHUS cepTUdmKaTbl He
obHapyxeHbl (Hanpumep, ecnm OHW OTCYTCTBYIOT Ha USB-yctponctBe wnin USB-
YCTPOMUCTBO HEKOPPEKTHO CYMTasioCb MNpW MNepBOM MNOAKIKYEHMM), HA 3KpaH
BbIBOAMTCSA coobuieHne «Error: certs wasn't copied!» v 3anpoc:

Do you want to try another device? (Y/N)

Cnepyetr  ygoctoBepuTbCs, 4YTO Ha  USB-ycTtponctBe  NpUCYTCTBYHOT
HeobxoauMmble cepTuduKaTbl, BbIbpaTh «Y» M AOXAATLCA KOPPEKTHOrO 3aBeplueHus
npouecca KonuposBaHus cepTudukatos. Ecnv B AaHHbI MOMEHT HET BO3MOXHOCTHU
NpoOu3BECTU KOMNUpoBaHue cepTUdUKaToB, AAHHYI ONepaunto MOXHO BbINOJHUTL MO
OKOHYaHMKM npouecca yCTaHOBKMW, Bbi3BaB eé B pa3sgesie Reconfigure Segment-V (cm.
NyHKT 3.5.4).

5. HacTtpoika cepBuca ynpasJjieHUS.

Hanee Ha 3KpaH BbIBOAUTCSA 3anpoc IP-agpeca, KkoTopbin 6ygeTt
NCNONb30BaTbCA ANS NOAKIOYEHMS K cepBucaM ynpasneHus moayns «CermMeHT-B.»
n3 MO ynpaeneHna komnnekcom ¢ APM ABU (obblyHO 3TO IP-agpec BHewHero
nHTepdenca):

Enter ip for accordservice management:
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6. HacTpoMka OTKa3oyCTOMUYMBOro peLueHus.

Ha paHHOM 3Tane Ha 3KpaH BbIBOAWUTCS 3anpoC Ha HacTpoiky pexwuma High
Availability:

Do you want to configure High Availability?

KoHdurypmposaHne AaHHOro pexmma BO3MOXHO M NoO3xe, noapobHee npo
HACTPOMKY CM. OTAEeNbHbIN noapa3saen 3.6.

7. YcTaHOBKa U HavasibHaa kKoHpurypauma CIMO «Akkopa-X»
Ha gaHHOM 3Tane Ha 3KpaH BbIBOAUTCHA 3aNpoOC Ha YCTAHOBKY «AKKOPA-X>»:
Do you want to install Accord-X? (Y/N)

YcTaHoBKa U KOHpUrypmpoBaHume «AKKOpA-X» BO3MOXHbI 1 Mo3Xe: nogpobHee
CM. nogpasgen 3.7.

8. NMpoBepka cratyca CepBUCOB.
Ha aToM nHnumanusauus moaynsa «CermeHT-B.» 3aBeplueHa.

Mo HaxkaTtuu nbon KNaBULIM BbLIMOJIHAETCAS MNepexol B OCHOBHOE MEHHo
HacTponku (3anpoc «Press any key to continue»).

Mocne 3aBeplieHMs YCTAaHOBKM HeobxoaummMo ybeamtbCcsa B TOM, UTO
CcepBMCbI 3anyLieHbl U paboTaloT KOPPEKTHO, Bbi6bpaB TPeTUM NyHKT CKpUNnTa
YCTaHOBKM — «Print current settings» (Bce cepBUCbl AOJIXKHbl HAXOAUTbLCSH B
cocTtositHuu Running).

3.5.3. HacTtponkun 6e30nacHOCTM NPOKCU-cepBepa

Mocne 3aBeplueHMs npoueaypbl NEPBUYHON MHULMANM3ALMKN NPOKCU-CepBepa
Heobxoanmo nepentn B paspen «Change security settings» (BblbpaTb MYHKT 2
CKpUMTa YCTAHOBKW) M BbINOAHUTL cneayowine nameHeHus (pUCcyHok 17):

0 - Change default Accord-V user password — U3MeHUTb NapoJib NoAb30BaTeNs
accord (ecnn no kKakmm-nnmbo nMpuymHaM AaHHas npoueaypa He 6bina BbIMOSIHEHA
paHee: nepej HayasoM HacCTpPoOeK, OMUCaHHbLIX B N. 3.5.2). OcTaBnATbL NapoJsib No
yMosniyaHmio Hebe3onacHo!

1 - Change ssh service status — OTKAKOUYUTb A0CYN No ssh (pekoMeHAyeTCcsl, HO
He gaBnaetca HeobxoammbiM; ssh posmxeH 6biTb BKJAKOYEH B MOMEHT
HacTtpouku High Availability!).

What operation do you want to perform? -> stop

2 — GRUB password - YCTaHOBUTb Naposb Ha grub. BbINO/HUTL KOMaHAY:

Do you want to add grub password or delete? -> ADD v BBeCTM Napo/ib.
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----Installation script of Segment-VU. ----
J Full Installation (scroll with Shift-PgUp/PgDown)
1) Reconfigure Segment-U.

4) Power operations
Enter a menu number: 2
Change security settings of
)} Change default Segment-U. user password

1) Change SSH service status
) GRUB password

3) Back to main menu

Enter a menu number:

PucyHok 17 - U3ameHeHMne HacTpoek 6e30nacHOCTU NpOKCU-cepBepa

[Nanee cneayeTt nepeMecTUTbCA B MYHKT 4 CKpUMNTA YCTAHOBKWU W BbINOJSIHUTb
kKomaHay O Logout (npn HeobXxoAMMOCTM MpOBEPKM Maposs Ha grub BbibpaTb 1 -
restart, T.e. BbINONHUTb Nnepe3arpysky).

Mopaynb 3awmuieH u rotos K pa6ore!

Obpatute BHMMaHMe Ha HeobXOAMMOCTb BbINOJIHEHUA TaKXe [AeNCTBUN,
HanpaB/€HHbIX Ha 3alinUTy AAHHOMO MOAYNSA «CHApPYXW», — HAaCTPOMKWN AOBEPEHHOMN
3arpyskm (nogpobHee CM. AOKyMeHTauuo Ha kKomnnekc <«Akkopa-AMA3» u Ha
MAK «Akkopa-B.»), OTKA4YeHMs B HacTponkax BM BO3MOXHOCTM MCMNOJSb30BaHMS
CD/DVD-auckos, anckeT u USB-KOHTpPONIEpPOB.

3.5.4. N3MeHeHMe HaCcTpoeK NpoKcu-cepseepa

MoOMMMO NOMHOM HACTPOMKW MPOKCU-CEpBeEpPa, CKPUM YCTAHOBKW MNO3BONSET
(pucyHok 18):

1)Reconfigure Segment-V - B cnyyae HeobxogMMOCTU NepeHaCcTpouTb
napaMeTpbl NpoKcu-cepsBepa (Hanpumep, ecnm B npouecce npu 6HaloBon
nHUuManmsaummn 6bina coBeplueHa owmnbka);

35



Installation script of Segment-U. FlowControl
Full Installation (scroll with Shift-PgUp-PgDouwnl
Reconf igqure Segment-U.
Change security settings
Print current settings
Power operations
1
Reconf igation of Segment-U. FlowControl
Change inwner interface
Change outer interface
Change vCenter ip
Change DNS serwver
Change ip for accordservice management
Locksunlock WebClient Access
Copy certificates
Restart services
High Availability
Copy Segment-U. database
18) Accord-X installation
113 Back to main menu
Enter a menu number:

PucyHok 18 - IaMeHeHMe napaMeTpoB NpoKcu-cepeepa

2)Change security settings — W3MeHWUTb HACTPOMKKM 6e30MacHOCTM MoAY/Sl.
HEOBEXOAMMO BOCMOJ/Ib30OBATbCA NMOCIE NHNUMNANTU3ALUNN! (cM. nyHKT 3.5.3);

3) Print current settings — oTobpa3nTb TeKylme HaCTPONKNU Moayns;

4)Power operations — BbINOJIHUTb OMnepaunn No rnepesarpyske CUCTEMbl, B TOM
yncne onepaunto 3asepueHuns ceccun (logout).

YT06bl YAOCTOBEPUTBLCH, UYTO BCE HACTPOMKM 6blIM BbINOSIHEHbI MPaBUALHO U
BCe HeobxoamMmble cnyxbbl 3anyCTUNUCb, creayeT BblbpaTb MNYHKT 3 — Ha 3KpaHe
oTobpa3ATcs OCHOBHble napamMeTpbl Moayns (pUCyHok 19):

— HACTpPOMKW ceTeBbIX UHTEPdENCOB;

— IP-agpeca 3awmwaemoro/3awmuwaemsix vCenter;

— CcTaTtyc SSH n cepsucos «CermeHT-B.»;

— WHpopMauns 06 NCNonb30BaHUN peXxnMma 0TKA30yCTONUYNBOCTH;
— WHdopMaumsa o ToM, yctaHossieHo nn CMO «Akkopa-X».

Havbonbwmnt wnHTEpec npu 3TOM nMpeacrtaBnseT pasgen «Segment-
V. services status» co cneaywwmMmmn cepsmcamun:

— Segment-V Service - cepBuc, oTBedaloWwnn 3a B3aumogencrteme c 10
ynpasneHua Ha APM AbW;

— Segment-V LogCollector — npegHa3Ha4yeH AN B3aMMOAENCTBUS C CEPBUCOM
perncrpaunmn cobbitu ¢ uenbto c6opa cobbiTnii;

— Segment-V Proxy — AaHHbIA CEPBUC OTBEYAET 3a pa3rpaHMYeHne aocTyna.
Ecnu oH ocTaHoBfEH, BbIMONAHUTL NoAKNtoUYeHUe K vCenter HEBO3MOXHO.
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ETMASK=255.255.255.8

ETWORK=18.1.1.8
INTERFACE=high awvailability

EVICE=eth3

YPE=Ethernet

M_CONTROLLED=yes=

O0TPROTO=none

IPADDR=19Z.168.51.43

ETMASK=255.255.255.8

ETWORK=192 .168.51 .48

= 1A8.1.1.18A4
33H service status

openssh-daemon (pid 1323) is running...
2848 809:99:dd:35:a9:7e:3b:Be:12:ec:cf:5f:88:1a:fd:be retcrsshrsssh_host_rsa_key.p

Segment-U. services status
Segment-U Service is running
Segment-U LogCollector is runming
Gegment-U Proxy is running
High Availability status
here i= no High Availability configuration on this serwver
fAccord-X status

ccord-X is installed
ress any key to continue:

PucyHok 19 - OcHOBHble nNapaMeTpbl MOAQYNNA

[JONONHNTENbHO  peKOMeHAYeTCs  3anoMHUTb  oTnedyatok kawda  (key
fingerprint) ana High Availability nnmn ncnonbsoBaHusa ssh B ganbHenwem.

3.6. HacTpoika OoTKa30yCcTOM4YMBOro peweHusn (npm
MCNOJIb30BaHMM ABYX NPOKCU-CEpBEpPOB)

CyLecTBYIOT pasnumyHble Ccrnocobbl NOCTPOEHMS OTKA30YCTOMYMBOIro pelleHus
(B TOM 4uncne ans pasnunyHbix uenen). MNMoa paccmaTpmBaeMon 0TKa3oyCTOMYMBOCTbIO
B JAHHOM paszene nogpasyMeBaeTcs 3awuTta oT cboes obopynoBaHus.

3.6.1. 3awmTta c noMmouwbio cpeacrs VMware vSphere (BapuaHT
ansa BM)

Ana 3awmTbl NpPOKCU-CepBepa, peann3oBaHHOro B Buae BM, cyuwecTtByeTt
BO3MOXHOCTb  MCMOSIb30BaTb  CTaHAApTHble  cpeacTBa  OTKa3oyCTOMYMBOCTM,
npeanaraemMble B paMkax komnnekca VMware vSphere, a UMeHHO:

1)High Availability;
2)Fault Tolerance (akTyanbHo ansa vSphere 6, rge OTCyTCTBYET OrpaHuyeHue
Ha 1 vCPU).

B pamMkax pgaHHOro pyKoBOACTBa NoapobHO HACTpolKa 3TUX BapUMaHTOB He
paccMaTpuBaeTcs, T.K. He OTHOCUTCS HENoCpPeACTBEHHO K onucaHuio paboTbl C
KoMnnekcoM «CermMeHT-B.».
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3.6.2. 3awmTta C NOMOLbIO KOM6MHMPOBaHNA BHELWHUX CPeacTB, a
TaK)ke pyHkumoHana «CermeHTt-B.»

3a 0TKa30yCTOMYMBOCTb OTBEYAlOT BHELWHME CeTeBble YyCTponcTBa (NpoBepsatoT
AOCTYNHOCTb MHTepdencoB MNpPOKCU-CEPBEPOB ANA nepepadn Tpaduka), B cnydae
HeobXoAMMOCTM OHW MEHSIOT MapLUPYThI.

lMpokcn-cepeepbl AOMNOSIHUTENILHO HE HACTpamBalTCH, Kaxzablin MPOKCU-CeEpPBEP
MCNOJIb3YET CBOW IP-appec, a 3a nepeksitoyeHMe OTBeYaeT BHeLWHee YCTpOVICTBO.

Co cTtopoHbl «CermMeHT-B.» He0o6X0AMMO TOMBKO MNOAKMUYUTL 06a NpoKCcu-
cepsepa K 10 ynpasneHns KoMnnekcom (cm. n. 3.6.3.2).

3.6.3. 3awmTta c noMmouwbio pyHKuMoHana «CermeHT-B.>» (BapuaHT
noaxoauT n ana BM, n gna annapatHbIX UCMNOJIHEHUN)

3.6.3.1. HacTtpoika npokcu-cepeepa

High Availability
[Ba npokcun-cepsepa (0OCHOBHOW/pe3epBHbIN — primary/secondary) MoryT 6bITb
obbeanHeHbl B Knactep A1 noBbleHUs 4OCTYNHOCTU NPOKCU-CepBEPOB.

B knactepe KaxAablh MPOKCU-CepBEpP BbINOAHAET OAHY U3 ABYX poOJien:
OCHOBHOM (primary) cepsep wan pe3epBHbIN/BTOPUYHbIN (secondary).

Ha OCHOBHOM npoKcu-CepBepe noAHUMAKTCA BuUpTyanbHble IP-agpeca
(outer/inner interface of cluster), yepe3 KOTOpble NPOXOAUT ynpasnstowmin Tpaduk
(ero obpaboTka nponcxoanT Ha OCHOBHOM cepBepe).

Mpu noTepe CBA3M C BHELWHEW/BHYTPEHHEN CETAMU OCHOBHOIO NPOKCU-CcepBepa
(HanpuMep, NO NpUYMHE OTKasa CeTeBOM KapTbl WM NOTEPU CUrHana), Te Xe
BUpTyanbHble IP-agpeca 6yayT noagHATbl Ha pe3epBHOM cepBepe, KOTOpbIN nocne
3TOr0 CTaHeT OCHOBHbIM (primary), a BbllWeAlWWn N3 CTPos — pe3epBHbIM/BTOPUYHbIM
(secondary).

MpoBepka nNOAKNOYEHUS CcepBepa K CeTM OCyWecTBAseTCcs nocpencTtsoM
NMPOBEPKN AOCTYMHOCTU MNPOBEPOYHbIX IP-agpecoB BHelwHen/BHYyTpeHHen cetu (IP
for check connection in outer/inner network).

B kayecTBe NpoOBEpPOUYHbIX alpECOB BHELLUHEN/BHYTPEHHEN CETU PEKOMEHAYETCS
ncrnonb3oBaTh W3 (Gateway) COOTBETCTBYIOLLEN CETU.

NHdopMauntio 06 M3MEHEHMM posei Kknactepa Npu pasiNYHbIX U3MEHEHUAX
CeTeBbIX NOAKOYEHUI CEPBEPOB KacTepa cM. B Tabnuue 2.

Ta6bnunua 2 - UaMeHeHUe poJsien KJlacTepa Npv pas/iMuHbiX U3MEHEHUSIX CeTeBbIX
noakNOYEeHUn cepBepoB KacTepa

N3MeHeHMne ceTeBbiX NOAKIOUYEHUN N3MeHeHMe ponei cepBepoB KjacTtepa
cepBepoB KJlactepa

MoTeps NoakNtOUYeHUs K BHELWHEN/BHYTpeHHen | Ponn cepBepoB ocTatoTcsa 6e3 naMmeHeHui.
CEeTW, OTKJIOYEHNE PE3EPBHOrO cepBepa

MoTepsa NoakNOYEHUS K BHEWHeN/BHYTpeHHen | OCHOBHOW cepBep —> pe3epBHbIN.
CEeTU, OTKJIIOYEHME OCHOBHOIO cCepBepa Pe3epBHbIli cepBep —> OCHOBHOW.

[MoTepsa nogkntoyeHnsa K HA cetu Ob6a cepBepa CTaHOBATCHA OCHOBHbIMU. 114
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MN3MeHeHMne ceTeBbiX NOAKIIOUEHUI N3MeHeHMne ponen cepBepoB KjacTepa
cepBepoB Knacrepa

pe3epBHbIM/OCHOBHbIM CEPBEPOM KOPPEKTHOro npoaosikeHmns pabotel TpebyeTcs

ncnpasaeHne owmnboK NoAKIYEHUSA K CETU.
MoTepsa noakntoyeHmnsa kK HA cetn u OcHoBHOV cepBep -> OCHOBHOW.
BHYTPEHHEN/BHELLUHEN CETAM PE3EPBHOI0 Pe3epBHbLI cepBep -> NONEpPEMEHHO MEHSIET pPoJib C
cepBepa OCHOBHOIO Ha pe3epBHbIN.

Jna KoppeKTHOro npoAoskeHnsa paboTbl TpebyeTcs
ncrnpasnieHne oWN60K NOAKIOYEHNS K CETU.

MoTeps nogknoyveHnsa K HA cetn u OcHOBHOW cepBep -> MornepeMeHHO MeHSeT posib C
BHYTpPEHHEeWN/BHELLHEN CETAM OCHOBHOIO OCHOBHOIO Ha pe3epBHbIi.
cepBepa Pe3epBHbLI cepBep -> OCHOBHOMN.

[ns KoppekTHOro npogoskeHns paboTtel Tpebyetcs
ncnpasneHne owmnbok NOAKNKYEHNS K CETH.

MoTepst nogknto4YeHns K nposepoyYyHomy IP- Ob6a cepBepa nonepeMeHHO MEHSIIOT pPOoJib C

aApecy BHELWHEN/BHYTPEHHEN CETU OCHOBHOIO Ha pe3epBHbIN.

[Ona KoppekTHOro npoaosxeHms paboTtel TpebyeTcs
ncnpasneHune ownbok NOAKAKYEHNS K CETH.

Oblune TpeboBaHuns A1 mcrosib3oBaHus High Availability:

— nBa BM/cepsepa (Ha koTopble byaeT yctaHoBneH «CermeHT-B.») Cc Tpewms
ceTeBbIMW aganTepamu;

— Tpu cBobogHbIX IP-agpeca BO BHELWHEN M BHYTpeHHen ceTax (No o4HOMY
ANS Ka)kAoro cepsepa, a Takxke BupTyanbHbl IP-agpec knacrepa);

— pononHuTtenbHasa ceTb (ceTb High Availability, nanee — HA) ans noctpoeHus
Knacrtepa, penankaumm AaHHbIX Mexay cepBepaMu.

TpeboBaHue K noaK/HYEHUIO NMPOKCU-CEPBEPOB K BHELIHEN/BHYTDEHHEN CETU:

BHYTpeHHSS M BHEWHSS CEeTM Ha cepBepax AO/MKHbI ObiTb MOAKIKOYEHBLI K
MHTepdencam C 0AMHAKOBBIMM MMEHaAMW. Hanpumep, ecnu Ansa NOAKIKYEHUA K
BHELIHEN CEeTU Ha OCHOBHOM MPOKCU-CcepBepe mncnonblyerca nHtepdenc eth0, To un
Ha pe3epBHOM MNOAK/IIOYEHME K BHELWHEN CEeTU AOJIKHO OCYLLECTBASATbCA MO 3TOMY
UHTepdency.

YcraHoBka «CermeHT-B.>» ¢ ucnonbszosanmem High Availability

Mocne BbINOAHEHUS npouenypbl HACTPOMKM CEPBUCOB YynpasfieHUs, nepesg
BblIMOMIHEHNEM nMpoueaypbl MPOBEPKM CTaTyca CEpBMCOB, HA 3KpaH BbIBOAUTCS
3anpoc Ha HacTtpouky High Availability (cM. 3.5.2, nyHKT «6. HacTponka
OTKA30yCTOMYNBOIO peLleHns»).

Hacrtpovika High Availability (HA configuration)
Cnenyet noaTBepANTb HACTPOMKY:
Do you want to configure High Availability? y

N yKasaTb, KaKyl poSib B Knactepe 6yaeTt BbINOMHATbL AaHHbIM cepBep. ocne
Yyero BbINOMHUTb HAaCTPOMKY B COOTBETCTBMU C BbIOBpaHHOW pPObIO.

BHMMAHME! Heobxoammo 3apaHee BblbpaTb, KakonW U3 ABYX cepBepoB byaert
BbIMNO/HATbL POJSlb OCHOBHOIO.
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lMpumeyaHue: BO BpeMs rNepBOHavyasibHo# (MosiHOHM) yCTaHOBKM «CerMeHT-B.» MOXHO OTKa3atbCsl OT
HacTpoviku High Availability, BbinosHMB ee no3gHee C OMOLb PEKOHpurypaumn «CermeHT-B.»
(Reconfigure Segment-V -> High Availability -> Full Configuration).

BHUMAHME! B MOMEHT BbINOJIHEHMSA HACTponku ssh gomkeH 6biTb BkatodeH! TMo
3aBepLlUeHnn npoueaypbl HAaCTPOMKKM SSh MOXHO OTK/IIOUYUTL (eCnn fanee B HEM HeT
HeobXxoaAnMoCTH).

BHUMAHME! Wcnonb3ymte nonHyt Hactponky High Availability (Reconfigure
Segment-V -> High Availability -> Full Configuration) Tonbko 418 nepBoHa4abHOM
KOHMUrypaumm gaHHOM ONuuu.

[TopsiOK HaCTPOUKKN CEPBEPOB K/1acTepa:
1. HacTtpomnka pe3epBHOro cepsepa.
2. Hactporika OCHOBHOro cepsepa.

Hacrtpovika pe3epBHOro cepsepa:

1. YKasaTb, 4TO 3TO He oCcHOBHOW cepBep (Is it primary host? n).

2. 3apaTb HACTpPOWMKW noakn4veHus K cetn HA: ykasaTb uMMsa uHTepdenca,
noakat4yeHHoro k cetn HA, IP-agpec ceTteBoro yCTpomcrea U Macky noaceTu.

3. YbeamnTtbCsa B NpaBUAIbLHOCTM HAaCTPOMKM pe3epBHOIro cepeepa.

Mpu oTobpaxkeHnn Tekywmnx HacTtpoek “High Availability status” go/mkeH nmeTb
cnegyrowmn Bug: "There is no High Availability configuration on this server. This
server is ready to be secondary server"

Hacrpovika 0CHoBHOro cepsepa:

BHUMAHME! HacTpoka OCHOBHOro cepBepa [AOJ/IKHa OCYLEeCTBAATbCA TOJIbKO
nocsne HacTPOMKKU pe3epBHOro.

MpoBepuTb, 4YTO HaCTpOMKa pe3epBHOro cepBepa Yyxe 6Obl1a BbIMOSIHEHA.
BbINOMHUTL MNpPOBEPKY MOXHO C TMOMOLWbID OTO6paXKeHns TeKyLMX HacTpoek
pesepBHoro cepsepa. “‘High Availability status” pgomxeH umeTb cnepywowunn Bua:
"There is no High Availability configuration on this server. This server is ready to be
secondary server"

1. YKasaTb, 4TO 3TO OCHOBHOM cepBep (Is it primary host? y).

2. MoaTBEpANTb, UYTO HauanbHas KOHMUrypauusi pe3epBHOr0 cepBepa Yyxe
6bina BbinosiHeHa (Did you configure the secondary host? y).

3. 3agaTb HaACTpOMKKM noaknwyeHns K cetn HA: ykasaTb UM UHTepdenca,
noakntoyeHHoro Kk cetn HA, IP-agpec ceTeBoro yCTpomcTea U Macky noaceTu.

4. YkasaTtb IP-agpec pesepBHoro cepsepa B cetn HA. Y3HaTb IP-agpec MOXHO
C MOMOLLbIO 0TOBpakKeHna TeKYLLUMX HAaCTPOEK pe3epBHOro cepeepa.

5. BbINONHUTL HACTponKy BUpTYyanbHbiX IP-agpecoB knactepa (interface of
cluster(virtual IP)) w npoBepo4HbiXx IP-agpecos (IP for check connection in
outer/inner network).
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CHavana BbINOJHSAETCA HacTpokka BupTyanbHoro IP-agpeca knactepa (cC
yKasaHMeM MMeHn uHTepdenca) m nposepodyHoro IP-agpeca BoO BHYTpeHHEN ceTu,
rnocne — BO BHELLUHEN CeTMw.

BHMMAHME! logkntovyeHne K BHeEWHen/BHYTPEHHEN CeTU KakK OCHOBHOro, Tak U
pe3epBHOr0 cepBepa AO/HKHO OCYLUECTBAATLCA vyepe3 MHTepdencbl ¢ 0AMHAKOBbLIMM
MMEeHaMu.

6. Y6eaMTbCa B NPaBU/IbHOCTU HAaCTPOMKN OCHOBHOIO M pe3epBHOIro CEPBEPOB.

Mpn oTobpaxeHun Tekywmx HacTtpoek B “High Availability status” 6ypet
yKasaHa ponb cepBepa (primary/secondary), a TakXxe BupTyanbHble IP-agpeca
KJlactepa M UMeHa COOTBETCTBYIOLLUX MHTEPdENCOB.

[lepexoa oT paboTbl OTAE/IbHOIrO MPOKCU-CEPBEPA K K/1aCTEPY :

BapuaHT 1. be3 u3MeHeHuUs HaCTpoeK MNOAK/IHYEHUS YXe CyLeCcTBYHLero
NPOKCU-cepBepa K BHELIHEN/BHYTPEHHEN CETAM:

1. BbINOIHNUTE  peKOoHpUIrypupoBaHMe YyXXe CyLllecTBylLlero cepeepa B
KauyecTBe pe3epBHOro cepsepa: nonHas kKoHdurypaums High Availability
(Reconfigure Segment-V -> High Availability -> Full Configuration).

2. BbINONHUTL NOMHYI0 YCTAaHOBKY BTOPOro CEpBEpPa B KAYECTBE OCHOBHOIO.

3. Ha ceTeBbIX YyCTpOWCTBax yAanuTb CTapble M MponuMcaTb HOBble MpaBuia
nepeHanpaBneHns ynpasnswowero Tpaduka u3 BHewHen cetn (ynpasBnswowmmn
Tpadunk gomkeH 6bITb NepeHanpaB/eH Ha COOTBETCTBYOLWMA BUPTYanbHbln IP-aapec
Knacrepa).

BapuaHT 2. be3 nsmMeHeHus KoHdUrypaumm CETEBbIX YCTPOCTB:

1. BbINOIHUTL  peKOoHpUIrypupoBaHMe YyXe CyLlecTBYylLWero cepeepa B
KayecTBe pe3epBHOro: W3MEHeHMe HacCTpoeK BHYTPEHHero W  BHELWHero
nHtepdencos (Reconfigure Segment-V -> Change inner interface, Change outer
interface; nonHasa KoHdurypaumsa HA).

2. BbINoMHWUTbL MOJSIHYKO YCTAHOBKY /AN BTOporo cepsepa (BupTyanbHble IP-
aapeca Ans knacrepa — IP-aapeca «CTaporo» cepBepa) B KaUecTBe OCHOBHOrO.

MpumeyaHue: A1s 11060ro BapuaHTa BO3MOXHA HACTPOKKA yXKe CyLECTBYIOLLEro cepBepa B KayecTBe
OCHOBHOIO C NPpeABapUTENbHOM yCTaHOBKOM HOBOro (BTOpPOro) CeEpBeEpa B Ka4eCTBE PE3EPBHOIO.

UN3MmeHeHne HacTpoek n oTtkiroyeHne High Availability

BHUMAHME! B MOMEHT BbINOJIHEHMSA HACTpouku ssh gomkeH 6biTb BkatodeH! [Mo
3aBepLUeHnn npoueaypbl HACTPOMKK SSh MOXXHO OTKIOUUTL (eCnu Aanee B HEM HET
HeobXxoaAnMOoCTH).

Ana wn3MeHeHusa HacTtpoek High Availability cneayetr nepentu B MeHIO
pekoHdurypmposaHus: Reconfigure Segment-V -> High Availability.

BHUMAHME! /3MeHeHMe HaCTpoeK KJlacTepa cfieayeT BbINOMHATb TOJIbKO MNpu
HaIM4YnMKM coeanHeHnsa Mmexxay cepsepamu no cetun HA.

Ecnm He ykasaHO MHOE, U3MEHEHWS HACTPOEK MOryT BbIMOSHATLCA Ha /t06boM
(oCHOBHOM MNM pe3epBHOM) cepBepe.
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M3meHeHne npoBepoYHbix IP aapecos
1)BbI6bpaTtb NyHKT MeH0 «Change IP for check connection state»;

2)yKasaTb, NpPOBEpPOYHbIN afpec KakKoM CeTW, BHEWHEN WIN BHYTPEHHEWN,
NAaHNPyeTCs U3MEHUTD;

3)BBEeCTU HOBbIM NPOBEPOYHbIM agpec N3 COOTBETCTBYHOLWEN CETH.

NI3MeHeHne ceTeBoro rnoAK/iat4yeHns cepsepa K cetu HA

1)BblbpaTtb NyHKT MeHt <«Change IP of this server in High Availability
network»;

2)3ajaTb HOBble NapaMeTpbl nogknwdveHus kK cetn HA: uMms unHTepdenca,
noakntoyeHHoro K cetn HA, IP agpec ceTeBoro yCTpomcTea M MackKy noAaceTu.

3ameHa 0lHOro n3 cepBepoB Kaacrepa
1)ybeanTbCs, UTO 3aMeHsAeMbIN CepBepP BbIMOJIHAET POJib pe3epBHOro;

2)OTK/IIOUYUTbL 3aMeHSeMbI CepBeEpP WM OCTaHOBUTb WCMOJSIb30BAaHWE Ha HEM
High Availability (cm. panee «OTkntouyeHne High Availability»);

3)NoAroToBMUTb HOBbLIW CepBep A9 UCMNO/b30BaHMUA B KadecCTBe pe3epBHOro
(cM. «HacTponka pe3epBHOro cepsepa»);

4)Ha OCHOBHOM cepBepe B MeHl pekoHburypuposaHusa High Availability
BblbpaTb NYHKT «Change secondary server»;

5)ykasaTtb IP-agpec HOBOro pesepBHoOro cepsepa B cetu HA.

U3smeHeHune IP aapeca kiacrepa
1)BbIbpaTtb NYHKT MeHto «Change IP of cluster»;

2)ykasaTtb, IP-agpec knacrepa B KaKOW CeTU, BHELWHEW WIN BHYTPEHHEWN,
NAAaHUPYeTCA U3MEHUTDb;

3)3anaTb HOBble UMA MHTepdenca n smpTyanbHbln IP-knactepa.

VIamMeHeHue posin cepBEPOB

Ha ocHoBHOM cepBepe BbibpaTb NYHKT MeHt «Restart cluster». B pe3ynbTaTe
6bIBLUMI OCHOBHOW CepBEpP HAUYHET BbIMOJIHATbL PO/ib PE3EPBHOr0, a BMPTyasibHble IP-
ajlpeca knacrtepa MOAHUMYTCS Ha ObIBLUEM pE3epBHOM CepBepe, KOTOPbIA, TaKuUM
o6pa3oM, CTAHOBUTCHA OCHOBHbIM.

OtknrwyeHune High Availability

BblbpaTb NyHKT MeHi <«Stop use High Availability on this node» Ha TOM
cepBepe, Ha KOTOPOM MJ1IaHMPYETCHA OCTaHOBUTb ncnonb3oBaHne High Availability.
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3.6.3.2. HacTtpownka MO ynpasneHus «CermMeHT-B.» ana B3aMmoaencrTems c
NPOKCU-CepBEpaMun B pexmMe 0TKa3oyCTOMUYMNBOCTHU

Heobxoanmo pobaBuTb [ABa MPOKCU-CepBepa B YyTUAUTE  ynpaBieHus
«CermeHT-B.». MogpobHee gaHHble 4ENCTBUSA paccMaTpmBatoTca B nogpa3sgene 3.8.

3.7. YcTtaHOBKa U KOHpurypuposaHue CMNO «Akkopa-X»

NMpuMmeHeHne <«AKKOpA-X» Ha MNpoOKCcU-cepBepe obecneymBaeT BbIMOJIHEHNE
npoueayp uaeHTndukaumm wn ayteHTudukaumu nosib3oBaTenen root um accord, a
TakKXXe BbINO/IHEHWE AMHAMUYECKOro KOHTPOJIA LEeNOCTHOCTU UCMOJIHSAEeMbIX dhanios
n3 coctaBa AK «CermeHT-B.».

BHUMAHME! lMepen Ha4vyanoMm yCTaHOBKW «AKKOpA-X» Ha Npokcu-cepsep Ha USB-
YCTPOMCTBO Ao/mkeH 6biTb ckonmnpoBaH dann nmueH3nm license.accord.

YcTtaHoBKa u HaCTpOVIKa «AKKOpA-X>» BbIMNOJIHAETCA B ABa 3Tana:

1. HayanbHaa KOHdUrypaums: YycTaHOBKa HeobxoaAMMbIX  MAKeTOB,
co3gaHue nonb3oBaTtenen root n accord, co3gaHne CNMCKOB KOHTPOISA LLEeNOCTHOCTH,
HacTpolKa pasrpaHuM4yeHus AOCTyna, KOMMpOBaHWE nuueH3unun. llocie HaydasibHoOM
KOHpurypaumm «Akkopg-X» pabotaetr B MSIrkom pexxume (soft-mode).

BHUMAHME! Ha4danbHasa KoOHUrypaumsa MoXxeT ObITb OCywecTB/ieHa KaK B
npouecce nonHom ycrtaHoBkn (cMm. n.3.5.2), Tak u nocne Heé (NYyHKT
«10) Accord-X installation» MEHHO PEKOH(UIrypMpoBaHMs — CM. n. 3.5.4,
pUCyHOK 18).

Mocne noaTeBepXAeHUA Hadana YCTaHOBKKN «AKKOpA-X»:
Do you want to install Accord-X? (Y/N) y

Ha4YHETCA  MCNOJSIHEHME HayanbHOM  KOHUrypaumm, BKAw4awwen B cebs
BblINOIHEHWE ClieyoLwWmnX npoueayp:

a) YCTaHOBKA [AOMNOSIHUTENbHbIX MakeToB, HeobxoaumbiX Aanad paboTbl
«AKKOpA-X». [1aHHbIM 3Tan BbINOJIHAETCS B aBTOMATUYECKOM pexnme.

6) Bbibop TMNa naeHTUdMKaTOpOB M YCTaHOBKA COOTBETCTBYHOWEro nakeTa.
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cx-remote-1.2-8B.x86_64.rpm

cx-tmid-amdz-1.2-8.x86_64.rpm

cx-tmid-cards-1.2-8.x86_64.rpm

cx-tmid-shipka-1.2-B.x86_64.rpm

cx-tmid-tokens-1.2-8B.xB6_064.rpm

cx-tmid-usb-1.2-8.x86_64.rpm

reparing. .. 13300 diddihiiid g ibibiddibibitididibibiadbibiadsbibiadbibiidfibis AN
l:acx-admin 3300 iddihibiidi g ibibiddibibitididibibiadbibiadsibibiadbibiaidibiis AN

ccordX security framework administration wutilities installed successfully

reparing... 3 532 08 bidin bidid finidiinifiinfiisifinidfidisiiafigidfinistiaisits NN
l:acx-core-remote 3532 08 bidin bidis finidiinifitinfiisifinidfidisiiafigidfinistidisits AN

ccordX security framework core with remote access installed successfully

hich type of identifier do you want to use?

H) Smartcard

1) Token (etoken, etoken-pro, laser)

2) Shipka

31 TM-identifier

Enter a menu number: 3

reparing. .. Htdgdgnaaatden GRS R R EHSHE [(1088:2]
l:acx-tmid-ushb wuganngAngEEEEE AR EREE AR AR EREHRERAEAE (108 ]

PucyHok 20 - Bbi6op Tuna ngeHTudukaTopa U yCTaHOBKa COOTBETCTBYIOLLEro nakera

B) Co3aaHue nonb3oBaTtens accord.

Mo CoOTBETCTBYIOLWEMY 3anpocy aAMUHUCTPATOp, MNpPOU3BOASALWMA YCTAHOBKY MU
HacTpomKy  «Akkopa-X», BBOAMT Mapofib W nAeHTUduUKaTop, KOTOopble
«MPUBSA3bIBAOTCA» K MOSIb30BaTeNt0 accord.

BHMMAHME! lNaponb, 3aaaHHbI NONb30BaTENO B «AKKOPA-X», AO/KEH cOoBNaaaThb
c naponem B OC.
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l:acx-core-remote ttdngdgpdatdEE GRS [1088:2]

ccordX security framework core with remote access installed successfully

hich type of identifier do you want to use?

Hl Smartcard

1) Token (etoken, etoken-pro, laser)

2) Shipka

3) TM-identifier

Enter a menu number: 3

reparing ... HUdHHEREERRHHHEEE BB R R [108::]
l:acx-tmid-ushb ftdngdgnaaatdei AR HERREHSHE [(108:2]

M-usb devices support software installed successfully

Pleaze, enter password and identifier of user accord

reating user: accord

Please enter password (maximum 12 symbols): 363696 36 36 3 30 3¢

Pleaze attach your THM-identifier: B8 BABBBA11AZBA7 GO

Starting adding user to acx-db...
Buccessfully added new user into ’retcraccordxsdb. json’ acx-db.

PucyHok 21 - CospgaHune nonb3oBarens accord

r) Hactponka pasrpaHvyeHus [OCTyna W cO34aHuMe Crncka KOHTPons
LeNOoCTHOCTU. [JaHHbIN 3Tan BbINOJHSAETCS B aBTOMAaTUYECKOM pexume.
A) Co3pnaHue nonb3oBaTens root.

Mo CoOTBETCTBYIOLWEMY 3anpocy aAMUHUCTPATOp, MNpPOU3BOASALWMA YCTAHOBKY MU
HacTpomky  «Akkopa-X», BBOAMT Mapofib W uAeHTUdUKaTop, KOTOpble
«MPUBS3bIBAOTCA» K MOoNb30BaTesnto root.

BHMMAHME! lNaponb, 3aaaHHbI NONb30BaTENO B «AKKOPA-X», AO/KEH cOBNaaaThb
c naponem B OC.

BHMMAHME! B cny4yae ecnu HacTtpomka oTkasoyctondmsoctn (HA) 6yapert
BbINOSIHATLCSA MNOCNe YCTAaHOBKUM <«AKKOpA-X», noTpebyerca xid umaeHTudumkaTopa
nonb3oBaTens, T.K. B 3TOM C/lydae UCnosb3yeTcs nogkntdeHue no SSH.

Ons paboTbl 6e3 BBOAA Xid MCMONb3ynuTe NakeT acx-remote; nogpobHee cM. pasgen
«HacTtponka PAM» «PykoBoacTBa aAMUHUCTpATOpa» Ha MAK «Akkopa-X»
(11443195.4012.026 90)).
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reparing ... wtdngdgpgatteE GRS R RS [1088:2]
l:acx-tmid-ushb 13300 diddihihiid g ibibiddibibitidisibibiadbibiadsbibiadbibiaidfihis AN

M-usb devices support software installed successfully

Pleaze, enter password and identifier of user accord
reating user: accord
lease enter password (maximum 12 symbols): B3I I3 38 350
Pleaze attach your THM-identifier: B8 BABBBA11AZBA7 GO
Starting adding user to acx-db...
Buccessfully added new user into ’retcraccordxsdb. json’ acx-db.
Pleaze, enter password and identifier of user root
Editing user: root
lease enter password (maximum 12 symbols): B3I I3 38 350
Pleaze attach your THM-identifier: H6 BABBAB4FS1D7 ED

Successfully edited user ’"root’ in ’retcraccordxsdb. json’ acx-db.
Please, insert USB device, with Accord-X license

PucyHok 22 - CozaaHume nosnb3oBartens root

e) KonnpoBaHune nuueH3nu.

Ha akpaH BbIBOAUTCA 3anpoc Ha noakntdveHue USB-ycTtponctea, ¢ KoToporo 6yaer
ckonmpoBaH dann nuueHsmn. CnegyeTr MOAKAKYUTb YCTPOUCTBO W A0XAATbCS
3aBepLleHmns npouecca KonupoBaHuda. B cnydae ycnewHoro KonnpoBaHMs MosIBUTCS
COOTBETCTBYIOLWEE coobLeHne 1 3anpoc Ha nepesarpy3ky NpoKcn-cepeepa.

Accord-X license was copied. Please, reboot.

Do you want to reboot now? (Y/N)

/—lpMMeLIaHMe.' rnepesarpysky MOXXHO OCylecTBUTb W [1034Hee, BOCMOJ/ib30BaBLUINCb pa3fgesioM
«4) Power operations» MEHIO CKpunta yCTaHOBKM. Ho nepesarpy3ka sBnisetrcs 06s53aTe/lbHbIM
ycioBnem BBoga AKkopa-X B 3KCriiyaraymio.

B TOoM cnyvae, ecnu dann nuueHsunm He 6bi1 CKONMpOBaH B aBTOMaTU4YeCKOM
pexume, caenamTe 3TO «BPYUHYH», MOCNe 4Yero BbIMNOJIHUTE nepe3arpy3Ky MpoKCcu-
cepBepa.

BHMMAHME! He nepe3arpy>amnTte NpoKCn-cepsep A0 KOMUPOBAHUS NINLLEH3UN.
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Please enter password (maximum 12 symbols): 36200 3 0 3

Pleaze attach your THM-identifier: HE BBABABBA11AZ8A7 66
Gtarting adding user to acx-db...
Successfully added new user into 'retcraccordx-sdb. json' acx-db.

Pleaze, enter password and identifier of user root
Editing user: root
Pleaze enter password (maximum 12 symbols): 333336 36 302

Pleaze attach your THM-identifier: H6 HABBBAB4F51D7 ED
Buccessfully edited user ‘root’ in ’rsetcraccordxsdb. json’ acx-db.
Please, insert USB device, with ficcord-X license
Please, wait
[2db] Assuming drive cache: write through
[=db] Assuming drive cache: write through
[2db] Assuming drive cache: write through
Mounting USB dewvice
Copy files
Unmounting USE dewvice

ccord-X license was copied. Please, reboot.
Do you want to reboot now? (¥Y-rN)

PucyHok 23 - KonupoBaHue nnueH3nmn

Mocne nepesarpy3kn «Akkopa-X» paboTaeT B «MArkom» pexume (nogpobHee
0 pexuMmax paboTbl CM. AokKyMeHTauumto Ha MNAK «Akkopa-X»), a Takxe He 3ajaHa
NW/A npn noaknwyeHnax no SSH BblbpaHHbIM paHee UAEHTUPUKATOPOM
nosib3oBaTenen.

2. ®uHanbHaA HACTPOMKA: OTKJ/IIOYEHNE MATNKOro pexmma, HacTpolka
pasrpaHuyeHuns goctyna rno SSH.

Ona 3aBepweHns KOHMUrypnposaHus <«Akkopa-X» (BbINOAHEHUS (UHANbHOM
HaCTPOWKM) Bblbepute MYHKT «10) Accord-X installation» MEHI0
PEKOHMUIYPUPOBAHMS, N AAHHbBIN 3Tan BbINOJHUTCSA B aBTOMaTUYECKOM pexunme.

OcobeHHOCTb noaK/tnyYeHunsa no SSH
B kauecTBe napons Heob6xoaMMO UCMONb30BaTb CTPOKY CleayloLwero snaa:
XX XXXXXXXXXXXX XX@password

rae XX XXXXXXXX XX - xid vpeHTudumkaTopa nonb3oBaTensd, a password — ero
naposb.

3.8. HacTpouka NO ynpaBneHna KkoMnjaekcom «CermeHTt-B.»

Mocne nHuumanusaummn npokcun-cepeepa «CermeHT-B.» HE06X0AMMO HACTpOUTb
MO ynpaBneHus AN B3aMMOAENCTBUS C HUM, @ TaKXe CepBUC perncrtpaumm ans
cbopa cobbITUn. PaccMOTpUM 3TN AENCTBUS MO NOPSAKY.
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BHUMAHME! Yb6eautecb, 4TO npoueaypa npeabsasrieHns dannia nuMueH3un yxe
BblNoAHeHa (CM. NyHKT 3.4.3).

3.8.1. Hacrpouka NO ynpaBneHun

3.8.1.1. Hactponka 3awmuwaembix cepsepoB (ESXi/vCenter)

Ana Hadana npoueaypbl HACTPOMKM  3alUMLLAEMbIX CEPBEPOB cneayer
3anycTuUTb OT MMEHU agMUHUCTpaTopa yTunuty «Installer-V.» 1 B nosiBMBLUEMCS
rMaBHOM OKHe YTWU/INTbl HaXaTb KHOMNKY </1o6aBuUTb cepBep> (pUCYyHOK 24).

e YeTaHoeka MO

Dain mMeHuTe  Pesepenans konwa BJ]

Bl

PucyHok 24 - KHonka </lo6aBuTb cepBep> B r/laBHOM OKHe NporpamMmmbil

B nosasumBlleMca ganee okHe (pUCYHOK 25), B csiyyae ucriosib3oBaHns vCenter
B BUPTyaslbHOU MHBPAcTpyKType, cneayeTt BBecTn agpec gobasnsemoro vCenter (IP-
agpec man FQDN vCenter), a Takxke MMSa M napofb A7 CO34AHHOW paHee y4yeTHOM
3annucu accord (cMm. nogpasgen 3.3, 3Tan 3), B Ka4yecTBe poONM cepBepa yKasaTb
«vCenter>» 1 HaxaTb KHONKY </lo6aBnTb>.

BHUMAHME! Vcnonb3yeMmble oTaenpHble (standalone) ESXi Takxe A0MXKHbI 6bITb
nobasneHbl B UHppacTpykTypy. Npn 3TOM, B KayecTBe ponun gobasnsemoro cepsepa
cnepyet ykasbiBaTb «ESXi». AreHTbl Ha oTaenbHble (standalone) ESXi cnepyert
yCTaHaBNMBaTb TOJIbKO B C/ly4yae COBMECTHOINo UCMNosb30BaHUA C «AKKopA-B.».

MpumeuaHne: B cnydae vCenter B Linked Mode pexume HeobxoamMmo pobaensatb Bce vCenter no

OTAENBHOCTM.
e Jlo6aeuTh cepeep | = I:'-

Anpec |vcsa.vlab.lncal

MmMA nonesoEaTeEnA |au:u:-:|rd |
Mapone | |

Pone | vCenter W

PucyHok 25 - BBoa napameTrpoB go6aBnsemoro vCenter

Ecnm mapwpyTusaumsa Ha Moaysie HacTpoeHa BepHO M y4yeTHas 3anucb accord
CyllecTByeT, Ha 3KpaH BbIBOAUTCHA coobleHne O TOM, 4YTO CepBep YCMeLwWHo
nobasneH (pMCyHOK 26).
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WMudopmauma -
o Cepeep ycnewHo goBasneH

OK

PucyHok 26 - Coo6uweHnune 06 ycnewuHom nob6aBsieHnn cepBepa

Mpwn 3TOM B rNaBHOM OKHE MPOrpaMMbl NOSABNSIETCS COOTBETCTBYHOLLASA 3aNuUCb O
nobasneHHoM vCenter (pucyHoK 27).

s YctaHoeka MO — | = -

Daiin  Mamennte  Pesepenan konwa B

=0 E s
[ * U El =a &
= u(_ienter Wran Tun Cratyc areHta

——— e

esxi(Z viab local Host HewssecTHo

esxi(3 viab local Host HewzsecTHo

PucyHok 27 - TnaBHOEe OKHO NporpamMmmbl

Takxe B rnaBHOM OKHe nporpaMmbl BMmecTe ¢ vCenter oTobpaxarTca Bce
CBsA3aHHble ¢ HMM ESXi (pucyHok 27). YcTaHaBnuBaTb areHTbl HA HMX HeobxoamMo
TONIbKO B CNly4yae COBMECTHOIr0 UCMos1b30BaHNA C «AKKoOpA-B.».

3.8.1.2. Hactpoika ansa cbopa cobbiTnin C NpoKcu-cepsepa

Cnegywowmm 31anoM HeobxoAMMO yKasaTb MHMOPMauUMIO O MPOKCU-CepBepax
ANS cepBuca perncrpaunm cobbitui.
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[nsa 3TOro B rnaBHOM OokHe nporpammbl «Installer-V.» cneayet cHoBa HaxaTb
KHOMKy <[JobaButb cepBep> (pUCYHOK 24), B nMOSBUBLIEMCS Janee OKHe
(pncyHok 28) BblbpaTb ponb «lMpokcu-cepBep>» n ykasatb IP-agpec nHTepdenca
ynpaBneHus npokcum-cepeepa (06bldiHO IP-agpec BHewHero wHTepdenca, cM.
NyHKT 3.5.2, aTtan «5. HacTponka cepBuca ynpasneHunsa»).

lpumeyaHue: B criyyae 04HOBPEMEHHOIO MCIOJ/Ib30BaHUS HECKOJIbKMX POKCU-CepBepoB (Harpumep,
B C/ly4ae pe3epBupoBaHmns) Heobxoammo 406aBuTh KaxkKablv rnpokcun-cepsep!

e Jlo6aeuTh cepeep | = I:'-

Adpec 192.168.1.250) |

Mra nonesoeatenn

Mapone

Pone MNpokcu-cepeep W |

PucyHok 28 - lo6aBneHne npokcu-cepeepa

3.8.1.3. HacTponka cBs3n Mmexay npokcu-cepsepamm v MO ynpasneHus
«CermeHT-B.»

BHUMAHME! lepen TeM Kak HayaTb HACTpPOMWKY MpoKcU-cepBepa, ybeautecb, 4To
OH YCTAHOBJIEH U HACTPOEH KOPPEKTHO, @ CEPBUCHI YNpaBieHUsa Ha HEM 3anyLUeHbl.

BHMMAHME! Y6epgutecb, uto X0Ta 6bl 0oamH vCenter mnu ESXi pobasneHbl B
rnepeyeHb 3awmuiaeMblx cepeepos (€ noMowbio yTunnTel «Installer-V.»).

Ana  HacTpoMkn CBA3M Mexay npokcu-cepsepamu u [0 ynpaBneHus
«CermeHT-B.» crneagyet 3anyctutb yTUAnMTy «Segment-V.».

B nosasuBLlueMca OkHe yxe 6yaeTt 3anonHeHo none «Cepeep», cogepxauwee IP-
aagpec 3awmuwaemoro cepepa (vCenter wn/unn otaenbHble ESXi, aobaBneHHble
paHee B yTtunute «Installer-V.»), ¢ koTtopbiMm 6ygeT npoucxoauTb paboTa.
HeobxoanMo 3anonHUTL NapaMeTpbl ydYeTHOW 3anucu accord (cM. noapasgen 3.3,
3Tan 3), U HaxaTb KHONKY <Bxoa> (pucyHok 29).

[lanee Hy>XHO aBTOPM30BaTbCA Ha KaXXAOM 3allMLIaeMOM cepBepe.
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1) Bxoa NoONb30OBATENA -

L5

Cepeep: 10.1.1.25

MmA nonesosaTenA: |au:-:u:un:| |

Maponk: |""“"“"“"| |

[ | Menonssosats AaHHEIS TEKYLLER CECCMA

PucyHok 29 - OKkHO aBTOpM3aLunm nosb3oBartens accord

[danee HeobxoAMMO MNEPENTM B pPeXMM OTOBpaXeHUss MNpPOKCU-CEPBEPOB
(BblbpaTb paspen «[llpokcu-cepBepa» WHGOPACTPYKTYpbl B  [NIABHOM  OKHe
nporpaMMbl) M BbINOMHUTbL MpoUeaypy Ao6aBNeHUs MNpoKcu-cepBepa. O 3Toro B
rMaBHOM OKHe MporpaMMbl cneayeTr HaxaTb KHonky </lo6aButb cepBep> (Man
Bbl6paTb NYHKT MeHI0 «lpokcu-cepBepa» -> «[1o6aBuUTb»).

G CermeHT-B.
Daiin  pynner  Monesceatenn  Hactpow pokcu-cepeepa  [Nomowgs
)R [ A ) |© SRR
AN b AROTE" 3= Sl (ol o

PucyHok 30 - KHonka <[lo6aBuTtb cepBep>

Mo ymonuaHuio co3paeTca npokcu-cepsep C uMeHeM localhost. Cnepyet
M3MEeHUTb AaHHOe WuMs Ha IP-agpec uHTepdenca ynpasneHUs MNpPOKCU-cepBepa
(obblyHO 3TO  IP-agpec  BHewHero  uHTepdenca npoKkcu-cepsepa, CM.
nogpasgen 3.5.2, atan «5. HacTponka cepBuca ynpaBieHUS»), HaXaB Ha UMS
cepBepa B CMUCKe MpaBOM KHOMKOW MbilWKM W BblbpaB MYHKT MeHI0
<lepenmeHoBaTb> (pUCYHOK 31).

(i CermeHT-B.

Maiin  Fpynner  MNonezceatenn  Hactpodika  [Npokcw-cepeepa [Nomowe

W

B30 T X

U 7

AraA: localhost

MepenmeHcEaTE

|"|E Yaanute

V,'t MogeniounTe

PucyHok 31 - NepenMeHOBaHue cepBepa
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B nogasuBweMca fanee okHe cneayet BBecTu IP-agpec HacTpOeHHOro NMpoKcu-
cepBepa M HaXxaTb KHOMNKY <[puMeHnTb> (pUCYHOK 32).

lNepenmeHoOBaHKWE -

Wma: |192.168.1p50 |

PucyHok 32 - OKHO nepeMMeHOBaHUA cepBepa

Mocne TOro Kak cepBep nNepeuMMeHOBaH, creayeT BbINOJHUTbL  €ro
noakntoyeHmne. [lna aToro Hy>HO BblbpaTb cepeep B cnucke (pMcyHoK 33) M HaxaTb
KHOMNKY <[lloagknwouunTb cepBep> (Mnn BbibpaTb NYHKT MeHIO «[lpokcu-cepsepa» —>
«[loaknounTb»; WA BbibpaTb MNYHKT KOHTEKCTHOro MeHi  «[oaKalunTb>»,
BbI3bIBAEMOro No NpaBOMY HaXaTWUK KHOMKOM MbIlWM HA MMEHM CepBepa B CNUCKe, —
pUCyHOK 31).

(i CermeHT-B.

Daiin  pynner  Monssceatenn  Hactpodka  [Npokcw-cepeepa [Nomowes

U2 3E ST 06 FMaxX

WMudpactpyetypa | MogkniounTe cepeep

[Npokcu-cepeepa
...... PN 192 162 1 250 ‘ Hran: 152.168.1.250

PucyHok 33 - MoaknrouyeHue cepBepa

B cnyyae ycnewHoro BbINMOJIHEHMA AeWUCTBUS LBET Mapkepa NpoKCuU-cepBepa
CMEHUTCH Ha 3esieHbln (PUCYHOK 34).

T CermeHT-B.

©aiin  pynner  [MNonezoeatenn  Hactpodka  [Npokcw-cepeepa Momowe

U e %®

WngpacTpyktypa

WX

[Npokck-cepeepa

...... ™ 152 1681 250 | g 152.168.1.250

PucyHok 34 - NMoakniovyeHHbIW cepBep B cNUcke

BHMMAHME! B cnydyae OAHOBPEMEHHOro WCMOJSIb30BAHUA HECKO/IbKUX MPOKCU-
cepBepoB (HanpuMmep, B Cly4yae pe3epBMpPOBaHMsA) HeobxoauMo [06aBUTb KaXAabln
cepsep!

52




BHUMAHME! [JobasneHune NpPOKCU-CepBepPOB B Ko/iMyecTBe, 6onbLiem
npeaycMOTPEHHOIO NMUEH3MEN, HEBO3MOXHO. [MogpobHee O SMULEH3MPOBaHUKU CM.
pasgene 5 gaHHOro pykoBoACTBaA.

BHMUMAHME! lNpu noTepe coeanHeHNs Mexay yTuanTon ynpasneHnsa «CermeHT-B.»
M MPOKCU-CEPBEPOM CTATyC coeauMHeHust He obHosBuTca! [ns obHOBMEeHUs cTaTyca
coeAnHeHnsa HeobxoanMo nepe3anyCcTuTb YTUANTY!

BHMMAHME! lMNepea TeM Kak NepenTtu K ganbHENLWNM AencTBmaM, ybeamtecb, 4YTO B
pasgene «lpokcun-cepsepa» UHPPACTPYKTYpbl BCE 3/1EMEHTbI NMoAKNoYeHbl (Y BCex
3/1IEMEHTOB UMEETCS 3e/1IeHblr MapKep).

MoopobHee o pabote c yTunutonm «Segment-V.» cMm. B noapasgene 3.9
AAHHOro pykoBoACTBa U B «PykoBoAcTBe aAMMHUCTpPATOpa» Ha KOMMJEKC.

3.8.2. Ao6aBneHune yuetHom 3anucu AbM

BHMMAHME! lNMpepnonaraeTcs, 4To y4eTHasa 3anmcb ABU yxe co3aaHa n en 3aaaHbl
COOTBETCTBYHOLWMe nNpaBa (Kak MMHUMYM, “Read Only”) B vSphere.

[ns HaCTpoOMKM KOMMJIeKCa pPeKOMEeHAYETCA MoNb30BaTbCA CreunanbHOn
yyeTHoM 3anucbto ABW. [Ons 3Toro Heob6xoamMMO NepenTun B pexmnMm oTobpaxkeHus
nonb3oBaTenen (BblbpaTb paspen «llonb3oBatenn» MHOPACTPYKTYPbl B F1ABHOM
OKHe nporpamMmbl) n Aob6aBnTb COOTBETCTBYHOLWErO NOsib30BaTeNs B CUCTEMY, HaXKaB
B /TABHOM OKHe nporpaMMmbl Ha KHOMKy </[lo6aBuTb nonb3oBatensa> unam Bblbpas
NMYHKT MeHIo «llonb3oBaTenn»-> «Co3gaTtb» (pUCyHOK 35).

(i CermeHT-B.

®aiin  Tpynnel  [Nonesceatenn  Hacrpoiika  [Npokcow-

o
U“‘Ef:.i

pa [Momowe

A YA X

nepaumnmn

e AGROIE

e

| w1
i
1 JoGaBnTe NoNB30EATENA r

¥poBeHe GesonacHoCTH: He HazHaueH

Kateropim GesonacHocTi:

PucyHok 35 - KHonka <[lo6aBuTb nonb3oBarens>

B pasgene «[llonb3oBatenn» WHPPaACTPYKTYypbl MOSBUTCA Mosb30BaTeNb
«user». HaxaB NoO HeMy MNpaBOW KHOMKOW MbIWKM M BblbpaB MYHKT KOHTEKCTHOro
MeHl0 <PepakTmpoBaTb> (pUCYHOK 36), crnegyeT M3MEHUTb A8 HEero napameTpbl
y4yeTHOM 3anucu.
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(irs

Taiin  Mpynne

U“?};w

[Mone3oeaTenn

[

Hactpoiika

QBwee

HIE

CermeHT-B.

Mpokcw-cepeepa  MNMoMowe

A X

PEEFELIJEHHI:IE onepauiin

He HazHaueH

¥poBeHe GESONACHOCTA:

PeaakTposats KaTteropum GesonacHoCTA:

¥aanuTe
["] Onepaupan

(] Haznaumts metkm

PucyHok 36 - PegaktupoBaHue napaMeTpoB YYeTHOW 3anucu nosib3oBarens

B nogasumBlleMcA fanee OKHe cnefyeT BBEeCTM WMMA MNOJSib30BaTesid, a Takxe,
€Cin 3TO AOMEeHHbIn nonb3oBaTtenb, NetBIOS mma gomeHa (Hanpumep, B ciydae
vlab.local Heobxoanmo ykasbiBaTb TosbKO Vvilab!) n HaxaTb KHoOMKy <[lpuUMEeHUTL>
(pucyHok 37).

(ir

Mrmn:

PenaktTMpoBaHue

|a~.ri|

Oorae: |\.fla|:|

MprMeEHATE

PucyHok 37 - OKHO pefaKTMpPOBaHMS NapaMeTpPoB yUeTHOW 3an1ucu nosb3oBaTtens

B panbHenweMm BCe HACTPOWMKWM pasrpaHuyeHuss npas AocTyna Heobxoaummo
nponsBoanTb OT UMeHU ABWU. YueTHylo 3anmncb accord pekoMeHayeTCs yaanuThb.

MoopobHee o pgobasBneHun nosnb3oBaTesieM CM. B NyHKTe 3.9.2 AaHHOro

pyKOBOACTBA.
3.8.3. YcTaHOBKa U HAaCTpOMKa cepBuca permcrpaymm cobbitumn
3.8.3.1. YcTaHoBKa M HacTpoKnKa cepBuca permcrpaumm coboitni

BHUMAHME! [lpeanonaraeTcd, 4TO MEeCTOMOJIOXXEHUE CepBUCa YXe 3apaHee

onpeneneHo (Ha HadalbHOM 3Tane), a TakXe npoBefeHbl HAaCTPOMKU, OMUCAHHbIE B
noapasgene 3.8.1.

BHUMAHME! Ecnun cepsuc permcrtpaumm cobbiTUN yCTaHaBNMBaeTCA OTAENbHO, TO
Heob6xoAMMO npeaBapuUTEsIbHO CKONMpoBaTb Nanky <«certs» (ybeamswucb npu
3TOM, 4YTO B HeW yxe coaepxaTtcs ceptudukatbl openssl.cfg, host_cert, host_key,
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cacert) u cdann koHdurypaumn Config.xml c APM ABUN (cMm. noapasaen 3.4.4), Ha
KOTOpPOM ycTaHoBsieHO 10 ynpaBneHus, B KOpeHb Nankum C CEPBMCOM permcrpaumm
co6bITU (B3aMeH aHaNorM4yHbIX, NOSIBUBLUMXCHA B Nanke nocse ycTaHOBKKU cepsBuca)!

dann KOHdUrypauum coaepXuT CrnnMcok XxoctoB u vCenter, C KoTopbiXx 6yayT
cobmpaTtbca cobbiTUA. ECnM uMX KOAMYECTBO YBEAUMYMIOCH WM U3MEHUIUCL WX
IP-agpeca nnn nMeHa, Heob6xoaMMO 06HOBUTL AAHHbIA KOH(MUrypaLMOHHbIN dann
(Bpy4HYIO nnamn ckonuposas NoBTOpHO ¢ APM ABWN) n nepe3anycTtutb cepBuc!

YcTaHoBKa cepBMCa perncrpaunmm cobbiTuih ocylecTBAseTcs npu NOMOLUM
ytunutel LogServicelnstall.exe (pacnonoxeHa B nanke C YCTAHOBIEHHbIM
MO «CermeHT-B.», no ymonuyanumio C:\Program Files (x86)\OKB SAPR\Segment-
V\LogServicelnstall.exe).

Co3gaHHOMY paHee nNoSb30BaTento, OT MMeHUM KoToporo 6yaetr paboTaTtb
cepBuUC permncrpaumm cobblTmin (CepBUCHAs ydeTHasl 3anumcb — CM. noapasgen 3.3,
3Tan 3), Heo6XxoAMMO Ha3HauMUTb MOJIHbIE MpaBa Ha Manky C yCcTaHoBNeHHbIM [10.
MoapobHee o0 npaBax 3TOro nNojsib3oBaTenss CcM. B nNyHKTe 3.8.3.2 [AaHHOro
pPYKOBOACTBA.

Mocne atoro cneayet 3anyctutb yTunnty LogServicelnstall.exe ¢ npasamu
aAMUHUCTpaTOpa M Ha4yaTb YCTAaHOBKY cepBuca perncrpaumm cobbiTuii, HacTpouB
npu 3TOM cnegyouwme napameTpbl (pUMcyHok 39):

— nons «[llonb3oBatesib» u <«[laposib» — napaMeTpbl YYE€THOW 3anucu, OoT
MMeHn KoTopomn byaeT paboTaTb CepBUC perucrpaumm cobbitnm;

— none <«IP agpec» — copnepXuT 3HadeHne IP-agpeca, KoTopbin 6yaert
ncrnosb3oBaTb cepBuC (B danbHeuweM B YTUWIUTE MNpPOCMOTpa XypHana
cobbiTun «LogViewer-V.» HeobxoanmMo 6yaetT ykasbiBaTb WMMEHHO 3TOT
agpec). [aHHbIXn MNYyHKT peanuM3oBaH B BuAe BbliNajalollero cnmcka, B
KOTOpPOM oTobpaxatoTcs IP-aapeca Bcex AOCTYMHbIX CETEBbIX MHTEPHENCOB;

- none «Pexxum» — Bbl6Op cnocoba aBTopu3aummn cepswuca.
Mo yMon4yaHuilo npepnaraeTcsi UCMosib30BaTbh pexXunm SSPI — B 3TOM cny4dae
yYyeTHble [AaHHble Mosib30BaTensi, OT MMEHW KoToporo paboTaeT cepsuC,
NCMOMb3YKTCA TOSIbKO OAMH pa3, B npouecce HacTtponkun. Mpun 3TOM
Tpebyetcsi, 4TO6bLI yuyeTHas 3anucb cywecrsosBasia Ha APM, c
KOTOPOro BbIMNOJIHAETCA aBTopu3auusa, M 6bina pgocrynHa vCenter.
B HeKkoTOpbIX ciy4dyasax uenecoobpa3sHo BMecTo pexuma SSPI ncnonb3osaTb
pexum CredentialStore (Hanpumep, B cny4dae pabotbl ¢ VCSA, Koraa He
paboTaeT aBTopusaumsa npu nomowm vClient ¢ ucnonb3oBaHMeM onumu use
windows session credentials). [OaHHbIA peXUM MO3BONSET MCMNOMb30BaTb
APM, He cocToswmi B agoMeHe (M Npu 3TOM MCMOMb30BaTh AN aBTOpM3aLum
AOMEHHYIO Y4YeTHYl 3anucb). B TakoM cnyyae cepBMC 3anyckaeTtcs oT
UMeHW SIoKanbHOM cnyx6ebl. Mo03TOMY Nepes yCTaHOBKOW B AAHHOM pexume
HeobXxoAMMO MpeaoCTaBUTb MOJIHblE MpaBa Ha Nanky C YCTaHOBAEHHbIM MO
(«Akkopa-B.» wunun «CermeHT-B.») nonb3osatento «LOCAL SERVICE»
(pncyHok 38).

BHUMAHME! Tpun Bblbope pexunma CredentialStore 3anpewaeTca mMcnonb3oBaTtb
ydyeTHble 3anmcu  vSphere, wuMelowmne npasa, OTIUYHbIE OT <«Read only».
NMpepnonaraetca TakXe, 4YTO AOCTyn K nanke C  YycTtaHosseHHbIM [10
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pasrpaHuumnBaeTcsa cpeacresamm OC mnmM HanoXeHHbIMW CpeACTBaMU pa3rpaHnyeHus
aoctyna (MAK «Akkopa-Win32»/ «Akkopa-Win64»).

Paszpewenwa ana rpynnel “Segment-V* -

BesonacHocTe

WMrap ofvexta: C:\Program Files (cB86NOKE SAPR Segment-V

rl:l',"l'll'lbl WA NONEZ0E3TENK.

BCE MAKETEI MPUNCXEHWA ~
53, CO30ATENL-BNADENEL -
2 CMCTEMA =
TYLOCAL SERVICE
% LogService (LogService@viab local) w
< m >

| OofaenTs. .. | | YoanuTe |

Paspewerna anA rpynne "LOCAL
SERVICE" Faspewwte 3anpemme

MonHeid gocTyn -~

MameHeHwe _
YUTeHME 11 BRINONHEHWE -
CrMcoK coAepanmMaoro Nanki

HreHue

[NESRERPCINCIRCY
oonn

0K | | Cimmaeta | | MprrMmeHnTs |

PucyHok 38 - HasHaueHue npaB CeEpBMCHOM YYETHOW 3anuCKU Ha Nanky ¢
ycTaHoBNEeHHbIM MO

— nose «Cratyc» — COOEpPXWUT CBeAeHUS O TeKyweM COCTOSSHUW cepBuca
perncrpaumm cobbltuin. [ns AaHHOro noNns AOCTYMHbl COCTOsiHUS <«He
yCTaHOBNEeH», <«YCTaHaB/iMBaeTCsa», <«YCTaHOBNeH». EcnuM npu nonbiTKe
YCT@HOBKMW yTUAUTa He O0b6HapyXuT HeobxoauMmbix 3neMeHToB (dann
KOHpUrypaumu, cepTudukaThl, 6asa  [aHHbIX), byner BblAAHO
COOTBETCTBYIOLLEE NpeaynpexaeHue;

— razioyka <«CepBuc Ha ofgHoM cepBepe ¢ vCenter». [aHHY onuuto
HeobxoAMMO  aKTMBMPOBATb, €CAM  CepBUC  perncrpaunmm  cobbiTumn
yCTaHOBNEeH Ha oAHOM cepBepe c vCenter. B aToM cnyyae gnst AaHHOro
cepBuca bypet pobasneHa COOTBETCTBYHOLLAA 3aBMCUMMOCTb MO 3arycky:
CHayana 3anyckaetcs cepBuc «vpxd» (T.e. vCenter), 3ateM — cepBUC
perncrpaumm cobbiTuUi.
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* YCTaHOBKa CEPBMCA PErMCTDaLIMM LM

MonbsoEaTens: |1.,r|_,'!.,E='-._|_c.g Service |

Maponk: |“"“““‘“ |
IP agpec: 192.168.1.30 v|
Peskum: | SCP| h |
Cratyc: He ycTaHoEneH

[ ] Cepewc Ha ogHom cepeepe ¢ vCenter

YoanuTe cepeuc | | YeTaHOBWUTE CEpBMC

PucyHok 39 - YcTaHOBKa cepBuca perucrpaumm cobbiTui

Mo HaxaTum KHOMKWM <YCTaHOBUTb CepBUC> 3HadeHue nona «Cratyc»
CMEHUTCA Ha <«YCTaHaBAMBaeM...», 3aTeM, eCnum Bce yc/oBUSA O6biM BbIMOSIHEHDI,
yTunuta otobpasunt coobuieHne «CepBUC yYCNELLIHO YCTAaHOB/IEH U FOTOB K paboTe!» un
B cnucke cepsucos gobasutcsa «LogService-V» (pucyHok 40).

(EZr [—T=

®aiin  [Jeiictene  Bug  Cnpaska
A EEREEIN = T

% Cnyx6Bel (nokansi

. Cnyx6el (nOKanbHblE)

LogService-V Wrasn - Onucanune CocToanue Tun sanycka Bxog oT umenn ~
L DHCP-knuent Perwctpup... Breinonwserca  Astomatuue..  JlokaneHas cnyBa
OctarosuTte cnyxby L DNS-knnenT CnyxcBaD.. Beinonwserca  Astomatnue.. Cetesan cnyBa E
Depesanycrute cryxGy L KtmRm ana koopawnatopa .. KoopanHu.. BpyuHyto (ak.. Ceresan cnyxBa
*4l ogService-V LogService.. Bminonuserca  AsTomatnue.. [flokansHan coyxBa
Onucanune: % Plug and Play MozeonAer.. Beinonwaetca  Bpyuwyw JokaneHas cucTema
LogService-V collects vSphere, £ SMP guckoseix npoctpancT.,  CnyxBa y3.. Bpyuryro Ceresan cnyxba

Segment-V and Accord-V events

L Superfetch Moaaepsa... Bpyunyto JokaneHas cucTema

PucyHok 40 - NMpoBepka 3anycka cepBuca

[Janee pna HacTpoWku paboTbl C CEPBMCOM perucrtpaunmn cobbiTmin cnepyet
3anyCcTuTb C npaBaMm agMmHucTpatopa ytuaunty «LogViewer-V>» Ha APM ABU un
OTKPbITb OKHO HACTPOEeK, HaXaB Ha KHOMNKY <HacCTpouku>.

%) KypHan coBuITUi
Qaiin  MsmennTe ﬂlnanpy
3 it X

PucyHok 41 - KHonka <Hacrtpoiku>
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B nosBuBlleMCa ganee okHe cneayeT ykasaTtb IP-agpec cepsuca permcrpauum
cobbiTin  (BblbpaHHbIN paHee B yTwauTe LogServicelnstall) wn  BbINOAHWUTDL
NnoAKOUYEeHNE, HaxXaB KHOMNKY <[1pUHATb>.

(%) HacTpoiiky - |0 -

=
LieeToBan cxema True
=
MopTt 51179
CeTesol agpec 192.168.1.30
=
KonudecTeo cobermui 10000

KonwyecTso cobbiTwil

MaKoMMENEHOE KOMWHYECTED COBBITMIA, 0TODpPaKaEMEIX B
MHTephelce,

MpuHATE | | Crmaeta

PucyHok 42 - Hactpoika IP-agpeca cepBuca perucrpaumm cobbitui

BHUMAHME! T[lpn 3agzaHun IP-appeca cepBepa C YCTAaHOBJ/IEHHbIM CEPBUCOM
perncrpaunmn cobbitum 3HadeHus «127.0.0.1» n «localhost» He noaanepxusatoTcs!

[anee B rnaBHOM OKHe XYypHana perucrpauum cobblTun cnepgyetr HaxaTb
KHOMKY <MonyuunTb cobbITnA> (nnbo BblbpaTb MYHKT MEHI0
«®ann»/ «MonyunTtb cObbITUA» NN HaXaTb KHOMKY F5).

XKypHan coBbITHMIH

NbTp CratmcTuia

g 4 X

PucyHok 43 - KHonka <lMony4unTtb cobbitnua>

Ha aKpaH BbIBOAUTCSH CMUCOK BCEX BbIMOJIHEHHbIX cobbITnn.

BHUMAHME! CobbiTa B >XypHane perucrtpaumm cobblTun He O06HOBNSAKTCA
aBTOMaTU4eCKM — ANs Noay4vYeHus akTyanbHOM MHPOopMaunm HeobXoaAnMMO BbIMOMHATb
npoueaypy ux nonyyvyeHus.

58




BHMMAHME! B cnucke NOJSlyd4eHHbIX cobbiTUM Mocne nepBoro crapta cepBuca
oTobpaxatoTcs cobblTua 0 nogkntodeHmn K vCenter n npokcmn-cepsepam «CermeHT-
B.» (tun «ConnectionEvent» — noka3sbiBaeT, 4TO COe€AMHEHME C YKa3aHHbIMXU B
danne KOHMUrypaumm 3/IeMeHTaMu npowso yCreLwHo). Heobxoanmo
YAOCTOBEPUTBCH, YTO COObITUS MOAKIIOYEHUS CYLLeCTBYIT A8 BCeX 3aAaHHbIX
3N1eMeHTOB (BCex npokcu-cepsepos u vCenter)!

BO3MOXHOI MPUYMHOI, MO KOTOPON COEAMHEHUE MOXET 6biTb He YCTaHOBMEHO,
ABNSIETCSA PAaCCUHXPOHU3UpPOBaHHOe BpeMs (nogpobHee cm. 3.4.1).

B panbHenweMm, ecnnm coeguvHeHuWe NOTepsiHo, creHepupyeTcs cobbiTMe C TUMNOM
«ConnectionEvent» n pesynbtaTtoM «Error».

Y XKypHan cobbITui
®aiin  Mamennte  @uaeTp  CTaTMCTHKE
& 0 40 X -
Bpema MonezosaTens Anpec KomnoHeHT Tun Pesynetat CooBlieHme
14102015 14:26 vceaviablocal vCenter vesa viab local ConnectionEvent  Success Connection with vCenter vesa vlab local was established
14.10.2015 14:26 152.168.1.250 HostSystem 152.168.1.250 ConnectionEvent  Success Cannection with Host System 152.168.1.250 was established

BHUMAHME! KoHdurypauuoHHbit dana  CUYMTbIBAETCS TOSIbKO MNpU  3anycke
cepsuca! Ecnm B npouecce pabotbl nameHunnucb IP-agpeca npokcm-cepsepoB (Mnum
MX KONM4YecTBO), HeobxoaAMMO nepe3anycTutb cepBuc (B Clydyae OTAENbHO
YCT@HOBJ/IEHHOrO0 cepBMca HeobXxoAMMO 3aMeHWUTb KOHMWUrypauuoHHbIM dann Ha
HOBbIN).

lpumeyaHune: B panbHeviwem a5 pabotsl yA06HO M0/1b30BaThbCsl uabTpamu. MOXXKHO 3arpyxatb
CylyecTByroLne GuaAbTpbl UM C€O34aBaTb U COXPaHAaTb CO6CTBEHHble. []/1 co3fhaHus GuabTpa
AOCTaTo4YHO repeTalnTb M3 S4YElKn caeBa 3HadyeHume B 006/1acTb ¢uabTpa v MOBTOPHO [10/1y4YnTh
CrMCOK COBLITUA.

) 3 nonyyaemM|noBIOPHOICObBITUAClySETOMIUNbTPal [-[=alx]
Gaiin eTp CratmcTika
ST 4 1. 3axUmaeM NeBYIo) KNaBULLY/ MbILLW
Bpema MNonezcEaTtens Anpec KomnoresT Tun PesyneTar Coof PyneTpel
VLAB\ABI 101110 UserloginSessionEvent | Success Ueer| -t W)
17.03.2015 20:15 ST-vCentervlab local vCenter ST-vCentervlab local ' ConnectionEw cess Connl |
17.03.201520:14 esd-1.viab local Host System esxi-1.vlablocal | ConnectionEvent Success
17.03.201520:14 esxi-2 viab local Host System esxi-2 vlab local | ConnectionEvent Success .2_1_'1:" epeﬁoq ,ﬂ E 31_-y Oﬁn_a_c'[b
17.03.201520:14 eaxi-3viab local HostSystem eaxi-3.vlab local | ConnectionEvert Success Connj
17.03.2015 19:58 |root st-abi-avivlablocal | HostSystem 10.1.1.101 PamS5H_Task Success Logiry
17.03.2015 19:58 | root st-abi-aviviablocal  HostSystem 10.1.1.102 Pam55H_Task Success Logiry
17.03.2015 19:58 | root st-abi-aviviablocal  HostSystem 10.1.1.103 Pam55H_Task Success Lougiry

Pabota c cepBMCOM perucTpauum cobbITUA BbIMOJHAETCS aAMUHUCTPATOPOM
6esonacHoctM wuHpopMaumm un 6onee noapobHo onucaHa B «PykoBoACTBe
aAMUHUCTPATOpPa» Ha KOMMJeKC.

lpumeyaHue: [lIpuynHbl BO3HUKAKOLWMX Hernoaagok B rpouecce paboTbl cepsuca pernucrpaumm
cobbiTnii  «CerMeHT-B.» BbIBOASATCS TakXe B CTaHAaApPTHYK YTWINTY [IpOCMOTpa CcobbiTuii
oniepaynoHHou cuctemni: Start -> Administrative tools -> Event Viewer.
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3.8.3.2. CepBUCHasa y4yeTHas 3anucb

CepBucHas y4deTHas 3anucb, npeaHasHadeHHas Asa 3anycka cepBuca
perncrpaunm cobblTun, fo/mkHa obnagaTtb cneayowmMmn npaBamu:

1)yyeTHasa 3anncb A0MKHA 6bITb JOMEHHOM B Cllydae UCMOJSIb30BaHUS peXxunma
nogkntouyeHmns «SSPI» (B cnydae yctaHoBkM Ha ogHoMm APM c vCenter gonyckaeTtcs
noKanbHasa y4yeTHas 3anucb), B Clly4Yae UCNosb3oBaHusa pexmnma «CredentialStore»
CepBMC 3anyCKaeTcs OT YY4eTHOM 3anucu «JlokanbHas cnyxba»;

2)Ha vCenter (B cnydae ero ucnonb3oBaHWA) M Ha ESXi-xoctax (B cnydae
standalone) pana pQaHHOM Yy4YeTHOW 3anucu Ao/MXKHbI 6bITb 3adaHbl ReadOnly
Permissions;

3)Ha APM, Ha kKoTopoM paboTaeT cepBUC perncrpaumm cobbiTui, ydyeTHas
3anncb, OT MMEHU KOTOPOM OH 3anycKaeTcs, Ao/HKHA obnagatb MOSIHbIMKU MpaBaMu
Ha nanky c ycrtaHoBneHHbIM MO «CermMeHT-B.»;

4)pekoMeHAyeTCsa 3anpeTuTb NIOKalbHbIN M yaaneHHbln Bxoa Ha (MK ans
CEPBUCHOM YYETHOW 3anucu.

3.9. HacTpoMka npaBun pasrpaHM4YeHus AOCTyna noJjib3oBarenemn

3.9.1. O6wume cBegeHunn

HacTtporika pasrpaHuyeHuss npaB A[OCTyNna K 3J/IEMEHTaM BUPTyasibHOM
MHMPACTPYKTYpPbl OCYLLECTBISAETCA MPU NMOMOLLUN YTUNUTbI YNPaBAeHUA KOMMIEKCOM
«Segment-V».

BHMMAHME! B «CermMeHT-B.» N0 yMOJI4YaHUIO BKJIKOYEHA MOJIMTMKA 3arnpeTa BXoAa
He3aperncTpupoBaHHbIM MNoJsib3oBaTensaM. BceM nonb3oBaTeniaM, CO34aHHbIM B
pamkax vCenter, HO He 3apermMcTpupoBaHHbIM B «CermMeHT-B.», 3anpewaeTca A0OCTyn
yepes vClient.

Mo yMmonuaHuto B MO 3aperncTpmpoBaH TONIbKO Mosib30oBaTeNb accord.

BHUMAHME! Tllepen Hauyanom npoueaypbl HACTpPOMKM MNpaBuil  pasrpaHUYeHuns
AoCcTyna HeobxoaMMO MOMECTUTb MOJIYYEHHbINM Npu 3akase dann nuueHsun license-
v.lic B nanky c yctaHossfieHHbIM MO «CermeHT-B.» (nogpobHee cM. pasgen 5).

Ana Havana npoueaypbl HACTPOWMKWM pasrpaHWYeHnss ocTyna cneayeTr Ha
paboueM ctone APM ABW 3anyctuTtb yTuanty «Segment-V.» (y yyeTHOM 3anucu
ABW, OoT MMeHMn KOTOpoOW 3anyckaeTcs YyTWUAuTa, AO/KHbl 6blTb NMpaBa Ha 3anucb B
rnanky c yctaHossieHHbIM 1O ynpasneHus.

B nosasuBLuEMCH OKHe yxe byaeT 3anonHeHo none «Cepsep», coaepxatlee IP-
aagpec vCenter, c koTopbiM 6yaeT npoucxoamTb pabota. HeobxogmMo 3anofIHUTb
napameTpbl y4eTHoM 3anmcn ABU, n HaxkxaTb KHOMNKY <Bxoa>.
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1) Bxoa NoONb30OBATENA -

Cepeep: 10.1.1.253

Mrap nonesoeatens: || |

Mapone: | |

[ | Menonssosats AaHHEIS TEKYLLER CECCMA

PucyHok 44 - AsTopu3sauua ABU

Mpu 3anycke yTUAUTblI aBTOMATUMUYECKM MPOUCXOAMUT MOAKIOUYEHME KO BCEM
no6aBfieHHbIM NMPOKCU-CEPBEPAM.

Ecnn noakntoyeHne no KakumM-nnbo nNpuyMHaM He yaanocb, 3ajaya
«MogkntoyeHne K cepsepy» byaer 3aBepuweHa C coctossHmeM «Owwubka». Ecnum
NOAK/KOYEHNE MNpOWO YCNewHo, HO BblbpaHHbIM pexum paboTbl cepBepa He
ABNseTCa  peKkoMeHAayeMbiM, 3agadva bygeTr  3aBepwleHa € COCTOSIHMEM
«lMpepgynpexaeHne». Ecnn xe nogknw4veHne K MNpPOKCcu-cepsepy € 6e30nacHbIM
pPeXUMOM paboTbl 6bINO 3aBeplEHO YCNewWwHO, 3ajada 3aBepluTCcs C COCTOSAHWEM
«3aBepLUEHO>».

CepBep, K KOTOpOMY OTHOCUTCA 3apdad4a NnoAKMNKYEHUA, YKa3aH B ONMMCaHUU
AAHHOM 3a4au4u.
lNpumeyarHune! MHopmaymno o gobaBrieHun Nnpokcu-cepeepa cM. B rn. 3.8.1, atan 2.
lpumeyaHune! MHGopmauymno o 6e3zonacHom pexxume paboTbl MPoOKcu-cepBepa cM. B . 3.9.4.

[lanee Ha 3KpaH BbIBOAUTCSA rMaBHOE OKHO YTU/IUTbI YNpaBnleHUs KOMMNEKCOM
(pucyHok 45).
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fr CermeHT-B. == -

®ain  Tpynner  [Nonesoeatenw  Hactpodka  [pokcw-cepeepa [Momows

R RIS

%

R
Wngpactpykrypa

BupTyankHeie MawmHe!

BpTyansHbIE
WaGnoHe!
HocTel
HpaHunvwa
Cema
MNonesosaTenm
MNpokcu-cepsepa
Tpynine

3agaun a

Mima CocToHue Onncanve

MoaknioyeHe K cepeepy 3aBeplueHo MNopkniouerue k cepsepy 192.168.1.250

PucyHok 45 - TnaBHOe OKHO YTUJ/IUTbI yrNpaBJ/iIeHUAl KOMIJIEKCOM

[[NaBHOE OKHO COAEPXUT Ccrefytolme KHOMKM Ha NMaHesnmn 3agav:

— <Ha3HauynTb MeTKM> — Ha3HayeHune MeToK 6e30NacHOCTM MNoJib30BaTesNlIaM U
obbekTaM BUPTyasibHON MHMPACTPYKTYpPbI;

— <HacTpouTb ypoBHU> — CO34aHNE, UBMEHEHUe, yAalieHne YPOBHEN A0CTyna
(nepapxuyeckmx MeTok 6e3onacHocTun);

— <HacTpouTb KaTeropum> — cO3AaHWe, U3MEeHeHWe, yAalieHue KaTeropui
Aoctyna (Hemepapxmyeckmx MeTok 6e30nacHoOCTH);

- <Jobasutb rpynny> — co3aaHwune rpynn 06beKTOB AN Ha3Ha4vyeHus UM
OANHAKOBbIX METOK,

— <Ypanutb rpynny> - yaaneHue rpynnsbi;

— <[fobasutb B rpynny> - pgobaBneHne  06beKTOB  BUPTyasibHOM
nHppacTpyktypbl (BM, nonb3oBatenn, CceTU, XOCTbl, XpaHWAULLA,
LWabNoHbI);

— <[lo6aBuTb Nonb3oBaTensa> — co3gaHue nonb3oBaTens;

— <YpanuTb Nonb3oBaTena> - yaajieHne nosb3oBaTens;

— <Onepauumn> - HaCTpoMKa onepaumi, paspeLleHHbIX NOMb30BaTeNIO;
— <[obaBnTb cepBep> - co34aHMe NPOKCU-CepBEpPa;
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<Ypanutb cepBep> — yaasieHne rnpokKcu-cepsepa;
<MoaKNI4YNTb> — NOAK/IIOYEHMNE NPOKCU-CEPBEPA;
<HacTtponka> - Bbl6op pexnma paboTbl MPOKCU-CEPBEPOB.

B pasgene <WHdpacTpykTypa> oTobpa)aloTcs BCe AOCTYMHbIE AN U3MEHEHUS
N HACTPOWMKW 3/IEMEHTbI BUPTYasbHOM cUCTEMbI. K HUM OTHOCSTCS:

BUPTYasibHble MaLUWNHBbI;
WabnoHbI;

XOCTbl;

XpaHunmua;

cetu (rpynnbl NOPTOB W pacnpeaesieHHble rpynnbl NOpTOB);
noJib30BaTeNN;
npokcu-cepeepsbl (cepBepbl 6€30NacHOCTN);

rpynnbl.

ns anemMeHToB MHMPACTPYKTYpbl NpeayCcMOTpeHbl MHAMKATOPbI COCTOSIHUN:
1. ina BupTyasibHbIX MaLUUH:

— 3eJlIeHbl MapkKep — Ha3HayeHWe MeToK paspelleHo, BM BbikIO4EHa;
— KpacCHbIW Mapkep — Ha3HayeHue MeToK BM paspeweHo, BM BknoyeHa;

— JKenTblh Mapkep — Ha3HayeHue MeTok BM paspeweHo, BM B COCTOSAHUMU
«Suspend»;

- uMma BM oTMeyeHo cepbiM - BM yaaneHa wWnM KOHBEpPTUpOBaHa B
lWwabrioH;

- Mg BM oOTMe4YeHO KpacHbIM — HeAoCTaToO4yHO WHdopMmauun o BM
(Hanpumep, BM HaxoanTca B 0O4HOM U3 cTtaTycoB orphaned, inaccessable,
unknown, disconnected).

2. Ona wabnoHos:

3.

— 3eflIeHbll MapKep — Ha3Ha4YeHne MeTOK pa3peLleHo;

— MMs OTMeYeHOo cepbiM — WabnoH yaaneH uamn KoHeepTMpoBaH B BM;
Ana XO0CTOB, XpaHWU/INLY U CEeTEeMn:

— BCerga 3efeHbln MapKkep;

— MMs OTMEYEHO cepbiM — 0O6bEKT yAaneH;

— WMS OTMEYEeHO KpacCHbIM — HeAoCTaTouHO uHdopMauunm o6 obbekTe
(HanpuMep, HaxoauTCa B OAHOM M3 cTaTycoB orphaned, inaccessable,
unknown, disconnected).

4. Ana nonb3o0BaTeNnen:

— BCerga 3efieHbl Mapkep.

5. Ana cepBepoB 6e3onacHOCTU (NMPOKCU-CepBEPOB):

— 3e/leHblii MapKep — COeANHEHWNE C CEPBEPOM YCTAHOBJ/IEHO;
— KpacHbIi Mapkep — coeiMHEHME C CEPBEPOM He YCTaHOBJIEHO.
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B cnyuyae ecnu BM, wabnoH, xpaHunuuie, ceTb UK XOCT 6blIN yaaneHbl, OHU
noMeYalTCa cepbiM LBETOM KaK HeakTuBHble. [lpu cnegywouwem skatodeHun MO
ynpassieHNs OHU yxe He byayT oTobpaxaTbCs B CUCKe.

3.9.2. Ao6aBneHune nonb3oBarenen

BHUMAHME! T10 «CermeHT-B.» He co3paeTr CcBOMX nNofib3oBaTenem B
MHdpacTpykType VMware, a TO/NIbKO pa3peluaeT/3anpeLwaeT 40CTyn Nosib30BaTeNsM,
yXe co3gaHHbIM B paMkax VMware.

Mo ymonyaHumio B [0 «CermeHT-B.» pobaBneH nonb3oBaTenb <«accord»
(cooTBeTCTBYET MNO/b30OBaTeNt0 «accord», CO34aHHOMY paHee B MHMpaCTpyKType
VMware, - c¢cM. 3.3, n.3), OT VY4YeTHOM 3anucm KOTOpPOro npou3BoAUTCS
nepsoHayvasibHas HaCTpoOKMKa OCTasibHbIX MNOJIb30BaTENEN.

BHWUMAHME! locne BbiNnoNHeHUA npoueaypbl 4o06aBNeHna nonb3oBaTeNen yUYeTHYIo
3anuncb accord pekoMeHAyeTCsa yaanuTb.

[o6aBnTb Nonb3oBaTenss MOXHO ABYyMs cnocobamu:
1)no6aBnTb NOMb30BATENS BPYUHYIO;

2)3arpy3uTb NoNb30BaTeNEN U3 AOMEHA.

Hanee paccMmoTpeHbl 06a cnyyas.

3.9.2.1. [lobaBneHmne nonb3oBaTens BPYy4HYHO

Ana pydHoro pobaeneHuns nonb3osatend B 10 «CermeHT-B.» cneagyer B
rMaBHOM OKHe TnMporpaMMbl HaxaTb KHOMKy <J[obaBuTb nosib3oBaTens>
(pucyHokK 46) nnu BbibpaTb NYHKT MeHto «lMonb3oBaTenn» -> «Co3aaTb».

(i CermeHT-B.

®aiin  Tpynnel  [Nonesceatenn  Hacrpoiika  [Npokcow-

o | P
U“&;i [‘5 |‘1

pa [Momowe

A YA X

|,I'IEF-3LI,HI-1

e r

i
1 JoGaBnTe NoNB30EATENA

¥poBeHe GesonacHoCTH: He HazHaueH

Kateropim GesonacHocTi:

PucyHok 46 - KHonka <[lo6aBuTb nonb3oBarens>

B paspene «[llonb3oBaTenu» WHMPACTPYKTypbl MNOSABUTCA NOJSb30BaTesib
«user». HaxaB NoO HeMy MNpaBOW KHOMKOW MbIlWK M BblbpaB MYHKT KOHTEKCTHOro
MeHl0 <PepakTupoBaTb> (pUCYHOK 47), cnegyeT M3MEHUTb A1 HEero napameTpbl
y4yeTHOM 3anucu.
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(i CermeHT-B.

®aiin  Tpynner  MNonezoeatenn  Hactpodka  [MNpokcw-cepeepa Momows

® y
M- A

O 2 BB X

Wudppactpykrypa - s OBLee PazpelieHHble onepaumm
MNonezosaTenm v
i@ accord YpoBeHe GesonacHoCTI: He HazHaueH
e i
| PegakTipoBate KaTeropun GesonacHocTy:
I Vpanute

["] Onepaupan

(] Haznaumts metkm

PucyHok 47 - PegakTupoBaHue nNnapaMeTpoB YUYETHOM 3anucu noJsib3oBaTtens

B nosasumBlIEMCS panee OKHe cneayeT U3MEeHUTb WMMS YYeTHOM 3arnucu Ha
cooTBeTCTBYlOWEe pobasnsemomy nonb3oBatento VMware vSphere. Ecnu
nobapnsiemMas yyeTHas 3anncb SBNSETCS AOMEHHOW, cneayeT TakXe YykKasaTb
NetBIOS nma gomeHa B nose «[JomMeH».

MIMA nonb3oBaTens AO/KHO COAEpXaTb HE MEHEE TPexX CMMBOMOB (KUpuMua
noaaepXuBaeTcs, pernctp 6ykB He MMeEeT 3HaYeHUs).

Mocne 3anofsiHeHUA HeobxoAMMbIX AaHHbIX cregyeT HaXaTb  KHOMKY
<MpuMeHnTb> (PUCYHOK 48).

G PepakTMpoBatve -
Mrmn: |a~.ri| |
Oorae: |\.fla|:| |

PucyHok 48 - OKHO pefaKTMpPOBaHMUs NapaMeTpPoOB yUYeTHOW 3an1ucu nosib3oBartens

3.9.2.2. NMnopT nonb3oBaTtesnien n3 goMeHa

Ansa BbINO/IHEHUA Mpoueaypbl MMAOPTa NoJSib30BaTeNen U3 AOMeHa cnefyeT B
rMaBHOM OKHe YTUAWUTbl YyrnpaBfieHMe KOMMAEeKCOM BbibpaTb MNYHKT MeHto
«lMonb3oBatenn» —> <«Wmnopt wn3 AD...». B nogaBuBwEeMCAa OKHe «3arpyska
nonb3oBatenen» (pucyHok 49) Heobxoammo ykasaTb NetBIOS mmsa pgomeHa (4o
nepBor TOUYKKN), N3 KOTOPOro naaHmpyetcs obaBuUTb NoNb30BaTeNen.
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(i Jarpyska nonb3osaTtene -

Oomen: |\.rlal:|| |

PucyHok 49 - OKHO «3arpyska nosb3oBaTenen»

Mo HaxaTmn KHOMKM <[MpUMEHWUTb> Ha 3KpaH BbIBOAUTCS OKHO <«UMnopT
nonb3oBatenen» (pucyHok 50), B n1eBOM cCnmMcke KOTOpPOro oTobpa)katTcs Bce
nonb3oBaTenn AOMeHa.

Ana Toro 4tobbl MMNOpTMpPOBaTb MOSib30BaTeNnenm U3 [AOMEHa, chieayet
BblAE/INTb B SIEBOM CMUCKE BCEX HEOBXOAMMbIX Mosb30OBaTeNnem M NoOMecTUTb UX B
npasbli CMMUCOK, HaXaB KHOMKY <+> (NoAAepXWBAeTCA MHOXECTBEHHOE BblaeneHne
C ucnonb3oBaHmeMm knasmw <Ctrl> nnm <Shift>). Nocne Toro Kak npasbin CAMCOK
6yaeT OKOHYaTesibHO CQOpMMpPOBaH, CcneayeT HaxaTb KHOMNKy <[IpUMeHUTb>
(pucyHok 50).

(4 HMmMnopt nonbsoeatenei -

VLAB"ahi WLAB administratar
VLAB"avi

V0LAR \av-service

V0LAB guest
VLAB kerbtgt

O

CmMeHUTE | | MpumeHiaTe

PucyHok 50 - UMnopT nonb3oBaTeneu

BHUMAHME! NmnopT nonb3oBaTtenen n3 AD BO3MOXeEH TONbKO B TOM C/yyae, ecnu
yTunuta «Segment-V.» 3anyuieHa oT UMEHM AOMEHHOro nosb3osaTtend. Kpome Toro,
AAHHbIN Monb30BaTeNb AOo/MXeH obnagaTte NpaBaMy agMWMHUCTpPaATopa Ha nanky cC
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yCTaHoBneHHbIM MO ynpaBneHms komnnekcom (no ymondanuto: C:\Program Files
(x86)\OKB SAPR\Segment-V).

Ecnn Tpebyetca ypanutb nonb3oBatena u3 O «CermeHT-B.», cneayet B
rMaBHOM OKHe YTWUAUTblI YyMNpaB/ieHUA KOMIMJIEKCOM BblAE/INTbL €ero B Crucke
nonb3oBaTenien, a 3aTeM HaXaTb KHOMKYy <YAanuTb Mosib30BaTensa> Ha naHenu
3aga4y (unum BblbpaTb NYHKT MeHt «[llonb3oBatenmn» -> «Yganutb», Unu, WeNKHYB no
NOSb30BaTENIO MNpPaBOM KHOMKOM MbiK, Bbi6paTb MYHKT KOHTEKCTHONO MEHK
«Ypanutb»).

BHUMAHME! YpaneHune Bcex nonb3oBatenem m3 O «CermMeHT-B.» NONHOCTbIO
3ab0kMpyeT BXo4 B BMPTyanbHYHO MHMPaACTPYyKTYypy U3 BHewHen cetn n B camo O
«CermeHT-B.»! ECnn 370 npowusowsio, Heobxoaumo nepeco3natb 6a3sy AaHHbIX
«CermeHT-B.» Ha APM ABW npokcu-cepepe. [nd 3TOro0 Ha KIMEHTe cnepyet
Bbi3BaTb M3 nankum ¢ MO ytunuty Repair.exe c napametpom -db, Ha cepBepe
6e3onacHoCcTM 3anyctuTb W3 nanku /Jetc/accord-v ytunuty accordguard c
napameTpoMm -n. [aHHOe JAencTBMe BOCCTAHOBUT HACTPOWMKKM MO YMOJIYAHUIO
(nonb3oBaTensa «accord»), oA4HaKO yaanuT Ha3HayeHHble NoAUTUKKM 6e30nacHoOCTU U
CO34aHHble METKMU.

3.9.3. HacTtpoka MeTok 6e30nacHOCTH

[aHHaa Bepcua «CermeHT-B.» nos3BonsieT co3gaBaTb M paboTaTb C
nepapxmyeckmumm (YpoBHSIMU) U HEMEPAPXUYECKUMN METKAMWN (KaTEropusMun).

Pa3peweHo co3paHuve 64 pas3finyHbiX YpPOBHENW wuepapxum (Npu co34aHUmn
nepapxmyeckom MeTKn 3agaeTcs ero UM 1 ypoBeHb: oT 1 f0 64) n HeorpaHU4eHHoe
KOIMYeCTBO KaTeropmn (ANs KOTOpbIX 3a4aeTCs UMS U LBET).

3.9.3.1. HacTponka ypoBHeWN

BHUMAHME! XoTs 6bl 04UH ypoBeHb 0643aTenbHO A0J1XKeH 6bITb CO34aH.

[Jaxe ecnn Anga pasrpaHMyeHusa [OCTyna He npeanosiaraetcsd MUCnosib3oBaHue
nepapxmyecknx MeTOK, HYXXHO Co34aTb OAMH YpoBeHb (C N6bIM «MNopAaKOM») KU
Ha3Ha4YUTb ero BceM obbekTaM BUPTYyaslbHON MHMPACTPYKTYpbl.

Ana Toro 4tobbl co3daTb YypoOBeHb, CneAyeT B rlaBHOM OKHe MporpaMmsl
HaXkxaTb KHOMKY <HacTpouTb YpoBHWU> (pUCYHOK 51) (Mnun Bbi6paTb MYHKT MEHI0
«HacTponka» -> «YpOBHMU...») U B MOSABUBLLUEMCSH OKHE Ha)aTb KHOMKY <[JobaButb>
(pucyHok 52).

(i CermeHT-B.

Dain rp}Wn Hactpoiika [pokcw-cepeepa  [Momowe
O S |% al %

3 | L] LEH‘ L_"— t*;

E~R
PucyHok 51 - KHonka <HacTtpouTb ypOBHN>

[
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(i YpoBHKM AocTyna M
MR ¥poBeHs Onucanue Nofaeuts

PucyHok 52 - YpoBHM fiOCTYyna

B nossmBleMca Aanee okHe (puUcyHoK 53) cneayeT 3aaaTb UMS YPOBHS, €ro
YPOBEHb MEpapxum n, onunoHanbHO, onnucaHue (KMpuinuua noanepXXmBaeTcs).

(ir  HacTpoiika ypoeHAa gocTyna \;‘i-

YpoBeHe
Wms: |AllCbjects| |
YpoBeHb Mepapman:

Cnucanwe

QK | | OmagHa

PucyHok 53 - HacTpoiika ypoBHA gocTyna

BHUMAHME! Co3gaHne YypOBHEW C OAMHAKOBbIMM WMEHaMW W/UAN  YPOBHSAMU
nepapxmm 3anpeLleHo.

Ecnn TpebyeTca M3MEHUTb NapaMeTpbl YPOBHS, crenyeT B OKHe <«YPOBHMU
aoctyna» (pucyHok 54) BbibpaTb M3 CAMCKA COOTBETCTBYIOLUMA 3N1E€MEHT U HaXxaTb
KHOMKY <W3MeHWTb>. B nosBuMBLUEMCH Aafiee OKHe «HacTpomka ypOBHS AOCTyna»
(pucyHok 53) nona <«Uma», <«YpoBeHb wuepapxum»> U <«OnucaHme» 6yayT
3aroJIHEHbl TEKYLUMMWN 3HAUYEHMUSIMN D1EMEHTA.
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(i YpoBHKM AocTyna M
MR ¥poBeHs Onucanue Nofaeuts
|
1| —

i

HMameruts

PucyHok 54 - YpoBHMU gocTtyna

BHUMAHME! [lpyn wn3MEHEeHUM YPOBHA WepapxXum MeTKU U3MEHSAETCA YpOBEHb
KOH(UAEHUMANbHOCTN 06bEKTOB M YpOBEHb A0CTyna noJsib30oBaTesiel, KOTOPbIM
AaHHas MeTka 6bl1a HasHayeHa. DTO MOXeT MPUBECTU K HapyLIeHUMI MNOJUTUKMK
6e3onacHocTu.

Ecnn TpebyeTtca yaanutb YpOBEHb, CneayeT B OKHE <«YpPOBHM AOCTyna»
(pucyHok 54) BbibpaTb M3 CnMCKa COOTBETCTBYHOLIMIA 31EMEHT M HaXaTb KHOMKY
<Ypanutb>.

BHUMAHME! llocne ypaneHuns MeTKM ypoBeHb KOH(MUAEHUMaNbHOCTU OOBHLEKTOB U
YPOBEHb A0CTyna nosb3oBaTesien, KOTOpbIM AaHHAa MeTka 6blna Ha3HadeHa, bypert
OTCYTCTBOBaTb. DTO MOXET NPUBECTU K HAPYLUEHUIO NONAUTMKKM 6e30MacHOCTH.

3.9.3.2. HacTponka kateropumn

Ona Toro 4ytobbl Co34aThb KAaTeropuio, cneayetr B r1aBHOM OKHE MNpOrpaMmbl
HaXxaTb KHOMNKY <HacTtpouTb kateropumn> (pucyHok 55) unm BbiGpaTb MYHKT MEHIO
«HacTtponka» -> <«KaTteropuu...» ” B MNOSIBMBLUEMCSH OKHE HaxaTb KHOMKY
<[0o6aBnTb> (pUCYHOK 56).

Ty CermeHT-B.

M

Dain  pynne atenn  Hactpoiika [pokcw-cepeepa  [Momowe
— & =) [-_7' I " X
A il . C
AN RI-EIE T %

PucyHok 55 - KHonka <HacTtpouTb kateropuun>

Yo Lan
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(i Kateropuw aoctyna M
MR LUeer Onucanwe Nofaeuts

PucyHok 56 - KaTteropum gocrtyna

B nosiBuBleMcsa aanee okHe (pUCYHOK 57) cnepyer 3agaTb MMS KaTeropuu, ee
UBET U, ONUMOHaNbHO, onucaHue (KMpuaauua nogaep>xxmBaeTcs).

(it HacTpoiika kateropwii goctyna \;‘i-

KaTteropua

Hran: | Service |

LeeT kaTeropm: .

Cnucanwe

Ohbjects to manage vitual infrastructure |

QK | | OmagHa

PucyHok 57 - HacTtpoiika kaTteropuii gocryna

BHUMAHME! Co3paHne kKaTeropum C OAWMHAKOBLIMM WMMEHaMW W/ UBETamMu
3anpeLeHo.

Ecnn TpebyeTca wu3MeHUTb nNapaMeTpbl KaTteropum, B OKHe «KaTeropum
aoctyna» (pucyHok 58) cnepyet BblbpaTb M3 CNUCKA COOTBETCTBYHOLWMNA SNEMEHT U
HaXaTb KHOMKY <W3MeHUTbL>. B nosBuBlIEMCA fanee OKHe «HacTponka kateropum
aoctyna» (pucyHok 57) nona «Wma», «LBet» mn «OnucaHne» 6yayT 3anoSIHEHbI
TeKYyLWMMM 3HAYEHUAMN SNEMEHTA.
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BHUMAHME! lNepenMeHOBaHMe CTaHAAPTHbIX NOpTrpynn (He pacnpeaesieHHbIX) BO
BPEMS U Mocse HaCTPOMKN MONNTMK 6e30NacHOCTN MPUBOAUT K NOTEPE HAa3HAYEHHbIX
ANA JaHHOW ceTu MeTokK!

(i KaTeropmu aoctyna M

MR LUeer Onucanwe NoGaeute

o —

Mameruts

i

PucyHok 58 - Kateropuu gocrtyna

Ecnn TtpebyeTca ypanuTb Kateropuio, cneayet B okHe «KaTeropum poctyna»
(pucyHok 58) BbibpaTb M3 CnMCKa COOTBETCTBYHOLWMM 3/1E€MEHT U HaxaTb KHOMKY
<Ypanutb>.

BHUMAHME! [llocne ypaneHusa KaTeropum M3 CnuUcka KaTeropun, y o06beKkToB u
nonb3oBaTenen, KOTOpbIM AaHHasa MeTka ©6bina Ha3HadeHa, 6yaetr yaaneHa
COOTBETCTBYHOWAA KaTeropmga. 3TO MOXET TMpuMBECTU K HapyLWeHUo MNONNTUKHK
6e3onacHoCTH.

3.9.4. Ha3zHauyeHune nonmMTukKk 6e30nacHoOCTM

3.9.4.1. Obwue cBeageHus

Pabota u4epe3 vClient noapasymeBaeT B KayecTBe [AEUCTBUMA oOMnepauuu,
KOTOpble MOryT 3aTparumBaTb OAUH WIN HECKONbKO o0bbekToB AocTyna. ObbekTammu
aoctyna B MO «CermeHT-B.» aBnstoTca xocTbl, BM, wabnoHbl, cetn (rpynnbl NopToB,
pacnpegeneHHble rpynnbl NOPTOB) M XpaHunuwa. [puMmepamn onepaumm MOryT
CNYXUTb: BKo4YeHne BM, murpaums BM co cMeHOM XOCTa W/wnn XpaHunuuwia,
rnepeMmMeHoBaHWe U Tak ganee.

Bce nencrens, C TOUKM 3peHUS UX pa3pelleHns Uau 3anpeTta Ha UCMOSIHEHMe
nosib3oBaTesieM, MOXHO pas3AesiuTb Ha TPU KaTeropuu:

— pasrpaHM4YnBaEeMble;
— BCeraa pa3spelleHHble;
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— BcCeraa 3anpeuweHHbIE.

n3 pa3rpaHn4mBaemMbIX OENCTBUN AN KaXXAoro rnosib3oBaTens co3aaeTcs CBOM
CMMNCOK pa3peLlEHHbIX onepau,mﬁ noJsib30BaTeNiA.
lpyumMeyaHue: CrncoK pa3rpaHnynBaeMbIX AEUCTBUE MOIb30BAaTEISl CM. B MMyHKTE 3.9.4.4.

PeweHne o paspeweHnn wuam 3anpete Ha WCMOJSIHEHME pasrpaHUYnMBaEMbIX
AENCTBMN NPUHMMAETCA Ha OCHOBE CrMCKa pa3pelleHHbIX MoJsib30BaTesio onepaunm
(cM. 3.9.4.4) n Ha OCHOBE METOK, Ha3Ha4YeHHbIX MOoSb30BaTeNl0 U BCEM ObObeKTam
AOCTyna, y4yacTeywwum B onepaumm (cM. 3.9.4.3). Kpome TOro, CBoe BJIUSIHUNE
OKa3blBaeT TaKXXe NosInTuKa npokcu-cepsepa (cM. 3.9.4.2).

HacTpoiku npokcu-cepsepa No3BOASAIOT 3a4aTb pas/iMuHble BAapuaHTbl paboThl:

1)Pa6oTa c He3aperMcrpupoBaHHbIMM 06bekTaMU. BO3MOXHbIE 3HaYEHMUS
napameTpa: «3anpeweHo», «PaspeweHo>.

Mpu 3anpete Ha paboTy C He3aperncTpMpoBaHHbIMU 06beKTaMu N6oMy
nonb3oBaTesnto 6yaAyT 3anpeleHbl BCe pa3rpaHMyYMBaeEMble AelcTBus (BHe
3aBMCMMOCTM OT CMWUCKA pa3pelleHHbIX Ornepaunii nonb3oBaTens) Haa
06beKTaMn, KOTOPbIM HE Ha3HAUEH YPOBEHb.

MNpu 3HayeHuM napameTpa «Pa3peweHo» nwb6OMy Mofb3oBaTeNto 6yayT
paspeLleHbl BCe pasrpaHNYnNBaAEMbIE NleNCTBUS Hag,
HEe3aperMcTpUpoOBaHHbIMKU 06BbEKTAMM.

2)MArkmm  pexxuMm. Bo3MOXHble 3HayeHuss napaMeTpa: «Bknwouen»,
«BbikntoueH».

Ecnn mMarkmm pexxuMm BKKOYEH, TO BCEM MOJSIb30BATENAM pa3peLuatoTca Bce
onepauun Hag nbbiIMn obbekTamMu; Npu 3TOM AaHHbIE O COBEpLUEHHbIX
AEeNCTBMAX CoObnpatoTca cepBUCOM permcrTpaumm cobbiTun.

3)MpoBepka YypOBHA ceccun. Bo3MoxHble 3HavyeHns napameTpa:
«BkntoueHa», «BblkntoueHa».

Ecnu npoBepka YpOBHSI CECCUM BKJ/IOYEHA, paspelleHbl 6yayT Nullb Te
onepauun, B KOTOPbIX Y4acTBYIOT 06bEKTbI OHOIM0 YPOBHS AOCTYnNa.

BHUMAHME! [laxe ecnu npoeBepKka YpOBHS CECCUU BbIK/IKOYEHaA, ANd pa3peleHus
BbINO/THEHNS Onepaunun ypoBeHb MoJsib3oBaTens Ao/kKeH 6biTb 6onblwe unuM paBeH
YPOBHIO 06bekTa/06bEKTOB.

4)MpoBepka KaTeropmMm ceccuu. Bo3MOXHble 3HA4YeHMs napameTpa:
«BkntoueHa», «BblkntoueHa».
Ecnn npoBepka KaTeropum ceccum BKJOUYEHa, pa3spelleHbl 6yayT nuuwb Te

onepaumMn, B KOTOPbIX Y4YacCTBYHT 06bEKTbl, MNepecevyeHne MHOXECTB
KaTeropuii KoTopbIX He MycTo.

BHUMAHME! [laxe eciu npoBepka KaTeropum ceccuum BbIKAKOYeHa, Ans
pa3peLleHns BbINOSIHEHNSA ONepaununm MHOXECTBO KaTeropum o6bekToB A0/IKHO ObiTb
NOAMHOXECTBOM MHOXeCTBa KaTeropuim nonb3oBaTtesns.

PekomMeHayeMbIM pexnMoM paboTbl MPOKCU-CepBepa CYUTAETCs: 3anpeT Ha
paboTy C He3aperncTtpupoBaHHbIMKM O6BEKTAMU, OTKAKOYEHHbIA MSAFKUA PEXUM WU
BK/IIOUYEHHbIE MPOBEPKW YPOBHS U KaTeropmin ceccmn. Takmm obpa3oM, B pamKax
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«CermeHT-B.» peanusoBaHa nonumtuka 6e30nacHOCTM, npeaycMaTpuBatowas
cneaytowme npasuna (MArkMm pexunm oTKOYEH):

1)Ecnun nonb3oBaTtenb He 3apeructpmpoBaH B 10 «CermeHT-B.», goctyn emy
3anpeujaercs.

2)Ecnn o6bekT He 3apernctpmpoBaH W paboTa C He3aperncTrpMpoBaHHbIMU
obbekTamu 3anpelieHa, AOCTyn 3anpeulaeTcs.

3)Ecnun YPOBEHb flocTyna Nnonb30BaTeNs MEHbLLEe YPOBHS
KOH(MAEHUNANBHOCTU XOTS 6bl OAHOro M3 O6bLEKTOB, YYacCTBYHLMX B Ornepauuu,
AOCTYyN 3anpeuwjaeTcs.

4)Ecnn cyuwecTtByeT XoTa 6bl ogHa KaTeropuss ob6bekTa, Yy4acTBYHOLWEro B
onepauuun, KoTopas He Ha3Ha4vyeHa Noab30BaTesNio, AOCTYN 3anpeLliaeTcs.

5)Ecnn ypoBeHb XOTa 6bl oAgHOro obbekTa OT/MYEH OT YPOBHS APYrMX
06beKkTOB, Yy4yacTBYKWOLWMUX B Onepaumm, M BK/OYEHA MNpOBepKa YPOBHS Ceccuu,
AOCTYnN 3anpeLjaeTcs.

6)Ecnn nepeceyeHme MHOXeECTB KaTeropmm o06beKTOB, Yy4dacTBYKOLKMX B
AENCTBMUM, NYCTO M BK/IlOYEHA NMpOBeEpKa KaTeropuin ceccmy, AOCTynN 3anpeLliaeTcs.

7)Ecnn paHHas onepauusi He BXOAUT B CMMCOK pa3pelleHHbIX MOoSb30BaTesto,
AOCTYyn 3anpeljaercs.

8)Ecnn paHHasa onepauums HaxoAUTCs B CNMCKe Bceraa 3anpelweHHbIX
AENCTBMI, AOCTYN 3anpeujaeTcs.

9)B ocTanbHbIX Cy4yasiX AOCTyn pa3pellaeTcs.

BHMMAHME! 3anper wnmM paspelweHme Ha A0CTyn 3aBUCUT OT O06BLEKTOB,
y4yacTBYHOLWMX B onepaunmm, U HeBepHOe npeacTtaBieHMe O TOM, Kakme o06bekTbl
BOBJIEYEHblI B oOMepauuo, MOXET MNpPMBECTU K HEBEPHOMY MOCTPOEHUID CUCTEMBDI
BMPTYanbHOW MHPPACTPYKTYpPbl C NnoMowbto «CerMeHT-B.».

3.9.4.2. HacTponka nonmMTmkn Npokcu-cepeepa

Ans Toro 4to6bl BbIMO/IHUTL HACTPOMUKY MOJIMTUKN NMPOKCU-CepBepa, CleayeT B
rMaBHOM OKHe YTUNUTbl ynpaBfieHUs HaXaTb KHOMKY <HacTtponka> (pucyHok 59)
(nnun BbIGpaTb NYHKT MeHIo «[Mpokcn-cepeepa» -> «HacTponka...»).

G CermeHT-B.

®ain  Tpynner  lNonesceatenn  Hacrpoiika  [pokow-c
o . |® Fe
2 L@ o

PucyHok 59 - KHonka <Hacrtpouka>

MNomowe
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OTKpoeTCcs OKHO <«HacTponka» CO CMNUCKOM BCeX MNOAKMOYEHHbIX MNPOKCU-
CepBepoOB M yKasaHueM uX cTaTyca u pexmmoB paboTbl. M3 BbiNnagatoLwero crnMcka B
COOTBETCTBYHOLWMX cTonbuax cneayet BblbpaTb HYXHble 3HadeHUs NapaMeTpoB
NPOKCM-cepBepa M HaxaTb KHOMKY <[puUMeHUTbL> (pUcyHok 60).
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Hactpo#ka -
MoanuTAKIk NpoKCKU-CEpEEP0E
Mran Cratyc Ezsﬁaum ; M i L npDBEPK?ﬁ
¥ pErUCTROEaHHBIMM ATKAR PEXIAM o oo KETETOPM
ofbEKTaMM CECCHA
152.168.1.250 MopknioueH | 3anpelleHo * | BeiknioyeH * | BrnioyeHa * | BrnioueHa -
[prrMeHTE | | CmaeHa

PucyHok 60 - HacTpoiika NnosIMTUK NPOKCU-cepBepa

BHUMAHME! [Ins KoppeKTHOM paboTbl B pexXuMe OTKa30yCTOMUYMBOCTM MNPOKCU-
cepBepbl A0KHbI UMETb OAMHAKOBbIE HACTPOMKU NOSIUTUKMU.

3.9.4.3. HacTponka mMeTok

Ons Toro 4tobbl Ha3zHauYUMTb NONUTMKM Ge30nacHOCTM BblIOpaHHOMY B CMUCKe
0bbeKkTy AocTyna, cneayeTr B raBHOM OKHE YTWUAUTbl yNpaBfieHUs Ha)aTb KHOMKY
<Ha3HauuTb MeTKn> (pUCYHOK 61), B MosABUBLUEMCA Jajiee OKHe (PUCYHOK 62)
BblbpaTb HeO6X0AMMbIM YpOBEeHb WM KaTeropum Ku3 CNuUcKa CO3AaHHbIX M HaXaTb
<OK>.

i CermeHT-B.

Mraiin Monesceatenn  Hactpodka  [Mpokcw-cepeepa [Nomowe

*E%J 2> (& “ﬂ‘}l i _" 1? - ‘rix

PucyHok 61 - KHonka <HasHauutb MeTKku>

i
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() HazHaueHue MeToK \;‘i-

Y¥poBeHE
| AlObiects v]

KaTteropim

Craryc  Wmna LUget
N
] PersonalData

@
[] | Shared @

0K | | CmaeHa

PucyHok 62 - HasHauyeHue MeToK

BHUMAHME! Ecnn gaHHOMY 3/1eMeHTy paHee 6bl/iM Ha3HavyeHbl Kakme-nnbo MeTKy,
OoHW 6yayT nepeHa3sHa4deHbl COrnacHo BbibpaHHbIM NMpaBuaaM NoCne HaXaTus KHOMKK
<OK>.

3.9.4.4. HacTpoika pa3pelueHHbIX NoSb30BaTeNO onepaunmn

O6wyne cesegeHns

«CermeHT-B.» NCNnonb3yeTt ANCKPELIMOHHYIO NONTUTUKY ans
3anpeTa/pa3peLlleHuns Noab30BaTeNaM HEKOTOPbIX AENCTBUN.

K TakuMm pasrpaHnymMBaemMmbiM AEUCTBUSM MONb30BaTeNns oOTHocAaTca 24

onepauun (rpynnbl onepauuit), BbinonHsemble yepe3d vClient n(nnn) ¢ nomouwbo
vCLI/PowerCLI.

BHUMAHME! [eicTteBna, cosepwaemble nonb3oBaTteneM udepe3z Web Client, He
pa3rpaHnymBatoTca. Bo3moxkHa TonbKo nosiHasa 6nokmposka aoctyna k Web Client.

BHUMAHME! TMonutuka 6e30MacHOCTU, NOCTPOEHHas Ha npoBepKe YPOBHA U
KaTeropun nonb3oBaTenien un obbekTOB, paboTaeT <«noBepx» AUCKPEUMOHHOW
nonutukn. NogpobHee cM. NyHKT 3.9.4 AaHHOro pyKOBOACTBA.

NMoMMMO pasrpaHnyYmMBaEMbIX OrMepauuin ecTb BCerga paspelleHHble ornepauunmn
(Read-only gencreunsa) v Bceraa 3anpelleHHble onepaunu.

Bcerga 3anpeuweHHble onepaunun:

— yhaneHue 3/1eMeHTOB BMecTe C nankon (ecnu BbiCTaBsieHa ranoyka Delete
from disk);
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— 3kcnopT, yaaneHue (Delete from disk ana Bxoaawmx B coctaB BM) u
KNOHMpoBaHue VApp.

PasrpaHnuyunBaeMble geicTBns

Bxon:

BX0/ B CUCTEMY — BXOA B CUCTEMY MO MNAPO0 UM C YYETHLIMU AAHHbLIMU
TEeKyLlen ceccuu.

BupTyasibHbl€ MalIUHbI:

A4oCcTyn K ¢ansiam BM — npoCMOTp XpaHunumuwa n ¢annoB BUPTyasbHbIX
MaLINH B HEM;

yaaneHne BM - ypaneHne BM u eé dannos c gucka;
co3gaHne BM - co3paHue, UMMMOPT, a Takxe pgobasneHuve B

MHPpPaCTpyKTypy BM;
3anyck BM (vApp) — 3anyck BM/vApp;

octaHoB BM (vApp) — BbikntoveHue, suspend, nepesanyck BM (vApp), B
TOM yucne rocreson OC;

cozgaHne konuni BM - konupoBaHue B BM (wabnoH), pa3zBopaymBaHune
BM u3 wabnoHa;

n3MeHeHune KoHpurypaumm BM (vApp) - u3MeHeHue KOoHdurypauumm
obopynoBaHus BM (vVApp);

AO0CTyrn K KoHcosin BM — poctyn K koHconn BM no VNC;

KOHTPOJIb NOAKJ/II0YaeMbIX K BM yCT,DOI;ICTB — KOHTpPOJIb NMOoAKNH4YaeEMbIX K
BM USB, CD, FDD;

akcropt BM - akcnopTt BM B popmaT OVF/OVA;

murpauymss BM - murpaumsi/nepemeweHme BM co cMeHon xocta u(unu)
XpaHunuua.

CeTeBble yCTPOMICTBA:

pa60Ta C CeTbio — W3MEHEHME HaACTpoeK CETU XOCTa WU CETEBbLIX
YCTDOﬁCTB: CBUTYEN, rpynn nopTtoB U UX pacnpengeneHHblIX BapnaHTOB.

XOCTbhI:

6a3oBble orepauyun C XOCTOM — 3aryck, OCTaHOBKa, nepe3anyck,
noAK/lOYEHME, OTK/IIOYEHNE, maintenance mode xocTa;

paborta co cnyxbamu xocta — 3arnyckK, OCTaHOBKa, Nepe3anyck CepBuCcOB
xocta (M3MeHeHue nNOoAUTUK 3anycka/oCTaHOBKM CEPBMCOB Bceraa
pa3peLleHo);

U3MEHEHNE HAaCTPOEK CETEBOM0 3KpaHa — OTKpbITUE, 3aKpbiTUe MOPTOB,
orpaHunyeHune amanasoHa IP;

pabota ¢ Lockdown Mode - BkntouyeHune, oTkno4veHne Lockdown Mode;

KOH®uUrypauymss aBTocTapta — BKJIIOMEHWE, OTKJ/lOYeHMe aBToCTapTa,
M3MeHeHue nopaaka 3anycka BM;

HacTporika DNS wu Mmaplwpytnzaymm xocra — HacTtponka DNS wu
MapLpyTu3aumm XocTa;

HaCTpOﬁKa AOMeHa Ha XOCTe — BBOA4 CepBEpPa B AOMEH N BbIBOA U3 HETO,
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— HacTpoysika BPEMEHM Ha XOCTE — PYYHOE U3MEHEHUEe BpEeEMEHMH,
nobasneHne NTP cepBepa n ero BK/IKOYEHUE U OTKJIIOYEHME.
Apyroe:

- pa60Ta CO CHariimoramu — co3gaHune, oTkaTt U yaaJeHne CHanwoToB (BHe
3aBMCUMMOCTM OT AOCTYyMna noJsib3oBaTtensa Kk BM, co cHanwoTom KOTOpOVl OH

paboTaeT);

— ynpaBsJ/ieHne rnpaBamMu — ynpaB/iEHME PONSIMM, Ha3HAYEeHMEe W yaaneHue
npas;

— UCMOJIHEHWE  KOMaHA  esxcli— wucnonHeHue  kKoMaHg  esxcli ¢

ncnonb3oBaHmem vCLI/PowerCLI.

Co3gaHmne cnucka paspeLleHHbIX onepawunii rnosib30BaTess

Mo yMonuyaHuio npu co3gaHum nonb3osaTtenen B 0O «CermeHT-B.» cnucok
pa3pelweHHbIX UM onepauumn nycr.

Ons co3paHus cnucka pas3pelleHHbIX BblbpaHHOMY MNONb30BATENO Onepauuni
cneayetr B [N1aBHOM OKHe YTWAUTbI YNpaBNeHUsa HaxaTb KHonky <Onepaunn>
(pucyHok 63) (nnbo BblbpaTb NYHKT <«Onepaunn»  KOHTEKCTHONoO  MEHto,
BbI3bIBAEMOro HaXxaTMem NpaBOM KHOMKW MbIlWKM MO MoAb30BaTento B crnucke; nnbo
Bbi6paTb NYHKT raBHOro MeHto «llonb3oBatenn»—> «Onepaunmn»).

(i CermeHT-B.

©aiin  Tpynner  [Nonesceatenn oika [pokcu-cepeepa [Nomowe
P “-:A . ,} L:: [-‘__\ !.i.: |
O [ +3FC 0 X

PucyHok 63 - KHonka <Onepauuu>

B nossuBlieMca fanee okHe (pUCYHOK 64) cnepyeT OTMETUTb Te AEUCTBUSA U3
cnmcka (No HaxaTuW Ha AeuCcTBMEe B CrUCKe, B HMXXHEW 4acTu OKHa «Pa3spelleHune
AENCTBUN» BbIBOAUTCS €ro onucaHume), KoTopble TpebyeTcss BHECTM B CNMCOK
Pa3pelleHHbIX 479 AaHHOro nosb3oBaTtens (Npu BbIMOJIHEHMM MpaBua MNOJAUTUK
6e3onacHoCcTn 1-4), 1 HaxaTb KHOMNKY <YCTaHOBUTb>.
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(i PaspelleHwe AeiCTBMiA M

OnepaLym

BeifepuTe AEACTEWA, KOTOpEIE HEOBMDAMMO PASPELIMTE
AAHHOMY NONbS0BATENHD.

= [m] Boe npusmnerim
5. [¥] Broa
-] BupTyansHele MawHE:
-[] Ceteseie yoTpoiicTea
[ ] HocTe

-] Opyroe

Onucanme: Bxone CHCTEMY MO N3PoND MNK C YY4ETHRIMK
OAHHEIMKA TEKYLLEA CECCHM.

¥CTaHOBWUTE | | CImMeHUTE

PucyHok 64 - PaspewieHne geictBum

BHUMAHME! Ecnu paHHOMY nosib3oBaTento paHee 6binv paspelleHbl Kakue-nnbo
onepauun, oHW 6yayT nepeHasHaudeHbl corfacHo Bbl6paHHbIM MNpasuiaMm nocne
HaXxaTtna KHonkn <OK>.

CnMcokK  paspelleHHbIX  MNOMb30BaTeNtd  onepaumii  otobpaxkaetca B
COOTBETCTBYIOLLEN BKIAAKE rMaBHOMO OKHAa YTUUTbI ynpaBaeHus (pUCyHoK 65).

78




fr CermeHT-B. == -

®ain  Tpynner  [Nonesoeatenw  Hactpodka  [pokcw-cepeepa [Momows

O% 2% &MLBIT 7 %X

WudpacTpykrypa OBuee MeTkn BesonacHocTi -

MonezoEaten w

. @ accord PaspewerHsie onepali: Bxon & cucTemy
VLA ahi Hoctyn K dainam BM

Lo
— CozgaHwe BM
VLAB avi Zanyck BM (vipp)

OcTtaHos BM (vApp)

Cosganwe konwid BM

KoHTpone noaknioyaeme K BM yotpoicTs
Murpawsa BM

PafioTa c ceTeio

BazoBble onepaLmK © X0CToM

Pafiota co cnyxBSamW xocTa

MzMeHEHWE HBCTPOEK CETEBOMD 3KPaHE
PafoTa ¢ Lockdown Mode

KoHgurypawa aeTocTapta

Hactpoiika DNS 1 mapwpymizawm xocta
HacTpoiika gomena Ha xocTe

HacTpoiika Bpemeri Ha xocTe

PafioTa co cHanwoTamm

¥Npaenerne npasamu

MenonHerne KomaHa esxcli

3agaun a
Mima CocToHue Onncanve

PazpeweHre onepawn 3aBeplueHo Paspewerwe onepawm ana nonssosatens VLAB \administrator

PazpeweHre anepawm 3aBepweHo Paspewerne onepawm anA nonesoeatens VLAB abi

MopknioyeHe K cepeepy 3aBeplueHo Mopkniouerve k cepsepy 192.168.1.250

PucyHok 65 - PaspelwueHHble onepauum

BHUMAHME! [laxe nocne co34aHUa  crnucka  PaspelleHHbIX  onepauun
nonb3oBaTesb CUYUTAETCs He3aperncTtpmMpoBaHHbIM B CUCTEME, €CfIM eMy He
Ha3HayeH Kakon-nnbo yposeHb (cM. 3.9.3.1). B oTuyeTe Takou nonb3oBaTenb byaer
BblAesieH KpacHbIM uBeToM. [Mpun 3TOM BXxoA B cuctemy byaeT paspeweH (ecnim 3To
AENCTBME BXOAUT B CMMUCOK pa3peLleHHbIX No/b30BaTesto).

3.9.5. Pa6oTa c rpynnamm

Jltobble 06bEKTbI U CybbekTbl MOryT 6biTb 06beAaMHEHbI B rpynnbl — Habopbl
3/IEMEHTOB, AN KOTOpbIX BO3MOXHO OAHOBpPEMEHHOEe Ha3HadeHune MeToK
6e3onacHocTw.

Ncnonb3oBaHMe rpynn Mo3BOJASIET YCKOPUTb MPOLECC Ha3HayeHUs MeToK
6e30nacHOCTU, peanm3oBaTb cerMeHTUpoBaHne BW 6onee HarnsgHbIM M MOHSATHbLIM
06pas3oM, a TakXe ynpoCTUTb KOHTPOJ/Ib 3@ Ha3HAUYEHHbIMU METKAMMU.

BHMMAHME! [pynnbl cywecTtBylOT Tosnbko B paMmkax [MAK «CermeHT-B.»; npwu
CO34aHUK rpynnbl BUpTyanbHast MHPPaACTPYKTypa HE MeHseTCs.
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Ansa co3gaHunsa rpynnbl cnegyeT B rMaBHOM OKHe YTUAUTbI YNpaB/ieHUs Ha)kaTb
KHOMKY </lo6aBuTb rpynny> (Mnu BblbpaTb NYHKT MeHto «Ipynnbi» -> «Co3aaTtb»).

G CermeHT-B.

®ain  lpynner  [Nonescear actpoika  [pokcw-cepeepa [Momowe

CERCHL S B

PucyHok 66 — KHonka <[jo6aBuTb rpynny>

% x|
= *

[Job6asneHHyto rpynny (Mo ymon4yaHuilo oHa MMeeT HasBaHue «Folder») MoOXHO
nepenMMeHoBaTb, HaxXaB Ha Hee nNpaBOW KaBUWEN MblWM U Bbi6paB MYHKT
KOHTEKCTHOrO MeHto «llepenMeHoBaTb>.

BHUMAHME! Co3gaHne naByxX rpynn C OAMHAKOBbIMM MMeHaMM 3anpeuieHo.
(CTpoYHbIe M NPOMUCHblE BYKBbI pa3niMyatoTCcs).

Ana pobaBneHnss o6bLEKTOB B rpynny crneayeT BbiAE/UTb B CIUCKE HYXHYIO
rpynny M HaxaTb KHonky <[JobaBuTb B rpynny> (pucyHok 67) (nmbo BbibpaTb
MYHKT KOHTEKCTHOrO MeHio «[1o6aBuTb B rpynny»).

e CermeHT-B.

Daiin  pynner  Monssceatenn  Hac Mpokcw-cepeepa MNomowe
)% X e X
O% 3 | P O . ()

PucyHok 67 - KHonka </lo6aButb B rpynny>

B nosBuBweMca ganee okHe (pPUCYHOK 68) C MOMOLLbK KHOMKKU <+> UK
NPOCTbIM MEepeTackMBaHMEM cneayeT nepeHecTu Bbl6paHHble 06bEeKTbl WU
Nnosib30BaTesIeEN B NPaBY YAaCTb OKHA U HaXxaTb KHOMKY <[pMMEHUTb>.
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(i YnpaeneHwe rpynnoi -

=|- B1pTyaneHele MalMHE! (5) FileServer_PD
L. AD Service Teminal_Server_PD
- Met_PD
i FileServer_PD SAN_PD

- MSSQL_Shared
Teminal_Server_PD
Teminal_Server_Shared
L. VCSAG_Service

-~ Tpynnel ()

~MNonesosatenw (4)

-~ Cem (6)

-~ ¥ocTel (3)

g parniu ()

- IlaGnone (1)

5 [F]-- [ [F] - [ [F

O

CmMeHUTE | | MpureHTE

PucyHok 68 - OKHO ynpaBsieHus rpynrnomu

Heobxoanmo ybeautbCcs B TOM, 4YTO BCe 06BbEKTbl U CcybbekTbl AobaBneHbl B
rpynny. ocne 3Toro C NOMOLWbI KHOMKM <Ha3HauuTb MeTKM> cneayeT 3aaaTtb
Tpebyemble ypoBeHb W KaTeropum (pUCYHOK 62). BblbpaHHble MeTkun 6yayT
Ha3Ha4yeHbl BCeM 06beKkTaM U NMosib30BaTeNsiM, BXOASALWMM B rpynny.

BHUMAHME! lNpn nameHeHnn MeTok 6e30MacHOCTU O06BbEKTOB WM Monb3oBaTenen,
BXOASALMX B FPYNny, TakmMe 31eMeHTbl U3 rpynnbl aBTOMATUYECKN YAANSAKOTCS.

BHUMAHME! [pynna aBToMaTMyeckm He obbeaunHseT B cebe Bce 06beKkTbl U
nonb3oBaTenen C 0AMHAKOBbIMWU MeTkamu 6e3onacHocTu. [lobaBneHune 3/1eMeHTOB B
rpynny BbINOSIHAETCS TOJSIbKO BPYYHYIO.

Ans Toro yTtobbl yaanuTb rpynny, CleAyeT HaxaTb Ha Heé npaBol KHOMKOW
MbIlUM M BblIGpaTb MYHKT KOHTEKCTHOrO MeH <«YaanuTb rpynny» (nMbo HaxaTb
OAHOUMEHHYIO KHOMKY Ha MaHesnu 3aaad).

BHMUMAHME! YpaneHue rpynnbl He yaangeT asieMeHTbl BU, Bxoasaiwme B Hee.

BHUMAHME! MeTkn 6e€30NacHOCTN, Ha3Ha4YeHHble 3/IeMeHTaM, BXOASAWMM B rpynny,
nocsne ee yaaneHusa ocTtatoTcA.
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3.9.6. Pa6oTta c wuabnoHamm

Pabota ¢ wabnoHamMn aHanorunyHa pabote C ApyrMMu Tunamm OO6BLEKTOB
BUPTYanbHOW MHMPACTPYKTYpPbl 3@ TEM UCKIOYEHMEM, 4TO WabnoH MoxeT 6biTb
KOHBEPTMPOBAH B BUPTYyasibHYO MallMHY 1 06paTHO.

B cBsa3M € 3TUM Npu nepBoM naMmeHeHuun («BM -> wabnoH» nnu obpaTtHo) B MO
ynpaBneHus obbekT 6yaeT noMeyeH Kak HOBbIM M ANns Hero He 6yaeTt oTobpa)kaTbcs
MeTka (04HAKO pasrpaHMyeHue Mo 3a4aHHbIM paHee YPOBHSAM U KaTeropusam
OCTaHEeTCs Ha NMPOKCU-cepBepe, NOCKONbKY WabsioH B vSphere Takxe gasngetca BM).
Ona vcnpasneHns AaHHOM CUTyauun [OCTaTOYHO MOBTOPHO YKasaTb 06bEeKTy MeTKy
WKW BEPHYTb 06BbEKT B MCXOAHOE COCTOSHME.

3.9.7. Pa6ora c otTyueTamm

OTyeTbl NMO3BOMIAKT YBUAETb, KakKMe MeTKM Ha3HauyeHbl obbekTam AO0CTyna u
noJsib3oBaTeNIdAiM, a TaKXe 06Ha|DY)KVITb HEe3aperncTtpnpoBaHHble 06beKTbl WU
nonb3oBaTeneu, ang KOTOPbIX HE Ha3Ha4e€Hbl HN YPOBHW, HN KaTEropuun.

Ans npocMoTpa OT4YeTa CreAyeT B [N1IaBHOM OKHe YTWUIWUTbl YrMpaBiieHus
Bbl6paTb NYHKT MeHi0 «dainn» -> «Co34aTb OTYET...».

B oTkpbiBWEMCSA OKHe «[lpocMoTp oTyeTa» (puUcyHoK 69) oTobpaxeHa Tabnuua
C YKazaHmeM nMeHun obbekTa unum nonb3oBaTtens, ero Tuna (BupTyanbHble MaWWHbI,
LLlabnoHbl, Xoctbl, Cetn, XpaHunuwa, [lonb3oBaTenn), Ha3HAYEHHbIX YPOBHS U
KaTeropun.

B npaBoOn 4acTM OKHA MOXHO HAaCTpoOuTb PUAbTpbl OToObpaxaemMbiX 06beKTOB U
nosb3oBaTenenm No MMEeHU, TUMNy, Ha3Ha4YeHHOMY YPOBHIO UK KaTeropumn obbekTa.
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i lMpocMoTp oTueTa = || =] -
Wirma Tun VposeHs KaTeropuu FPUNeTDEI

T, .. | |
VLABavi MonbsosaTend Alobiects (1) @@

VLAB\administrator Mone3oBaTeNwM Acbiects (1) @ @@ | Tun: |J-|,050g1 v |
WLAB"abi MonesosaTent AllCkjects (1) .

VCSAG_Service BupTyaneHeie MawmHel | All0bjects (1) . YpoBeHs: |J'I|050F1 W |
AD_Service BuptyansHeie mawmnel | All0bjects (1) .

Net Servioe T AMCbiects (1) @ Kareropiau: E ﬁiszamma
SAN_Service Kparwnwa AllCbjects (1) . [] Shared

FileServer_PD BuptyansHeie mawwHel | All0bjects (1) .

Teminal_Server_PD BuptyaneHeie mawmne | All0bjects (1) .

Net_PD Cemu AllChjects (1) @

SAN_PD HpaHumiua AllChjects (1) .

MSSQL_Shared BupTyaneHee mawnHe: | AllDbjects (1) .

Teminal_Server_Shared BuptyaneHeie mawwHe  All0bjects (1) . IoctynHo:

Net_Shared Cem AiCkiects (1) @

SAN_Shared XpaHuniwa AllCbjects (1) .

dvSwitch-DVUplinks-41 Cem AlChjects (1)

local-01-ds XpaHunuwa AllCbjects (1)

local-02-ds HpaHumiwa AllChjects (1)

local-03-ds HpaHumiwa AllChjects (1)

esxil vlab local XocTl Alobiects (1) @ @ @

esxi02 vlab local XocTl Alobiects (1) @ @ @

2603 viab local XocThl Aceiects (1) @ @ @

Win2K8 Template a6 noHe! AllCbjects (1)

24,24

PucyHok 69 - lMpocMoTp oT4yeTa

KpacHbiM 6yayT BblAeneHbl 3anmMcu He3aperucTtpmpoBaHHbIX 0O6beKToB, AN
KOTOpPbIX METKM 6€30NnacHOCTU He 6biM Ha3HAYEHbI.

Ecnn anga obvekTta 6bin onpeaeneH ypoBeHb, TO 3anucb ob6bekTa BblaesieHa
3e/ieHbIM (06BEKT 3aperncTpmpoBaH).

Mo Ha)aTum Ha TaKyl 3anucb, B NpaBoM 4acTun OKHa «[lpocMOTpa OT4YETOB»
BbIBOAUTCSA CMMCOK AOCTYMHbIX OOBLEKTOB A1 BblAENeHHOr0 nosb30oBaTens Wau
CMMCOK MoJsib30BaTeNIen, KOTOPbIM BblAesIeHHbI 06beKT aocTyneH (pucyHok 70).
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i lMpocMoTp oTueTa = || =] -
Wirma Tun VposeHs KaTeropuu FPUNeTDEI

accond MonksoBaTemm AllChjects (1) Vs | |
VLABavi MonbsosaTend Alobiects (1) @@

VLAB\administrator Mone3oBaTeNwM Acbiects (1) @ @@ | Tun: | NioBoit v |

vegeb  Tomsewem  AOmess()

VCSAG_Service BupTyaneHeie MawmHel | All0bjects (1) . YpoBeHs: |J'I|050|31 W |
AD_Service BuptyansHeie mawmnel | All0bjects (1) .

Net Servioe T AMCbiects (1) @ Kareropiau: E Sz:f:ama
SAN_Service Kparwnwa AllCbjects (1) . [] Shared

FileServer_PD BuptyansHeie mawwHel | All0bjects (1) .

Teminal_Server_PD BuptyaneHeie mawmne | All0bjects (1) .

Net_PD Cemu AllChjects (1) @

SAN_PD HpaHumiua AllChjects (1) .

MS5QL_Shared BuptyaneHeie mawwHe  All0bjects (1) .

Teminal_Server_Shared BuptyaneHeie mawwHe  All0bjects (1) . ToctynHo

Net_Shared Cem AlCbiects (1) @ e e )

SAN_Shared XpaHuniwa AllCbjects (1) . i--M55QL_Shared

local-01-de ¥parunawa AllCbjects (1) -~ Terminal_Server_Shared

local-02-ds Xparmmaua AlObjects (1) T C;E\j:?wﬂch-DVUplinks »

local-03-ds HpaHumiwa All0bjects (1) i Net_Shared

dvSwitch-DVUpiinks-41 Cam AlDbjescts (1) o+ ka;’;‘;ﬁ?ﬂ":}

esxil1 viab local ¥ooTl Alobiects (1) @ @ @ i local-02-ds

esxi02 vlab local XocTl Alobiects (1) @ @ @ local-03-ds

e=d03 viab local ¥ocTu Hobects () @ @@ Luasiiiﬁ:?m

Win2K8 Template a6 noHe! AllCbjects (1) L WinZKE Template

24,24

PucyHok 70 - MpocMoTp oTyeTa

BHUMAHME! B oT4yeTe oTobpaxatTcsa Te 06beKTbl, K KOTOPbIM Yy Mosb30BaTens
eCTb AOCTYN Npuv OAHOBPEMEHHOM BbIMOJIHEHNU CliefyoLWnX YCII0BUNA:

- paboTa C He3aperncTpupoBaHHbIMUY MOIb30BATENSAMM 3anpeLLEeHa;
— BbIK/TIOUEH MArKUii pexum.

Mpn 3TOM He Yy4YuUTbIBAKOTCS Cay4Yau OAHOBPEMEHHOro obpalleHust K HeCKOSIbKUM
obbekTamM (Hanpumep, MurpaumMss WM Ha3HayeHuMe CceTu), B  KOTOpbIX
OCYLLECTBAAKTCSA MNPOBEPKNU YPOBHS W KaTeropuvm ceccuu, U paspelleHHble
nonb3oBaTento onepaumu.

B crtonbue «YpoBeHb» oOTOobpaxkaeTcd 3HadyeHue <«He Ha3HayeH» Aang
HE3apEerncTpMpoBaHHbIX O6BLEKTOB U UMSA YPOBHSA (C YKa3aHMEM UNEpPapPXMUYECcKOro
HOMepa) ANs 3aperncTpmpoBaHHbIX 06BbEKTOB.

KaTteropmmn obbekta oTobpakaloTcs B COOTBETCTBYKLWEM cTonbue B BUAE
KPpY>XKa onpeaeneHHoro useta (ecnm Kateropus He ykasaHa — s4yelnka nycra).

3.9.8. MoBeaneHue B cny4vyae 6/10KMPOBKM AOCTYyNa

Ecnn nonb3oatento 6bin 3abnoknpoBaH AOCTYyNn K 06bekTy, onepauusi He
BbIMOJIHAETCS M Ha 3KpaH BbIBOAUTCS cnepylouwee ysegomneHue: «Task was blocked
by Segment-V.».

BHUMAHME! OKHO oWwnbKKM He nokKasblBaeTcsi B criydae 6/I0KMPOBKWM AOCTyrna Ha
BK/tOUEeHMe BM M n3MeHeHns HacTpoek NopTrpynn, onepaums B 3TOM C/llydae npocTo
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He BbinonHsaeTcsa. MHdopMaunto 0 3anpeTte A0CTyna MOXHO HaWTu B XypHanax MO
«CermeHT-B.».

[ONns BbISCHEHUS MPUYMHbBI, MO KOTOPOM AeNCTBMe 3anpeuweHo, Heobxoammo
OTKpbITb YTUAUTY «LogViewer-V.» — ansa npocMoTpa cobbiTuin C NpoKkCcu-cepseepa
«CermeHT-B.».

3.9.9. Mpumep HacTpounkn «CermeHT-B.»

PaccmoTpum BU, cocToswyto ns tpex ESXi-xoctoB, 06beaAMHEHHbIX B KfacTep U
Haxoasawmxcs nog ynpaseneHnem vCenter (BM VCSA). Kaxabin n3 ESXi obnapaet
CO6CTBEHHbIM NOKanbHbIM XpaHunuwem (nNoa runepBmM3op), a TakKXe K HeMmy
noakntoyeHo obuwee xpaHununuwe (SAN) c Tpemsa pasgenamm (LUN), Ha kaxaom u3
KOTOPbIX XpPaHATCA AaHHble onpeaesieHHoro tuna. ABU B naHHon BU BblgenseTt Tpu
cermeHTa: obwenoCTynHbIN, NepCcoHasibHble AaHHble, a TakXe cepBUCHble BM.

ans ceTun ynpasJieHnsa (Net_Service) MCNONb3YTCA CTaHOAApTHbIe
nopTrpynnbl, ANs OCTallbHbIX CETEN — pacnpeneneHHble.

lMpumeyarHune! [ins yapobcrBa paboTbl npeacTaB/ieHHON BU, npumeHsiioTCcs npasusia MMEHOBAHWUS,
yKas3sbiBarlwme Ha rnpuHaaiexHocTb 06bEKTOB K oripeaesieHHomy cermeHTy (_PD, _Service, _Shared).

—_ — ——

SR vesa.viab.local
=] [_Il Some Datacenter
= [ Personal Data
{1 FileServer_PD
& Terminal_Server_PI
B [ Service VMs and Templ
(3 AD_Service
(3 VCSAG6_Service =
) Win2k8 Template '|E &5 vesaviab.local
- E:t Shared Data = L.l Some Datacenter
) [MSSQL Shared = gl Seme Cluster
1 Terminal_Server_St Q esxi01.vlab.local
@ esxi02.viab.local
@ esxi03.viab.local

B i vesa.viab.local
= ) lab.local
=] ]_1 Some Datacenter B & vcsa.viab.loca

& local-01-ds = [y Some Datacenter

i local-02-ds ®_ Net_Service

& local-03-ds = dvSwitch

¥ B dvSwitch-DVUplinks-41
i SAN_Service gm Net_PD

i@ SAN_Shared 2., Net_Shared

3apaua: AbM Heobxoammo npenoctaButb ABU BO3MOXHOCTbL paboTbl CO BCeMU
obbekTamu BU, HO Npu 3TOM UCKIKOUUTb BO3MOXHOCTb «YyTEYKU» AAaHHbIX U3 OAHOro
cerMeHTa B ApYyromn.

Ana BblaeneHns CerMeHToB CO34aAuvM  TpWU COOTBETCTBYHOWMX Trpyrnbl B
ytunute «Segment-V.»: Personal Data, Shared Data, Service Data. Tak Kak 3a
CerMeHTaumio oTBevyaeT MpPOKCU-CepBep, UMeeTCAd BO3MOXHOCTb obpabaTbiBaTb BCe
TUNbl MHMOPMaUMKM Ha KaxaoM W3 cepBepoB. [103TOMYy co34aAnM Takxe rpynny
hosts.
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O6beanHuUM 06BEKTLI B rpynmbl cneayowmm obpa3om:
Service Data:
BupTtyanbHbie MmawuHbl: AD_Service, vCenter_Service
Cetn: Net_Service
XpaHunuwa: SAN_Service
LWabnoHbl: Win2k8 template
Personal Data:
BupTyanbHble MawwuHbl: FileServer_PD, Terminal_Server_PD
Cetn: Net_PD
XpaHunuwa: SAN_PD
Shared Data:
BupTtyanbHble MawuHbl: MSSQL_Shared, Terminal_Server_Shared
Cetn: Net_Shared
XpaHunuwa: SAN_Shared
Hosts:
Cepsepsbl: esxil.vlab.local, esxi2.vlab.local, esxi3.vlab.local

Co3pagnMm oamH ypoBeHb (06WMK aAng Bcex nonb3oBaTenem m ob6bLeKkToB, T.K.
X0Ta 6bl OAMH YpOBEHb JAo/MKeH ObITb CcOo34aH Bcerga) W Tpu  KaTeropuu,
COOTBETCTBYOLLME KaTeropusaM obpabaTbiBaeMbiX AaHHbIX: Shared Data (3eneHas),
Service Data (xentasi) n Personal Data (kKpacHas).

HasHauuMm BceM rpynnam oauH ypoBeHb (AllINOne) n coOTBETCTBYIOLLYIO
KaTeroputo (rpynnbl MO Ha3BaHMUAM CYMTAEM UOEHTUYHbIMU KaTEropusiMm).

AOMUHUCTpATOpPY BUpTyanbHOW MHPpacTpykTypbl (VLAB\avi) n rpynne Hosts
HasHa4yuM ypoBeHb 1 W Bce Tpu KaTeropuwu: «Service Data», «Personal Data»,
«Shared Data».

B pe3ynbTaTe Takoro HasHa4yeHWss MeTOK MNoJib30oBaTesib CMOXeT paboTaTb CO
BCEMU 06BEKTAMW BUPTYasbHOW WMHMPaACTPYKTYypbl (M3MeHATb KOHurypauuto BM,
nepesarpyxaTtb XOCT B C/lyd4ae HeobXxoAMMOCTU, HacTpauBaTb napameTpbl vSwitch un
apyroe), a BM MoxeT 6bITb 3anyLeHa Ha nobom ESXi.

BMmecte ¢ TeM, Mbl rapaHTuUpyeMm, 4TO XpaHuUTbCa U ob6bpabaTbiBaTbCs
MHpopMauma onpegeneHHoro Tuna éyaet nuwb B CBOEM cerMeHTe. Takum obpasom,
nonb3oBaTeslb He  CMOXEeT  WMHMUMMPOBATb,  HanpuMmep, Murpaumio  BM
Terminal_Server_PD Ha xpanunuwa SAN_Shared wnn SAN_Service, nogkntoveHmne
BM MSSQL_Shared k cetn Net_PD w gpyrne gencTtBusi, KOTOpble MOryT MpPUBECTU K
CMELUEHUNIO AaHHbIX.

3.10. HacTpounka pasrpaHMyYeHuMa AOCTyna Ha coBMeweHHoMm APM
ABUN/ABMA

B ToM cnyyae ecnm APM, Ha KOTOpbIM YyCTaHaB/MBAETCAa KOMMAEKC
«CermeHT-B.», 9aBndeTcA COBMELlEHHbIM, TO €eCTb Ha HeM paboTalT U
AamuHuctpaTtop BU, n AammnHunctpatop B, HeobxoanMO pasrpaHnymnTb AOCTYN 3TUX
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aAMUHUCTPATOPOB K YTUIUTaAM YynNpaB/eHUd KOMMJIEKCOM WU YyTUIWUTaM ynpasBlieHus
VMware.

C nomowbto MO MAK «Akkopa-Win32»/ TAK «Akkopa-Win64» 3TO MOXHO
caenaTtb cnegyowmm obpasom:

1)co3zpaHne nonb3oBatenen B Active Directory: AamuHuctpatopa bBMW,
AgMuHKUcTpaTtopa BN n cneunanbHOM yyeTHOW 3anucm Ans 3anycka LogService (npu
NpPUMEHEHUN pexxnma cepsuca «SSPI»);

2)Ha APM ABW/ABW: yctaHoBka MO LWNMNKA Ha APM ABU (BapuaHT yCTaHOBKM
«O6blyHaa», gaTb cornacme C YCTaHOBKOM ApanBepoOB OT HEU3BECTHONO MCTOYHUKA);

3)Ha APM ABU/ABU: yctaHoBka MNMAK «Akkopa-Win32»/ MNMAK «Akkopa-Win64»
(B KOHLe YCTAQHOBKU — HacTpoWKa MAEHTU(PUKATOPOB, OCHOBHOWN —
TM-unaentndpukatop (AMA3), aononHuTenbHbIN — LUUMKA);

4)Ha APM ABW/ABW: paTb ydyeTHOM 3anucum, OT MMEHW KOTopou paboTaeTt
cepBuc permcrpaumm cobbitun  (HanpuMmep, cneuuasbHOM Y4YeTHOW 3anucu
LogService) npaBa Ha nanky c ycrtaHoBneHHbIM 10 Segment-V un Accord-V (Ha
3anucb B ¢dann EventDatabase.db, a Takxe Ha uJTeHme u co3gaHume dannos B
nanke);

5)Ha APM ABU/ABU: B yTunute pasrpaHunyenmns npasun gocrtyna (PrA) sagato
naeHTMduUKaTop “ naponb Ansa [NaBHOro agMWHUCTpaTopa, co34aTb rpynmnbl
aagmmHuctpatopos B mn BW, co3patb nonb3osatenen (u3 AD, ykasas agpec AD,
yKasaTb UMSA AOMEHA), 3a4aTb ANS HUX MAeHTUdUKATOPbl U Naponu;

6)B ytunute PN/ rpynne ABW 3anpetutb aoctyn Kk nanke c vClient (BbibpaTb
nanky —> cébpoc -> CoxpaHuTb), a rpynne ABW - Ha nanky «CermMeHT-B.»;

7)B HaCTpoMnKe KoMmMjekca «AKKOpA» aKTUMBMPOBaTb 3alUuMTy, 3apaHee ykKa3aB
NPOTOKONbI BUPTyanbHOro kaHana (MapameTtpbl -> Terminal Server) (ecnu
ncnonbsyetca MO MAK «Akkopa-Win32 TSE»/ MNMAK «Akkopa-Win64 TSE»);

MoaopobHyto wuHbopMaumio 06 wncnonb3zosBaHmm MO [MAK «Akkopa-Win32»/
MNAK «Akkopa-Win64» u LWWUIMKA cM. B coOOTBeTCTBYKOLWEN [OKYMEeHTauuu Ha
yKa3aHHble NpOAYKThI.

3.11. NMpuMepbl HACTPOUKN MapLUpyTU3aLUm

Tpadpuk n3 cetn APM ABU (BHewWwHAS ceTb), HanpaBfieHHbIM Ha 3awuMuiaemMble
cepBepbl (ESXi, vCenter), po/mkeH O6bITb nepeHanpaBfieH Ha MNPOKCU-cepBep.
AHanNoOrnM4yHo n ansa Tpaduka n3 BHyTPEHHEN CeTU BO BHELLHIOH.

3.11.1. Ao6aBnenune mapwpyrtos B OC

BHUMAHME! B cny4yae Bblbopa AaHHOro MexaHum3mMa HeobxoaMMO npoAenbiBaTb
aHanoru4yHble Aencrems He Tonbko Ha APM ABWU/ABWU, HO u ansa vCenter / ESXi /
DNS / AD (1 agpyrux y4yacTByoLWMX BO B3aUMOAENCTBUN S/IEMEHTOB).
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Ans Windows:
Paccmotpum npumep anga APM ABU. ImeeTca ceTb CO crieayowmmm JaHHbIMKN:

— IP-agpec BHewHero (external) wuHTepdenca npokcu-cepsepa (default
gateway) - 192.168.1.250;

— Macka noacetun (subnet mask) craHgaptHas — 255.255.255.0;
— agpec vCenter cepsepa (ansa npumepa) - 10.1.1.253.

Torpa ana pobaeBneHUss CTaTMYECKOro Mapuwpyta B KOMaHAHOM  CTpoOKe
(Myck -> BbINONHUTD, nnn <Ctrl>+<R>) cnepyet HabpaTb KOMaHAay:
route ADD -p 10.1.1.253 MASK 255.255.255.255 192.168.1.250 METRIC 1

M Ha>xaTb <BBoa>.
[loTOBO!

[losiCHEHUS !
route.exe — nognporpamMmma paboTbl C MapwpyTamm;

ADD - koMaHaa ansa gobaBneHMsa MaplpyTa Ha yKasaHHbIW agpec. B gaHHOM
cnydae Ha 10.1.1.253 (vCenter);

-p — [AaHHbIK  KA4Y HeobxoauM Ansa  coxpaHeHus MapwpyTta. bes ero
ncnonb3oBaHma Tabnuua mapwpyToB byaeT yaaneH nocne nepesarpysku 0OC;
10.1.1.253 - appec Ha3zHa4veHus (vCenter);

MASK - paHHbIM napaMeTp cneayeT YCTaHOBUTb rMepej NponucbiBaHUEM
3HaUYeHUsA Macku NoACeTH;

192.168.1.250 - appec OCHOBHOro wnw3a. Yawe Bcero 3710 IP-agpec
BHeELWHero nHTepdenca npokcm-cepeepa;

METRIC 1 - napaMmeTp, onpeaensiowmin NpuopmuTeT yKasaHHOMo Bbille LWI03a.
1- HauBbICWKNN NpuopuUTeT (LeHa).

MpoBepnTb NpOMMUCaHHble MapLlpyTbl MOXHO KOMaHaoun route print. Ansa atoro

B KoOMaHAHou cTtpoke (lMyck —> BbinonHute —> cmd -> OK) cneayet Habpatb
KoMaHAy route print n HaxaTb <BBog>.

BN Agmunnctpatop: ChWindows\system32\emd.exe = |3 @

127.255.2565.255F  255.255.255.255 On—link 127.0m.0.1

192.168.1.0 255.2556.255.0 On—link 192.168.1.50

192.168.1.50 255.255.255.255 On—link 192.168.1.50

192.168.1.25% 255255255255 On—link 192.168.1.50
224.0.0.0 240.0.0.0 On—1link
224.0.0.0 240.0.0.0 On—link

255 .255.205.255 255 .255.255.255 On—link 127.0.0.1

255.255.255.255 255.255.255.255 On—1link 192.168.1.50

MocToAHHWE MApUpPYTH:
CeTesoM anpec Appec wawmsa
s I

255.255.255.0

AKTHEHME MAPUPYTH:
Herpura Cetesod anpec
i Ine :=:1.-128
i 306 £FfO0O::-8

MocToOAHHBE MApPUPYTH:
OrcyrcTeYyeT

C:“Userssadministrator?
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Ona  yaaneHunss BCeX CYLWECTBYIOWMX MNOCTOSHHbIX MaplpyTOB  CAYXUT
KOoMaHAaa route -f.

Ona yganeHus Kakoro-nmbo KOHKPETHOro MOCTOSSHHOIO MaplupyTa CIayXuT
KoMaHAaa route delete 10.1.1.253 (10.1.1.253 - yka3aH B KayecTBe npmMepa).

3.11.2. Ucnonb3oBaHue default gateway

BHUMAHME! B cny4yae Bblbopa AaHHOro MexaHumamMa Heob6xoaMMO npoAenbiBaThb
aHanornyHble AencrTBms He Tonbko Ha APM ABW/ABW, Ho u ana vCenter / ESXi /
DNS / AD (n opyrmnx y4acTteyowmx BO B3aUMOLENCTBUN 3/1IEMEHTOB).

HeobxoaMMo ykasaTb B HAaCTPOMKax CETEBOr0 COeAMHEHUs B KadecTBe default
gateway IP-agpec cooTBeTCTBYHOWEro MHTepdenca npokcn-cepeepa «CermMeHT-B.».

3.11.3. Hacrpounka ceteBoro o6opyaosaHus (Ha npumepe
cisco 3725)

lNMpumMmep creHaa

ESXi-Y 10.1.1.24y
vCenter 10.1.1.252
APM AEBU 192.168.1.50
[Ipoxcu—-cepBep (BHeWwHUN MHTepdenc) 192.168.1.200
[Ipoxcu—-cepBep (BHYTPEHHUN UHTepdeNcC) 10.1.1.200
llopT cisco fa0/0 192.168.1.253
llopT cisco fal0/1 10.1.1.253

roe Y — Homep ESXi.

Hacrpoiika poyrepa

MpoBepka HaCTPONKN UHTeP(dENCOoB.
RacklRl#show ip interface brief

Interface IP-Address OK? Method Status Protocol
FastEthernet0/0 192.168.1.253 YES manual up up
FastEthernet0/1 10.1.1.253 YES manual up up
FastEthernetl/0 unassigned YES unset administratively down down
FastEthernet2/0 unassigned YES unset administratively down down
RacklR1#

1. ACL ang dunbTpaummn Tpaduka.

Knaccudbunumpyem Tpaduk, maywmm m3 BHewHen cetun (192.168.1.0/24) k
vCenter nnn ESXi (3wT):

RacklRl#conf term

RacklR1 (config) #ip access-1list extended to_ vCenter

RacklRl (config-ext-nacl) #permit ip 192.168.1.0 0.0.0.255 host 10.1.1.252
RacklR1l (config-ext-nacl) #exit

RacklR1 (config) #ip access-list extended to ESXil

RacklR1 (config-ext-nacl) #permit ip 192.168.1.0 0.0.0.255 host 10.1.1.241
RacklRl (config-ext-nacl) #exit

RacklR1l (config) #ip access-list extended to ESXi2

RacklR1 (config-ext-nacl) #permit ip 192.168.1.0 0.0.0.255 host 10.1.1.242
RacklR1 (config-ext-nacl) #exit

RacklR1 (config) #ip access-list extended to ESXi3

RacklRl (config-ext-nacl) #permit ip 192.168.1.0 0.0.0.255 host 10.1.1.243
RacklRl (config-ext-nacl) #exit
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2. lNMpocmoTp co3gaHHbixX ACL.

RacklRl#show access-lists
Extended IP access list to ESXil

10 permit ip 192.168.1.0 0.0.0.255 host 10.1.1.241
Extended IP access list to ESXi2

10 permit ip 192.168.1.0 0.0.0.255 host 10.1.1.242
Extended IP access list to ESXi3

10 permit ip 192.168.1.0 0.0.0.255 host 10.1.1.243
Extended IP access list to_vCenter
ermit ip 192.168.1.0 0.0.0.255 host 10.1.1.252

3. lNepeHanpasneHue Tpaduka, route-map.

Becb Tpadmk un3 BHewHenm cetn, wunaywmn Ha vCenter wnm ESKXi|,
nepeHanpasaseM Ha BHELWHUN nHtepdenc FC:

RacklR1 (config) #route-map PBR

RacklR1l (config-route-map) #match ip address to vCenter to ESXil to ESXi2 to ESXi3
RacklR1l (config-route-map) #set ip next-hop 192.168.1.200

RacklR1 (config-route-map) #exit

RacklR1 (config) #exit

4. [lpocMoTp route-map.

RacklRl#show route
route-map PBR, permit, sequence 10
Match clauses:
ip address (access-lists): to vCenter to ESXil to ESXi2 to ESXi3
Set clauses:
ip next-hop 192.168.1.200
Policy routing matches: 0 packets, 0 bytes

5. MpuMeHeHne route-map ans nHtepdeica poytepa.

RacklR1 (config) #int £0/0

RacklR1 (config-if) #ip policy route-map PBR
RacklR1l (config-if) #exit

RacklRl (config) #exit

Rackl1R1#
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4. YpaneHue NO NAK «CermeHTt-B.»

Ans  ypaneHus (BPEMEHHOro npeKkpalwleHMss WCNOoJIb30BaHUSA) KOMMNEKCa

[OCTAaTOYHO BOCCTAHOBUTb MEpPBOHAYaNbHYD MapLlIpyTU3aUMIO U OTK/IOUYUTL MpU
Heobxo0ANMMOCTM NMPOKCU-CeEpPBEp.

B cny4yae nonHoueHHoro yganeHns Ha APM ABW cnepyeT nepenTtu BO BKIAAKY

«YCTaHOBKA W YyJdaneHuve nporpaMM» W BbIMNONHUTL CTaHAAPTHYK npoueaypy
yaaneHnus MO.
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5. JInueHanpoBaHue

Ons pabotbl ¢ MNAK «CermeHT-B.» Tpebyetca nuueH3nsa. OHa BbINUCbIBAETCS
npounsBoanTesieM U noctaenseTcsa Ha amcke (dann license-v.lic).

[JaHHYO  NMUEeH3MI0  HeobXxoaMMO  CKOMMpOoBaTb B KOPEHb Nanku C
yCTaHOB/IeHHbIM O ynpaBAeHUs KOMMJIEKCOM:

C:\Program Files (x86)\OKB SAPR\Segment-V (No ymMmon4yaHuto) nnau

C:\Program Files (x86)\OKB SAPR\Accord-V (B cny4yae COBMECTHOW
yctaHoBkM ¢ MNMAK «Akkopa-B.»).

lMpumeyvanne: JinyeHsmn Ha [NAK «Akkopa-B.» un [NAK «CermMeHT-B.» aHasiormyHbl u OT/INYAKOTCS
UMEHEM rpoayKTa.

JInueHsns coaepxuTt cneayowme napameTpbl (OHWM AO0MKHbI 6biTb M3BECTHbI
nepen NpuobpeTeHMEM NINLEH3NN):

1)Ccpok AencTBUS nuueHsnu;

2)HoMep nnatbl «Akkopa-AMA3» wnm uid «MHA®», ycTtaHOBNeHHbIX B APM.
JonxeH coBnagaTb C YKa3aHHbIM B JINLEH3UU;

lNpumeyaHue: B mMomeHT Bkiwo4deHusi 10 Segment-V, korga /vueH3usi He ObHapy)XeHa, Ha 3KpaH
BblaeTcsi COOTBETCTByoLjee coobujeHne (pucyHok 71). Ecnn B CBT ycTtaHoBneHa rnnara <«AKKopA-
ALIM3», rnosne «CepuiiHbIfi HOMEP [/1aTbl» COAEPXNUT HOMEpP raatbl «Akkopa-AM/A3». Ecin «AKkopA-
AM/I3» He ob6HapyxeH, B AaHHOM nose O6yAeT BblAaH YHWUKaJbHbII HOMEP, KOTOPbIK CraeayeTr
nepegaTtb B LU€X AJ15 BbIMUCbIBAHWUS JnLeH3nn. YTobbl He owmnbutbcs npu nepenedatbiBaHun Uid,
MOXHO HaBeCcTu Kypcop Ha [AaHHOe OKHO U BbINOJAHUTL [Ipoueaypy KonuposaHus Uid ¢
MUCrosIb30BaHNEM CTaHAapTHOro covetaHus knasmw (<Ctrl>+<C> u <Ctrl>+<V>).

Owwrbka NMUEH3MK -

f - \ @aiin NMLEHS AN OTCYTCTBYET MW HEBEpHOTO QopmarTal
S Cepuiineii Homep nnater: SFF3ASD20CEBI28C

OK

PucyHok 71 - Owmnbka nmueHsnm

3) Mg npoAyKTa:

— «Accord-V.» — ycTaHoBKa «AKKopA-B.» Kak oTAenbHOro NpoaykTa;

— «Segment-V.» — ycTaHoBKka «CermMeHT-B.» Kak oTAeNbHOro NpoAyKTa;

— «Accord-V. Enterprise»- coBMmecTHas paboTta «Akkopa-B.» n «CermeHT-B.».

4)MaKkcMManbHoe KO/M4YeCcTBO NpoKcu-cepeepoB. [lobaBneHme NpoKcu-
cepBepoOB B Konn4yecTtse, 6onblueM NpeayCMOTPEHHOrO MUEeH3Men, HEBO3MOXHO;

5)makcumanbHoe konndectso CPU y ESXi B BUpTyanbHOM WMHQPaCTpyKType.
MoakntoyeHne Kk BU, B KOTOpoW CyMMapHoe 4ucno npoueccopoB y ESXi xoctos
npesblWaeT 3a4aHHoEe B JIMLEH3UN, HEBO3MOXHO.
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MpoBepKa NMUEH3MMN OCYLLECTBASETCSA TOSIbKO AN YyTUAnTbl «Segment-V.».
Ecnn nposepka He 6bina nponageHa (OTNMYaAETCS CEPUMHBLIA HOMEp NiaTbl, UCTEK
CPOK AENCTBUS, HEBEPHA NOAMNUCL JIMLEH3MN U T.M.), AanbHenwasa paboTta B ytunure
HEeBO3MOXHa. TeKywme Xe HACTpoMKnm 6yayT CcoXpaHeHbl, U MPOKCU-CEPBEPHDI
NpoAo/IXaT CBOK paboTy.

MpoponmxeHne paboTbl CTaHET BO3MOXHbIM TOJIbKO MNOCAe nNpuBeaeHUs
napamMeTpoB CUCTEMbl B COOTBETCTBUE C SINLEH3NEN MW NOcCne NpnobpeTeHns HOBOWM
NNLUEH3UN.

CraTtyc nuvueH3nm, HoMep nnaTbl U AATY UCTEYEHUS MOXHO MOCMOTPETb Ha
Bknagke «loMowb» yTunnTel «Segment-V.» (pucyHok 72).

JlnueHzma -
Brigana: OKB SAFR
MpomT: Accord-V Enterprise 1.3
KonuwyecTeo BM: 1000000
Konuwyecteo CPL: 10000
KonwyecTeo NpoKCcH-CEPBEN0E 2
Homep nnaTtel: h5033937
Cpok nefcTEMA: 2812415

PucyHok 72 - UHcpopMauuma O JIMLLEH3UM

93



6. TexHuuyeckasn noaaep>xkKka n MHpopMaLusa 0 KOMINJeKce

Bce Bonpocbl, cBsidaHHble C noaaepxkon [MAK «CermeHT-B.», Bbl MoXxeTe
oTnpaenaTb no aapecy help@okbsapr.ru, nnbéo obpawartbcs no TenedoHaM
+7 (499) 235-78-17, +7 (926) 235-89-17, +7 (926) 762-17-72.

Mbl 6yaeM pagbl y3HaTb Bawm noxenaHuvsa v nNpeanoxXeHus no nosoay 3TOM
AOKyMeHTauuun. Bbl MOXeTe oTnpasnTb nx no agpecy help@okbsapr.ru.
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7. Bo3MOX>Hble 3aTpyaHeHun B pabote c NAK «CermeHT-B.»
M MeToAbl UX YCTPaHeHus

7.1. NMpuHUMN NOUCKa npobsniembl

7.1.1. NMpokcu-cepeep

[Ansa NnpoBepKu HACTpOeK NPOKCU-CepBEpa U CEPBUCOB, OTBeYaLWwmx 3a paboTy
«CermeHT-B.», cneayeTt BbIMONHUTL BXOA4 Ha MPOKCU-CepBep No4 YYETHOM 3anucbio
«accord» n BblbpaTb TpeTUM MNYHKT MEHK CKpUNTa YCTaHOBKW: «3) Print current
settings)».

Ha sKkpaH BbIBOAWUTCS cneaytowas nHbopmaums':

— CeTeBble HaCTPOMKN cepBepa;

— IP-agpec 3awmwaemoro vCenter (TONbKO OAHOMO, €C/IN yKa3blBasUCb eLle
vCenter nnun ESXi, He noagknw4YeHHble K rMnepBm3opy, AaHHbIE O HUX He
oTobpasaTca);

— COCTOSIHME CepBUCOB;

— HacTpomnkun 6esonacHocTu (pa3spewweH nu SSH, ero fingerprint);

— cTatyc High Availability (ncnonb3yerca nn pexum O0TKa30yCTOMYMBOCTH,
peann3oBaHHbIN cpeacTBaMmn «CermeHT-B.»).

Heobxoaumo npoBepuTb OTOOpasmMBLUYOCS WHGOPMAUMIO U U3MEHUTb
HaCTPOWMKU, eCNun TeKyLllne He COOTBETCTBYIOT AENCTBUTENbHOCTW. [Ansa aTOro cnegyetr
BblbpaTb MNepBbI MYHKT MEHK CKpUMNTa YCTaHOBKWU: «1) Reconfigure Segment-V.
settings» — nocne 4ero B OTKPbIBLWIEMCS MeHI peKOHMUrypupoBaHUa YyKasaTb,
Kakme WMEHHO Wu3MeHeHus Tpebyetcs npoussectu. [lpoueaypa W3MEHEHUs
napamMeTpoB aHaslIorM4yHa npoueaype 3ajaHus napamMeTpoB B npouecce nepBMYHOMN
yCTaHOBKM NpPOKCU-CepBepa.

7.1.2. YTunuta ynpasJsieHusa «Segment-V.»

PeweHne npobnembl C «3aBUCLWIMM» 3adaHueM B «Segment-V.» B MOMEHT
3akpbIiTusa vCenter:

1)nopgoxaatb 120 cekyHA (TaMMayT BbINONHEHMS onepauuun). Ecnm onepauuns
NpoAo/IXaeT «BUCETb», MEepPenTn K cneayowmm stanam;

2)3aKpbITb YTUANTY «Segment-V»;

3)NpoBepUTb CAMCOK 3anyLlleHHbIX MpoueccoB, HanTu AccordManager.exe w
3aBepWMNTb €ro NpuHyaANTEeNbHO;

4)NOBTOPHO OTKpbITb «Segment-V.» U BbISCHUTb, COEAWMHEHME C KaKUMU
NpoOKCU-cepBepamMm He 6bI10 YCTaHOBNEHO;

Y B cnyuae He06Xx0AMMOCTH, BOCMONb3YTECH COYETaHMAMMU knasuw <Shift>+<Page Up> ans
NPOKPYTKM 3KpaHa BBepX, <Shift>+<Page Down> - ana NpoKpyTKM 3KpaHa BHU3
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5)c nomoLwbo KOMaHAbl ps aux | grep acc NpoBepuTb Ha KaXAOM U3 TaKux
NPOKCU-CEpPBEPOB, 3anyLLeH NN Npouecc accordguard,;

6)ecnn Takon npouecc 3anyuweH, 3asepwuntb ero (kill -9 PID);

7)BHe 3aBUCMMOCTM OT [AEeWCTBUM C accordguard nepe3anyCcTuTb CepBUC
accordservice:

/etc/init.d/accordservice.sh restart
(/etc/init.d/accordservice.sh start)
8)B yTnnute «Segment-V.» NoaKAOUYMUTb NMPOKCU-CEPBEPHDI.

7.2. CepBUCHbIe KOMaHAbI

MepereHepupoBaHune cepTnhnkaTos

Boi3BaTb B Manke C YycTaHoBAeHHbIM [10 ynpaBneHuMs  KOMMJIEKCOM
ncrnonHsemoln pann GenCerts.exe:

— C napameTpom “-r” — aona co3gaHus KOPHEBOro ceptudukara;
— C napameTpoM “-h" — anga co3gaHunsa ceptTudumnkaTa NpoKCcu-cepeepa.

Bl Agmnauctpatop: CWindowshsystem32hemd.exe

C:~Program Files“~0KB SAPR~Segment—U>*GenCerts.exe —r

Pa6oTta c 6a30i gaHHbIX

Bbi3BaTb B Nanke C YyCTaHOB/IEHHbIM [10  ynpaBfeHUs  KOMMJIEKCOM
NCrosiHseMbln dann Repair.exe:
— € napameTpoM “-log” - anga cosgaHmsa 6a3bl AaHHbIX CEpBUCA perncrpauum
cobbiTn (EventDatabase.db);

— ¢ napameTtpom “-db” - ansa cosgaHusa 6asbl AaHHbIX YTUAWTbI yYrpaBneHus
(ManagedDatabase.bd).

BN AgmwHuctpatop: ChiWindows\system32icmd. exe

C:“Program Files~0KB SAPR~Segment—U>Repair.exe —log
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